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Abstract
Whenever an intrusion occurs, the security and value of a computer 
system is compromised. Network-based attacks make it difficult for 
legitimate users to access various network services by purposely 
occupying or sabotaging network resources and services. This can 
be done by sending large amounts of network traffic, exploiting 
well-known faults in networking services, and by overloading 
network hosts. Intrusion Detection attempts to detect computer 
attacks by examining various data records observed in processes 
on the network and it is split into two groups, anomaly detection 
systems and misuse detection systems. Anomaly detection is 
an attempt to search for malicious behaviour that deviates from 
established normal patterns. Misuse detection is used to identify 
intrusions that match known attack scenarios.
This paper presents a study for enhancing the training time 
of SVM, specifically when dealing with large data sets, using 
hierarchical clustering analysis. We use the Dynamically Growing 
Self-Organizing Tree (DGSOT) algorithm for clustering because it 
has proved to overcome the drawbacks of traditional hierarchical 
clustering algorithms (e.g., hierarchical agglomerative clustering). 
Clustering analysis helps find the boundary points, which are the 
most qualified data points to train SVM, between two classes. We 
present a new approach of combination of SVM and DGSOT, 
which starts with an initial training set and expands it gradually 
using the clustering structure produced by the DGSOT algorithm. 
We compare our approach with the Rocchio Bundling technique 
and random selection in terms of accuracy loss and training time 
gain using a single benchmark real data set. We show that our 
proposed variations contribute significantly in improving the 
training process of  SVM with high generalization accuracy and 
outperform the Rocchio Bundling technique.
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I. Introduction
Since the tragic events of September 11, 2001, insuring the 
integrity of computer networks, both in relation to security and 
with regard to the institutional life of the nation in general, is 
a growing concern. Security and defense networks, proprietary 
research, intellectual property, data based market mechanisms 
which depend on unimpeded and undistorted access, can all be 
severely compromised by intrusions. We need to find the best way 
to protect these systems.
An intrusion can be defined [3, 9] as “any set of actions that 
attempts to compromise the  integrity, confidentiality, or availability 
of a resource”. User authentication (e.g., using passwords or 
biometrics), avoiding programming errors, and information 
protection (e.g., encryption) have all been used to protect computer 
systems. As systems become more complex, there are always 
exploitable weaknesses due to design and programming errors, 
or through the use of various “socially engineered” penetration 
techniquesIn pursuit of a secure system, different measures of 

system behaviour have been proposed, on the basis of an ad hoc 
presumption that normalcy and anomaly (or illegitimacy) will be 
accurately manifested in the chosen set of system features.
The SVM is one of the most successful classification algorithms in 
the data mining area, but its long training time limits its use. Many 
applications, such as Data Mining and Bio-Informatics, require 
the processing of huge data sets. However, such approaches are 
still not feasible with large data sets where even multiple scans of 
entire data set are too expensive to perform, or result in the loss 
through over-simplification of any benefit to be gained through 
the use of SVM.
This paper proposes a new approach for enhancing the training 
process of SVM when dealing with large training data sets. It is 
based on the combination of SVM and clustering analysis. The 
idea is as follows: SVM computes the maximal margin separating 
data points; hence, only those patterns closest to the margin can 
affect the computations of that margin, while other points can be 
discarded without affecting the final result. Those points lying 
close to the margin are called support vectors (see Sect. 3 for more 
details). We try to approximate these points by applying clustering 
analysis. In general, using hierarchical clustering analysis based 
on dynamically growing self-organizing tree (DGSOT) involves 
expensive computations, especially if the set of training data is 
large. However, in our approach, we control the growth of the 
hierarchical tree by allowing tree nodes (support vector nodes) 
close to the marginal area to grow, while halting distant ones. 
Therefore, the computations of SVM and further clustering 
analysis will be reduced dramatically.
Also, to avoid the cost of computations involved in clustering 
analysis, we train SVM on the nodes of the tree after each phase/
iteration, in which few nodes are added to the tree. Each iteration 
involves growing the hierarchical tree by adding new children to 
the tree. This could cause a degradation of the accuracy of the 
resulting classifier. However, we use the support vector set as 
a priori knowledge to instruct the clustering algorithm to grow 
support vector nodes and to stop growing non-support vector 
nodes. By applying this procedure, the accuracy of the classifier 
improves and the size of the training set is kept to a minimum. 

II. Related Work
Here, first, we present related work relevant to intrusion detection 
(extensive survey can be found in [3, 9]), and next, we present 
related work for the reduction of training time of SVM. In particular, 
we will present various clustering techniques as data reduction 
mechanisms. With regard to intrusion detection, as noted earlier, 
there are two different approaches to intrusion detection system 
(IDS): misuse detection and anomaly detection. Misuse detection 
is the ability to identify intrusions based on a known pattern for 
the malicious activity. These known patterns are referred to as 
signatures. The second approach, anomaly detection, is the attempt 
to identify malicious traffic based on deviations from established 
normal network traffic patterns. “A State Transition Analysis Tool 
for Intrusion Detection” (STAT) [18] and “Intrusion Detection in 
Our Time” (IDIOT) [22] are misuse detection systems that use the 
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signatures of known attacks. Lee et al. [24] propose a data mining 
framework for intrusion detection which is misuse detection. Their 
goal is to automatically generate misuse detection signatures from 
classified network traffic. Anomaly detection [39] is capable of 
catching new attacks. However, new legitimate behavior can also 
be falsely identified as an attack, resulting in a false positive. 
In recent years, there have been several learning-based or data 
mining-based research [33] efforts in intrusion detection.With 
regard to the training time of SVM, random sampling has been 
used to enhance the training of SVM [38]. Sub-sampling speeds 
up a classifier by randomly removing training points. Balacazar 
et al. [4] use random sampling successfully to train SVM in many 
applications in the data mining field. Shih et al. [37] use sub-
sampling in classification using a Rocchio Algorithm along with 
other data reduction techniques. Sub-sampling surprisingly has led 
to an accurate classification in their experiments with several data 
sets. However, Yu et al. [41] show that random sampling could 
hurt the training process of SVM, especially when the probability 
distribution of training and testing data were different.

III. SVM with Clustering for Training
In this section, we first present the basics of SVM. Next, we 
present how clustering can be used as a data reduction technique 
to find support vectors.

A. SVM Basics
SVM are learning systems that use a hypothesis space of  linear 
functions in a high dimensional feature space, trained with a 
learning algorithm from optimization theory. SVM is based on the 
idea of a hyper-plane classifier, or linearly separability. Suppose 
we have N training data points {(x1, y1), (x2,y2), (x3, y3), . . 
. , (xN , yN )}, where xi ∈ Rd and yi ∈ {+1,−1}. Consider a 
hyper-plane defined by (w, b), where w is a weight vector and b 
is a bias. Details of SVM can be found in [34]. We can classify 
a new object x with 
f (x) = sign(w • x + b) = sign (∑i 

Nαi yi (xi • x) + b) (1)
Note that the training vectors xi occur only in the form of a dot 
product; there is a Lagrangian multiplier αi for   each training point. 
When the maximal margin hyper-plane is found, only points that 
lie closest to the hyper-plane will have αi > 0 and these points 
are called support vectors. All other points will have αi = 0 (see 
Fig. 1(a). This means that only those points that lie closest to the 
hyper-plane give the representation of the hypothesis/ classifier. 
These most important data points serve as support vectors. Their 
values can also be used to give an independent boundary with 
regard to the reliability of the hypothesis/classifier. Figure 1A 
shows two classes and their boundaries, i.e., margins. The support 
vectors are represented by solid objects, while the empty objects 
are non-support vectors. 

Fig.  A Value of αi for support vectors and non-support vectors. 
(b). The effect of adding new data points on the margins.

B. Data Reduction Using Hierarchy
Our approach for enhancing the training process of SVM is based 
on the combination of clustering and SVM to  find relevant support 
vectors. For this, we present an approach, namely, Clustering Tree 
based on SVM, CT SVM.

1. Clustering Tree Based on SVM, CT-SVM 
In this approach, we build a hierarchical clustering tree for each 
class in the data set (for simplicity and without loss of generality, 
we assume binary classification) using the DGSOT algorithm. The 
DGSOT algorithm, top-down clustering, builds the hierarchical 
tree iteratively in several epochs. After each epoch, new nodes 
are added to the tree based on a learning process. To avoid the 
computation overhead of building the tree, we do not build the 
entire hierarchical trees. Instead, after each epoch we train SVM 
on the nodes of both trees. We use the support vectors of the 
classifier as prior knowledge for the succeeding epoch in order 
to control the tree growth. 
Specifically, support vectors are allowed to  grow, while non-
support vectors are stopped. This has the impact of adding nodes 
in the boundary areas between the two classes, while eliminating 
distant nodes from the boundaries.

Fig. 2: Flow Diagram of Clustering Trees

Fig. 2, outlines the steps of this approach. First, assuming binary 
classification, we generate a hierarchical tree for each class in the 
data set. Initially, we allow the two trees to grow until a certain 
size of the trees is reached. Basically, we want to start with a 
reasonable number of nodes. First, if a tree exhibits convergence 
earlier (i.e., fewer number of nodes), one option is to train SVM 
with these existing nodes. If the result is unsatisfactory, we will 
adjust the threshold (profile and radius thresholds) (see Sect. 4). 
Reducing thresholds may increase number of clusters and nodes. 
Second, we will train SVM on the nodes of the trees, and compute 
the support vectors. Third, on the basis of stopping criteria, we 
either stop the algorithm or continue growing the hierarchical 
trees. In the case of growing the tree, we use prior knowledge, 
which consists of the computed support vector nodes, to instruct 
the DGSOT algorithm to grow support vector nodes, while non-
support vector nodes are not grown. By growing a node in the 
DGSOT algorithm, we mean that we create two children nodes 
for each support vector node [25]. They imply prior knowledge 
to be used in the next iteration of our algorithm, especially to 
direct the growth of the hierarchical trees. This process has the 
impact of growing the tree only in the boundary area between the 
two classes, while stopping the tree from growing in other areas. 
Hence, we save extensive computations that would have been 
carried out without any purpose or utility.
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2. Stopping Criteria
There are several ways to set the stopping criteria. For example, 
we can stop at a certain size/level of tree, upon reaching a certain 
number of nodes/support vectors, and/or when a certain accuracy 
level is attained. For accuracy level, we can stop the algorithm if 
the generalization accuracy over a validation set exceeds a specific 
value (say 98%). For this accuracy estimation, support vectors 
will be tested with the existing training set based on proximity. In 
our implementation, we adopt the second strategy (i.e., a certain 
number of support vectors) so that we can compare our procedure 
with the Rocchio Bundling algorithm which reduces the data set 
into a specific size.

IV. Hierarchy Construction using a Dynamic Growing Self-
Organizing Tree Algorithm (DGSOT)
We would like to organize a set of data/records into a number 
of clusters where a cluster may contain more than one record. 
Furthermore, we would like to extend our hierarchy onto several 
levels. For this, several existing techniques are available, such 
as the hierarchical agglomerative clustering algorithm (HAC) 
[35], the self-organizing map (SOM) [21], the self-organizing tree 
algorithm (SOTA) [11], and so on.  In this research, we will exploit 
a new algorithm, a new hierarchical, dynamically growing self-
organizing tree (DGSOT) algorithm, to construct a hierarchy from 
top to bottom rather than bottom up, as in HAC. We have observed 
that this algorithm constructs a hierarchy with better precision and 
recall than a hierarchical agglomerative clustering algorithm [20, 
25]. Hence, we believe that false positives and false negatives 
(similar to precision and recall area in IR) will be lowered using 
our new algorithm as compared to HAC. Furthermore, it works 
top-down fashion. We can stop tree growing earlier and it can be 
entirely mixed with SVM training.
The DGSOT is a tree structure self-organizing neural network. 
It is designed to discover the correct hierarchical structure in an 
underlying data set. The DGSOT grow s in two directions: vertical 
and horizontal. In the direction of vertical growth, the DGSOT 
adds descendents. In the vertical growth of a node (x), only two 
children are added to the node. The need is to determine whether 
these two children, added to the node x, are adequate to represent 
the proper hierarchical structure of that node. In horizontal growth, 
we strive to determine the number of siblings of these two children 
needed to represent data associated with the node, x. Thus, the 
DGSOT chooses the right number of children (sub-clusters) of 
each node at each hierarchical level during the tree construction 
process. During each vertical and horizontal growth a learning 
process is invoked in which data will be distributed among newly 
created children of node, x (see Sect. 4.2). The pseudo code of 
DGSOT is shown in Fig. 6 In Fig. 6, at lines 1–4, initialization is 
done with only one node, the root node (see Fig. 7A). All input 
data belong to the root node and the reference vector of the root 
node is initialized with the centroid of the data. At lines 5– 29, 
the vertical growing strategy is invoked. For this, first we select 
a victim leaf for expansion based on heterogeneity. Since, we 
have only one node which is both leaf and root, two children 
will be added (at lines 7–9). In CT-SVM case, at line 7, we need 
to do additional check. Recall that support vector nodes will be 
candidate for vertical expansion. The reference vector of each of 
these children will be initialized to the root’s reference vector. 
Now, all input data associated with the root will be distributed 
between these children by invoking a learning strategy (see Sect. 
4.2).

Fig. 3: Adjusting the Classifiers as a Result of Growing the Support 
Vector Nodes

1 /* Initialization  */
2  Create a tree has only one root node. The reference vector of 
the root node is initialized with the centroid of the entire data and 
all data will be associated with the root.
3 / *Vertical Growing */
4 Do
5 For any leaf which is heterogeneous 
6 changes the leaf to a node, x and create two descendent leaves, 
The reference vector of a new leaf is initialized with the node’s 
reference vector 
7 /* Learning */
8 Do
9 For each input data of node x
10 Find winner (using KLD,) and update
11 reference vectors of winner and its neighbourhood
12 while the relative error of the entire tree is less than error 
threshold, ἑ 
13 /* Horizontal Growing */ 
14 Do
15 If the horizontal growing stop rule is unsatisfied
16 Add a child leaf to this node, x 
17 /* Learning */
18 Do
19 For each input data of node,x
20 find winner (using KLD) and update
21 reference vectors of winner and its neighbour hood
22 While the relative error of the entire tree less than ἑ
23 Else
24 Delete a child leaf to this node, x
25 While the node , x is unsatisfied with the horizontal growing 
stop rule
26 While there are more level/node necessary in the hierarchy

A. Vertical Growing
In DGSOT, a process of non-greedy vertical growth is used to 
determine the victim leaf node for further expansion in the vertical 
direction. During vertical growth any leaf whose heterogeneity 
is greater than that of a given threshold is changed to a node and 
2 descendent leaves are created. The reference vectors of these 
leaves will be initialized by the parent. There are several ways to 
determine the heterogeneity of a leaf. One simple way is to use the 
number of data associated with a leaf to determine heterogeneity, 
what we call profile heterogeneity, TP. This simple approach 
controls the number of data that appears in each leaf node. 
Here, data will be evenly distributed among the leaves. This may 
generate too many tiny fragmented clusters where data points 
are densely placed. Hence, the alternative is based on the radius 
of clusters, what we call radius heterogeneity. For this case, if a 
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cluster radius exceeds a threshold, TR we split the node. Hence, 
it is possible that data for a cluster may be sparsely distributed. In 
our implementation, we combine both approaches. We choose a 
node to split whose profile heterogeneity and radius heterogeneity 
exceed their thresholds simultaneously. Thus, we guarantee that 
clusters will be compact, while at the same time, on average, 
clusters will be in similar shapes. It is also possible that a node 
with too few points sparsely distributed may not be selected for 
expansion. 

B. Learning Process
In DGSOT, the learning process consists of a series of procedures 
to distribute all the data to leaves and update the reference vectors. 
Each procedure is called a cycle. Each cycle contains series of 
epochs. Each epoch consists of a presentation of input data with 
each presentation having two steps: finding the best match node 
and updating the reference vector. The input data is only compared 
to the leaf nodes bounded by a sub-tree based on KLD mechanism 
(see Sect. 4.4) in order to find the best match node, which is known 
as the winner. The leaf node, c, that has the mini- mum distance 
to the input data, x, is the best match node (i.e., winner). 
c :_ x − nc _= min{_ x − ni _}

Fig. 4: Illustration of DGSOT Algorithm

C. Horizontal Growing
In each stage of vertical growth, only two leaves are created for 
a growing node. In each stage of horizontal growth, the DGSOT 
tries to find an optimal number of the leaf nodes (sub-cluster) of 
a node to represent the clusters in each node’s expansion phase. 
Therefore, DGSOT adopts a dynamically growing scheme in 
horizontal growing stage. Recall that in vertical growing, a leaf 
with most heterogeneous will be determined, and two children 
will be created to this heterogeneous node. Now, in horizontal 
growing, a new child (sub-cluster) is added to the existing children 
of this heterogeneous node. This process continues until a certain 
stopping rule is reached. Once the stopping rule (see Sect. 4.3.1) 
is reached, the number of children node is optimized.After each 
addition/deletion of a node, a process of learning takes place (see 
Sect. 4.2). 

1. Stopping Rule for Horizontal Growing 
To stop the horizontal growth of a node, we need to know the total 
number of clusters/children of that node. For this, we can apply 
the cluster validation approach. Since the DGSOT algorithm tries 
to optimize the number of clusters for a node in each expansion 
phase, cluster validation is used heavily. Therefore, the validation 
algorithms used in DGSOT must have a light computational cost 
and must be easily evaluated. A simple method is suggested for 
the DGSOT here, the measures of average distortion. However, 
cluster scattering measure [30] can be used to minimize the intra-
cluster distance and maximize inter-cluster distance. 

D. K-level up Distribution (KLD)
Clustering in a self-organizing neural network is distortion based 
competitive learning. The nearest neighbour rule is used to make 
the clustering decision. In SOTA, data associated with the parent 
node will only be distributed between its children. If data are 
incorrectly clustered in the early stage, these errors cannot be 
corrected in the later learning process. To improve the cluster 
result, we propose a new distribution approach called K-level up 
distribution (KLD). Data associated with a parent node will be 
distributed not only to its children leaves but also to its neighboring 
leaves. The following is the KLD strategy: 1 For a selected node, 
its K level ancestor node is determined. 2 The sub-tree rooted by 
the ancestor node is determined. 3 Data assigned to the selected 
node will be distributed among all leaves of the sub-tree. 
The data associated with node M will be distributed to leaves B, 
C, D, and E of the sub-tree rooted by A. For each data, the winning 
leaf will be determined among B, C, D, and E using Eq. (2). Note 
that if K = 0, the data of node M will be distributed between leaves 
B and C. Note that vertical growing is a non-greedy expansion. 
Therefore, in vertical growing if heterogeneities of two leaves 
are greater than _, then both will be the victim and expanded 
simultaneously.

Fig. 5: One Level up Distribution Scope (K = 1)

V. Complexity and Analysis
In this section, we present an analysis of the running time for the 
CT-SVM algorithm. Building the hierarchical tree is the most 
expensive computation in CT-SVM. However, we try to reduce 
this cost by growing the tree only in the marginal area. In this 
analysis, we consider the worst case scenario for building the 
hierarchical tree and the overhead of training SVM. Specifically, 
the time complexity of building the DGSOT tree is  O(logd M 
× J × N) , where d is the branch factor of the DGSOT, J is the 
average number of learning iterations needed to expand the tree 
one more level, N is the size of the data set, and M is the number 
of nodes in the tree. Notice that, in the worse case scenario, M 
is close to the number of data points in the data set, N; hence, 
O(logd M × J × N) ≈ O(logd N × J × N) (see Table 1 for symbols 
and definitions).
The key factor to determine the complexity of SVM is the size 
of the training data set. In the following, we try to approximate 
the size of the tree in iteration i, approximate the running time of 
iteration i, and compute the running time of the CT-SVM algorithm. 
Let us assume t(SVM) = O(N2) where t(_) is the training time of 
algorithm _ (notice that t(SVM) is known to be at least quadratic 
to N and linear to the number of dimensions). Let support entries 
be the support vectors when the training data are entries in some 
nodes. Assume that r is the average rate of the number of the 
support entries among the training entries. Namely, r=s/b where 
b is the average number of training entries and s is the average 
number of support vector entries among the training entries, e.g., 
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r = 0.01 for s = 10 and b = 1000. Normally, s _ b and 0 < r _ 1 for 
standard SVM with large datasets [41]. 

VI. Rocchio Bundling Algorithm
In this section, we describe Rocchio Bundling algorithm for data 
reduction and classification [37].

A. Rocchio Bundling Technique
The Rocchio Bundling algorithm is a data reduction technique. 
The Rocchio Bundling preserves a set of k userchosen statistics, 
s = (s1, . . . , sk ),where si is a function that maps a set of data to 
a single value. Rocchio Bundling works as follows: We assume 
that there is a set of training examples for each class. Bundling is 
applied separately to each class, so we will only discuss what needs 
to be done for a single class. We select a statistic to preserve and in 
our experiments we choose to preserve the mean statistic for each 
feature. Then we partition the full data set D into m equalsized 
partitions P1, . . . , Pm. Each partition becomes a single data point 
in the bundled data set D_ = {D1 _ , . . . , Dm _}. Each element 
Di _ is a vector of the mean of the data in partition Pi . Now, we 
will discuss how bundling works.
For this, first, we calculate the Rocchio score which reflects the 
distance of each point from the Rocchio decision boundary created 
as will be described in Sect. 6.2. After computing the Rocchio 
score for each data point in the class, second, we sort the data 
points according to their scores. This means that points close to 
the Rocchio decision boundary will be placed close to each other 
in the list. Third, we partition this sorted list to n/m partitions. 
Fourth, we compute the mean of each partition as a representative 
of that partition. Finally, the reduced data set will be the list of 
all representatives/means of all partitions and will be used for 
training SVM.

B. Rocchio Decision Boundary
Consider a binary classification problem. Simply put, Rocchio 
selects a decision boundary (plane) that is perpendicular to a 
vector connecting two class centroids. Let {x11, . . . , x1n} and 
{x21, . . . , x2n} be sets of training data for positive and negative 
classes, respectively. Let c1 = (1/n)_i x1i and c2 = (1/m)_i x2i be 
the centroids for the positive and negative classes, respectively. 
Then we define the Rocchio score of an example x as in Eq. (11). 
One selects a threshold value, b, which may be used to make the 
decision boundary closer to the positive or negative class centroid. 
Then an example is labeled according to the sign of the score minus 
the threshold value as in Eq. (12). Figure 11 explains the idea of 
the Rocchio Classification boundary in the binary classification 
case. Positive and negative points are presented in oval and square 
objects, respectively. Points C1 and C2 represent the centroids 
of positive and negative classes, respectively. The bold line is 
the Rocchio classifier, and it is clearly perpendicular to the line 
connecting the two class centroids. The Rocchio score represents 
the distance of a point from the classifier (bold line), for example, 
Point p1 has Rocchio score equal to the distance represented by 
the line connecting it to the Rocchio classifier (bold line). 
Rocchio score(xi ) = xi (c1 − c2) 
l(x) = sign(Rocchio score(x) − b) 

Fig. 6: Rocchio Classifier

VII. Evaluation

A. Dataset
Our system focuses on network-based anomaly detection. We 
have applied our algorithm to a set of standard benchmark 
data, namely the 1998 DARPA data [29] that originated from 
the MIT Lincoln Lab. Network traffic can be captured using 
packet-capturing utilities (e.g., libpcap [27]) or operating system 
utilities at the system call level (e.g., BSM) and then stored as a 
collection of records in the audit file. Each data point represents 
either an attack or a normal connection. There are four categories 
of attacks: denial-ofservice (Dos), surveillance (Probe), remote-
to-local (R2L), and user-to-root (U2R). Therefore, overall training 
and testing data will be categorized into these five classes, i.e., a 
normal and four attack categories.
As a training set, we have total 11,32,365 data points; distribution 
of data among these normal, Dos, U2R, R2L, and Probe classes 
are as follows: 830405, 287088, 22, 999, and 13851, respectively. 
Note that the U2R and R2L classes do not have sufficient training 
examples as compared to others. Distribution of test data is as 
follows: normal, Dos, U2R, R2L, and Probe classes, each with 
47913, 21720, 17, 2328, and 1269 data points, respectively. Note 
that here we make sure that the test data is not from the same 
probability distribution as the training data. In other words, the 
testing set also includes novel attacks that are variants of known 
attacks.

B. Results
Random selection has been used in many applications to reduce 
the size of the data set. In this purpose, we select randomly 14% 
from the overall training data set. Here, we report the results by 
applying a random selection technique to reduce the training set 
of SVM (see Table 2). In this table, along with Tables 3, 4, and 5, 
diagonal values represent the number that is correctly classified. 
For example, out of 47,913 data points 47137, 86, 2, 6, and 682 
data points are classified as normal, Dos, U2R, R2L, and Probe, 
respectively. In Tables 2, 3, 4, and 5 the last column represents 
false negative (FN) rate and the last row represents false positive 
(FP) rate, respectively. Accuracy rate for normal, Dos, U2R, R2L, 
and Probe is 98, 39, 23, 15, and 88%, respectively. FP rate is 5, 1, 
100, 2, and 92%, respectively. Note that the accuracy rate is low for 
U2R and R2L classes. This is a result of a shortage of training set 
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for these classes. In Table 6, we report results based on accuracy. 
In Table 6, we observe that random selection, pure SVM, SVM 
+ Rocchio Bundling and SVM + DGSOT observe 52, 57.6, 51.6, 
and 69.8% accuracy, respectively. Note that the total training time 
is higher for Pure SVM (17.34 hr) and SVM + Rocchio Bundling 
(26.7 hr). Although SVM + Rocchio Bundling reducesdata set 
first but it incurs significant training time due to preprocessing 
of dataset. On the other hand, the average training time of SVM 
+ DGSOT (13.18 hr) is lower than for pure SVM with improved 
accuracy. This is the lowest training time as compared to other 
methods except random selection. Furthermore, SVM + DGSOT 
time includes clustering time and SVM training time. 

1. Complexity Validation
We notice that 99.8% of total training time was used for DGSOT, 
and 0.2% time (2.14 min) was used for training SVM. Recall 
that DGSOT deals with the entire training dataset; however, for 
later SVM training we only use a smaller subset of data from this 
dataset. In experimental results, we gathered parameters, b, s, and 
h for time complexity analysis. In particular, for a dominating 
normal class we got b = 209.33, s = 11.953, and h = 28. On the 
other hand, for a DOS class, we got b = 604.39, s = 8.89, and h 
= 13. After taking the average, we have b = 406.86, s = 10.4215, 
and h = 20.5, and using these values in Eq. (10) t(CT-SVM) is 
asymptotically 1.1749 × 1062 times faster than t(SVM). With our 
experimental results, we observed t(CT-SVM) is 361 times faster 
than t(SVM) and this validates our claim that with complexity 
analysis training rate over pure SVM is increased. It is obvious 
from Table 6, for SVM + DGSOT accuracy rate is highest, FN rate 
is the lowest and FP rate is as good as pure SVM. This demonstrates 
that SVM + DGSOT can be deployed as a real time modality for 
intrusion detection. 

C. Discussion
Random selection proves, at times, to be a successful technique 
to save training time. However, in general this may not hold. 
This is because the distribution of the training data is different 
from the testing data results. Furthermore, some intrusion experts 
believe that most novel attacks are variants of known attacks and 
the “signature” of known attacks can be sufficient to catch novel 
variants. This exactly happens with SVM + DGSOT. We notice 
that accuracy rate of our SVM + DGSOT is the best and it is better 
as compared to pure SVM. It is possible that pure SVM training 
accuracy for testing set may be good but generalization accuracy 
may not be as good as the accuracy of SVM + DGSOT. DGSOT 
provides a set of supporting vectors and using SVM we generate 
hyperplane that would be more accurate for the testing set as 
compared to the hyperplane generated by pure SVM from entire 
training data set. Furthermore, FN is lowest for SVM + DGSOT 
and FP rate is as low as pure SVM. Performance of Rocchio 
Bundling is the worst in terms of training time, FP and FN rate. 
Therefore, from the above discussion we notice the superiority 
of our SVM + DGSOT over other methods.

VIII. Conclusions and Future Work
In this paper, we have applied reduction techniques using clustering 
analysis to approximate support vectors in  order to speed up the 
training process of SVM. We have proposed  a method, namely, 
Clustering Trees based on SVM (CTSVM), to reduce the training 
set and approximate support vectors. We exploit clustering 
analysis to generate support vectors to improve the accuracy of 
the classifier. 

Our approaches proved to work well and to outperform  ll other 
techniques in terms of accuracy, false positive rate, and false 
negative rate. In the case of Rocchio Bundling, the partitions 
produced were not good representatives as support vectors of the 
whole data set; hence, the results demonstrated only fair accuracy. 
Therefore, we observe that our approaches outperform the Rocchio 
Bundling algorithm on standard benchmark data, namely the 1998 
DARPA, data originated at the MIT Lincoln Lab.
We would like to extend this work in the following directions. First, 
we would like to investigate the effectiveness of our algorithm 
in other datasets such as DEFCON and UCSB, as well as noisy 
and incomplete datasets. Second, we would like to address the 
intrusion detection problem in the domain of mobile wireless 
networks. Finally, we would like to propose a framework first, 
and then study various classification algorithms (including ours) 
using the framework as a test bed, reporting the results in terms 
of accuracy and efficiency.
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