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Abstract
Activity group are large and complex, and their plans must be 
frequently altered to adapt to changing organizational needs. The 
process of replanting and reconfiguring activity groups is ad-hoc 
and error-prone, and configuration errors could cause serious 
issues such as group outages. A VLAN is a logical grouping 
of devices or users. These devices or users can be grouped by 
function, department, or application, regardless of their physical 
segment location. VLAN configuration is done at the switch via 
software. VLANs are not standardized and require the use of 
proprietary software from the switch vendor. A typical LAN is 
configured according to the physical infrastructure it is connecting. 
Users are grouped based on their location in relation to the hub 
they are plugged in to and how the cable is run to the wiring 
closet. The router interconnecting each shared hub typically 
provides segmentation and can act as a broadcast firewall. The 
segments created by switches do not. Our algorithms also enable 
automatic detection of group-wide dependencies which must be 
factored when reconfiguring VLANs. We evaluate our algorithms 
on longitudinal snapshots of configuration files of a large-scale 
operational campus group obtained over a two year period. Our 
results show that our algorithms can produce significantly better 
plans than current practice, while avoiding errors and minimizing 
human work. Our unique data-sets also enable us to characterize 
VLAN related change activities in real groups, an important 
contribution in its own right.
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I. Introduction
Activity group operators must frequently change the plan of their 
groups to reflect new organizational needs, which may arise due 
to the addition of new hosts, movement and reorganization of 
departments and personnel, revision of security policies, and 
upgrading of router hardware.
The high-level objectives (such as performance and security goals) 
that operators have for their groups are embedded in hundreds 
of low-level device configurations. Replanting activity groups is 
challenging given the huge semantic gap between these high-level 
objectives, and low-level configurations. Configuration changes 
are required on a frequent basis, and a given replant task may 
require changes to multiple device configurations. The presence of 
a large number of dependencies between configurations has been 
shown to be a key source of complexity in managing groups 
The frequency and complexity of configuration changes makes 
the overall process of replanting and reconfiguring activity groups 
error-prone. Errors in changing configurations have been known 
to result in outages, business service disruptions, violations of 
Service Level Agreements (SLA) and cyber-attacks. Further, ad-
hoc practices in evolving groups may result in degradation of 
group “quality” leading to overly complex and “kludgy” plans 
with poor performance characteristics (e.g., unacceptably high 
broadcast traffic) [1,5].

Fig. 1: A Sample Enterprise VLAN Setup

Despite the complexity, scale and importance of activity groups, the 
area has only recently started receiving attention from the research 
community. Recent efforts have advanced our understanding of 
these groups through studies that model operational practices in 
activity groups [8], [9]. There has been some work on logical “top-
down” approaches to activity plan and configuration, but in the 
limited context of newly deployed (Greenfield) groups [10]. While 
these are important first efforts, the key challenge of replanting 
and reconfiguring existing groups is yet to be considered
In this paper, we take a first step to this end by considering issues 
in evolving the VLAN plan of operational activity groups. We 
focus on VLANs as a case study since they are extensively used 
in activity groups, represent time-consuming tasks for group 
operators, and have only recently started receiving attention from 
the research community [7]. On the one hand, changes must be 
made frequently to the VLAN plan given the constant addition 
and movement of hosts in the group. On the other hand, making 
these changes poses issues for operators at both the plan and 
configuration levels. At the plan level, operators must ensure that 
changes to VLAN plan take into account group-wide performance 
criteria such as the need to constrain broadcast costs with VLANs, 
At the configuration level, operators must be careful to account 
for group-wide dependencies. In particular, even a simple change 
such as adding a host to a VLAN may require reconfiguration 
of multiple switches in the group (a process called configuring 
“trunk” links.
Motivated by these challenges, we plan a set of algorithms and 
heuristics that can automate the VLAN management tasks, at 
both the plan and configuration levels. Our algorithms take the 
operator’s high-level intent, (e.g., “add a host corresponding to a 
user in the sales department”), and make plan decisions such as 
whether a new VLAN should be created, and which VLAN the 
new host must be assigned to. The algorithms also identify the 
set of devices whose configurations need to be modified, and the 
changes that need to be made. The results of the algorithms could 
then be integrated with existing tools such as [10] to create the 
final and new device level configurations.
We evaluate our algorithms on a large-scale campus group that 
contains tens of thousands of hosts, using a longitudinal dataset 
that includes daily snapshots of complete configuration files of 
all devices in the group, for a continuous period of two and a half 
years. As a first step, we taxonomies the VLAN related change 



IJCST Vol. 3, ISSue 3, July - SepT 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  411

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

activities that occur in the group, and characterize the frequency 
of the change activities, and discuss the types of events that result 
in these changes. We believe such a characterization of changes 
to operational groups is an important contribution of the paper 
in its own right. Second, employing the data-set, we evaluate the 
effectiveness of our algorithms in making judicious decisions while 
evolving VLAN plans, by comparing them with decisions made 
by the group operators. Our results show that our algorithms can 
result in substantially better performance, both in terms of lower 
broadcast costs for VLANs, as well as use of fewer VLANs thereby 
minimizing processing requirements on switches. Finally, we 
evaluate the benefits of our automated algorithms for reconfiguring 
VLANs by studying the presence of configuration errors in existing 
VLAN plans. Our analysis reveals several errors in configuration 
of trunk links which can both impact host connectivity and lead 
to links carrying unnecessary broadcast traffic. Such errors could 
be avoided using our automated algorithms. Overall, these results 
demonstrate the importance and effectiveness of adopting logical 
approaches in managing the evolution of VLAN plans.

II. Linked Works
In this paper we focus on issues in evolving the VLAN plan of 
activity groups. We choose VLANs as a case study, given that 
they are extensively used today, given that changes must be made 
frequently to VLAN plan, and since the management of VLANs 
is a time-consuming and error prone process [7]. In the rest of this 
section, we give a brief description of the technical challenges 
facing VLAN management
VLAN Essentials
Traditional LAN segmentation does not group users according 
to their workgroup association or need for bandwidth. Therefore, 
they share the same segment and contend for the same bandwidth, 
although the bandwidth requirements may vary greatly by 
workgroup or department.  LANs are increasingly being divided 
into workgroups connected via common backbones to form 
VLAN topologies. VLANs logically segment the physical LAN 
infrastructure into different subnets (or broadcast domains for 
Ethernet) so that broadcast frames are switched only between 
ports within the same VLAN. 
Initial VLAN implementations offered a port-mapping capability 
that established a broadcast domain between default groups 
of devices. Current network requirements demand VLAN 
functionality that covers the entire network. This approach to 
VLANs allows you to group geographically separate users in 
network wide virtual topologies. VLAN configurations group 
users by logical association rather than physical location. The 
traditional role of a router is to provide firewalls, broadcast 
management and route processing and distribution.  While VLAN 
switches take on some of these tasks, routers still remain vital 
in VLAN architectures because they provide connected routes 
between different VLANs.  They also connect to other parts of 
the network that are either logically segmented with the more 
traditional subnet approach or require access to remote sites across 
wide-area links. Layer 3 communications, either embedded in 
the switch or provided externally, is an integral part of any high-
performance switching architecture. 
A VLAN makes up a switched network that is logically segmented 
by functions, project teams, or applications, without regard to the 
physical location of users. Each switch port can be assigned to a 
VLAN. Ports assigned to the same VLAN share broadcasts. Ports 
that do not belong to that VLAN do not share these broadcasts. 
This improves the overall performance of the network. Important 

to any VLAN architecture is the ability to transport VLAN 
information between interconnected switches and routers that 
reside on the corporate backbone.  The backbone commonly acts 
as the collection point for large volumes of traffic. It also carries 
end-user VLAN information and identification between switches, 
routers, and directly attached servers. Within the backbone, high-
bandwidth, high-capacity links are typically chosen to carry the 
traffic throughout the enterprise. 
The traditional role of a router is to provide firewalls, broadcast 
management and route processing and distribution.  While VLAN 
switches take on some of these tasks, routers still remain vital 
in VLAN architectures because they provide connected routes 
between different VLANs.  They also connect to other parts of 
the network that are either logically segmented with the more 
traditional subnet approach or require access to remote sites across 
wide-area links. Layer 3 communications, either embedded in 
the switch or provided externally, is an integral part of any high-
performance switching architecture. You can cost-effectively 
integrate external routers into the switching architecture by using 
one or more high-speed backbone connections. These are typically 
Fast Ethernet, or ATM connections.  VLAN architecture not only 
provides logical segmentation, but, with careful planning, it can 
greatly enhance the efficiency of a network. Switches are one of 
the core components of VLAN communications.  Each switch 
has the intelligence to make filtering and forwarding decisions by 
frame, based on VLAN metrics defined by network managers. The 
switch can also communicate this information to other switches 
and routers within the network. 
The most common approaches for logically grouping users into 
distinct VLANs are frame filtering and frame identification (frame 
tagging). Both of these techniques look at the frame when it is 
either received or forwarded by the switch. Based on the set of 
rules defined by the administrator, these techniques determine 
where the frame is to be sent, filtered, or broadcast. These 
control mechanisms can be centrally administered (with network 
management software) and are easily implemented throughout 
the network. Frame filtering examines particular information 
about each frame.  A filtering table is developed for each switch; 
this provides a high level of administrative control because it 
can examine many attributes of each frame. Depending on the 
sophistication of the LAN switch, you can group users based on a 
station’s Media Access Control (MAC) addresses or network-layer 
protocol type. The switch compares the frames it filters with table 
entries, and it takes the appropriate action based on the entries.
In their early days, VLANs were filter-based and they grouped 
users based on a filtering table. This model did not scale well 
because each frame had to be referenced to a filtering table. Frame 
tagging uniquely assigns a VLAN ID to each frame.  The VLAN 
IDs are assigned to each VLAN in the switch configuration by the 
switch administrator. This technique was chosen by the Institute 
of Electrical and Electronic Engineers (IEEE) standards group 
because of its scalability. Frame tagging is gaining recognition as 
the standard trucking mechanism; in comparison to frame filtering, 
it can provide a more scalable solution to VLAN deployment that 
can be implemented campus-wide. 
VLAN frame tagging is an approach that has been specifically 
developed for switched communications. Frame tagging places 
a unique identifier in the header of each frame as it is forwarded 
throughout the network backbone. The identifier is understood and 
examined by each switch prior to any broadcasts or transmissions 
to other switches, routers, or end-station devices. When the frame 
exits the network backbone, the switch removes the identifier 
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before the frame is transmitted to the target end station. Frame 
identification functions at Layer 2 and requires little processing 
or administrative overhead.
Dynamic VLANs are ports on a switch that can automatically 
determine their VLAN assignments. Dynamic VLAN functions 
are based on MAC addresses, logical addressing, or protocol type 
of the data packets. When a station is initially connected to an 
unassigned switch port, the appropriate switch checks the MAC 
address entry in the VLAN management database and dynamically 
configures the port with the corresponding VLAN configuration. 
The major benefits of this approach are less administration within 
the wiring closet when a user is added or moved and centralized 
notification when an unrecognized user is added to the network. 
Typically, more administration is required up front to set up the 
database within the VLAN management software and to maintain 
an accurate database of all network users.
In this paper, we take a step headed fors logical evolution of 
group plans in the context of virtual local area groups (VLANs). 
We focus on VLANs given their importance and prevalence, the 
frequent need to change VLAN plans, and the time-consuming 
and error-prone process of making changes. We present algorithms 
for common plan tasks encountered in evolving VLANs such 
as deciding which VLAN a new host must be assigned to. Our 
algorithms trade off multiple criteria such as broadcast traffic 
costs, and costs associated with maintaining spanning trees for 
each VLAN in the group, while honoring properness and viability 
constraints on the plan.
Operators reduce the complexity of their configuration tasks by 
thinking about users as collective groups based on the role of 
each user in the organization (e.g., what resources they should be 
able to access). Example groups are engineering, sales, payroll, 
student cluster, faculty cluster, etc. In this paper, we name such 
a user group a category. Today, these logical groupings are most 
commonly implemented by VLANs, which. take a set of users in 
physically disparate locations and place them into a single logical 
subnet, even if the users are connected to different switches. For 
instance, an activity policy may permit access only for all sales 
personnel, and it may be desirable to ensure these users receive 
IP addresses from the same subnet so that routing policies and 
packet filters can be applied to them as a group. Consider Fig. 1. 
S1∼S4 are switches, and R1∼R3 are routers. Notice that even 
though hosts H1 and H6 are physically separated, they are both 
part of VLAN 1. Likewise, hosts H2 and H8 belong to VLAN 2
Each VLAN constitutes a separate broadcast domain. Therefore, it 
is important to ensure that broadcast traffic is properly constrained to 
reduce unnecessary traffic for increased performance and security. 
To achieve this, every link is configured to permit only traffic for 
appropriate VLANs. In Fig. 1, the link S1-H1 is configured as an 
access link and forwards only VLAN 1 traffic. The link S1-R1 is 
configured as a trunk link
and permits traffic for multiple explicitly specified VLANs (in 
this case, VLANs 1 and 2). Typically, a separate spanning tree 
rooted at a root bridge is constructed per VLAN. For example, 
the collection of bold links forms the spanning tree of VLAN 1, 
and either R1 or R2 can be selected as the root bridge.
VLAN Plan
In planning VLANs, there are several criteria that operators must 
consider as we discuss below:

A. Properness Criterion
Hosts in different categories must be placed in different VLANs. 
This is the properness criterion for VLAN plan. A category may 

be implemented as one or more VLANs.

B. Viability Criterion
The maximum number of hosts a VLAN can have is determined 
by the size of the IP block it is assigned. For instance, a VLAN 
with a /24 IP block can have no more than 256 hosts.

C. Performance and Cost Criteria
Hosts in the same VLAN belong to the same broadcast domain, 
and it is important to keep the cost of broadcast traffic small. The 
cost depends on both (i) the number of hosts in the VLAN, and 
(ii) the span of the VLAN, i.e., how spread out the hosts of the 
VLAN are in the underlying group topology. This can be measured 
by the number of links in the spanning tree of the VLAN. More 
formally, we leverage the broadcast traffic cost model from [10], 
which is defined as follows. Let H denote the number of hosts in a 
VLAN, A denote the average broadcast traffic (in pkt/s) generated 
by a host in the VLAN, and W denote the number of links in the 
spanning tree of the VLAN. Then, the broadcast cost B of the 
VLAN is B = H * A *W. Clearly, partitioning a category into more 
VLANs means smaller broadcast traffic of each VLAN, since it 
reduces the number of hosts in the VLANs. This will in turn lead 
to better group performance, since it reduces group congestion. 
However, the total number of VLANs a group can have is bounded 
by the hardware capacity. This is because a separate spanning tree 
is typically constructed and maintained for every VLAN in the 
group, and this increases the memory and processing requirements 
of individual switches the group performance.

D. Other Considerations
After the operator decides on the number of VLANs that should 
be assigned to a category, he must then decide which hosts are 
grouped into each VLAN. Clearly, different ways of grouping 
hosts may result in different spanning tree sizes, and thus different 
broadcast traffic costs. Finally, the placement of the root-bridge 
also impacts the spanning tree size. Hence, it is important to group 
the hosts and place the root-bridge judiciously to minimize the 
broadcast traffic.

III. VLAN Architecture

Fig. 2: VLAN Plan as we Summarize Below

A. Adding/Removing a Host to/from a Category
These change operations are frequently encountered. Example 
scenarios include people joining and leaving a department, 
purchase of new machines and removal of outdated ones. 
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B. Adding/Removing a Category
These change operations are more involved, and happen relatively 
less frequently. New host categories may be added when an activity 
grows and new departments are created. Likewise, categories get 
removed on occasions such as a merger of departments, or closure 
of facilities. When a category is added, a set of hosts belonging to 
that category may be added altogether, and one or more VLANs 
may need to be created. When a category is removed, all the 
VLANs and hosts of that category will need to be removed.

C. Configuring/Reconfiguring a Root-Bridge
These changes usually happen when VLANs are created/removed. 
Our analysis of change activities in operational groups (Section 
V-A) also reveals interesting scenarios where root-bridges were 
changed because an entire department migrates to a new building. 
Hosts in the department were part of a group of VLANs, and new 
root-bridges were selected for these VLANs which were closer 
to the new building

Fig. 3:

1. Choosing Plan Strategies
Many of the tasks described in the previous section require 
operators to make non-trivial decisions taking various factors 
into account. When adding a category, an operator must decide 
the number of VLANs to create, come up with an assignment of 
newly added hosts to each of the newly created VLANs, as as 
well as select a root bridge for each VLAN. When adding a host 
to a category, an operator must decide whether to create a new 
VLAN or to add the host to an existing VLAN, and in the latter 
case, the operator will also need to decide which VLAN to add 
the host to. Finally, selecting a root-bridge requires the operator 
to make a decision of which switch to choose. In choosing the 
strategies, the operator must meet the properness and viability 
criteria while optimizing for the performance criteria and take 
costs into account  

2. Configuring and Reconfiguring the Trunk Links
In addition to choosing plan strategies, the operator must manually 
configure or reconfigure certain trunk links, for any of the common 
change operations. This in turn requires the operator to properly 
identify group-wide configuration dependencies. Failure to do so 
could result in loses of connectivity, and unnecessary broadcast 
traffic. Fig. 2 shows two examples of misconfiguration. First, host 
H4 which belongs to VLAN 2 was recently added, but the trunk 
link R1-S2 was not configured to allow VLAN 2. This caused H4 
to be disconnected from the rest of the hosts in the group. We term 

such a misconfigured link a missing link of VLAN 2, since the link 
should have been configured to allow VLAN2. Second, the trunk 
link R2-S4 was configured to allow both VLAN 1 and 2, however 
there was no host from VLAN 1 attached to S4. This caused all 
broadcast traffic generated by VLAN 1 to unnecessarily transverse 
this link. We term such a misconfigured link a redundant link of 
VLAN 1, since it should have not been configured for VLAN 1.

IV. Algorithms for Automating VLAN Change Configura-
tion

A. Algorithms for Adding a New Category
Given a new category with a set of hosts, we present an algorithm 
that determines the number of new VLANs to create, and how 
the hosts should be grouped into the VLANs. In doing so, the 
algorithm meets the properness and viability criteria The algorithm 
contains two parameters. One parameter is the maximum broadcast 
traffic she is willing to tolerate, which we denote as Bmax. Our 
algorithm should never create VLANs whose broadcast traffic is 
greater than Bmax. The other parameter is the total number of 
VLANs that is desirable not to be exceeded, which we denote as 
N. While this number is not a hard bound, the algorithm should 
avoid creating more than N VLANs whenever possible.
When adding a new category, our algorithm determines the number 
of new VLANs to create using the following logic. First, it creates a 
single VLAN, and puts all the hosts of the new category in it. If the 
resulting broadcast traffic cost is greater than Bmax, the algorithm 
will always partition this VLAN into smaller VLANs. Otherwise, 
if the cost is smaller than αBmax, where α is a constant between 
0 and 1, then the algorithm will never partition the VLAN any 
further. This is reasonable, because when the broadcast traffic is 
small enough, there is no need to further reduce it as it will make 
no practical difference to the group performance. We summarize 
the algorithm below, where B refers to the Broadcast traffic cost 
of the new VLAN.

B. Algorithms for Adding a Host to a Category 
Given a new host that is to be added to an existing category, we 
next discuss an algorithm which determines whether a new VLAN 
should be created to accommodate the new host, or whether the new 
host should be added to an existing VLAN in the same category. 
In the latter case, the algorithm also decides which VLAN to add 
the host to, if the category has multiple VLANs.
We assume the category the new host is in has K VLANs.We 
again let the operator specify the total number of VLANs N and 
the maximum acceptable broadcast traffic cost Bmax as in the 
previous algorithm. The algorithm proceeds as follows. For each 
VLAN in the category, the algorithm calculates the broadcast 
traffic of the resulting VLAN if the new host were to be added to 
it. If the broadcast traffic of all these VLANs become larger than 
min{Bmax, (α+ (1−α)P/ N )Bmax}, then the algorithm creates 
a new VLAN and adds the host to it, and stops. Here P denotes 
the number of VLANs currently used in the group, like in the 
previous algorithm. Otherwise, the algorithm adds the host to the 
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VLAN for which the increase in broadcast traffic is the smallest, 
and stops.

C. Algorithms for Configuring Trunk Links
When creating a new VLAN, adding a host to a VLAN or 
configuring the root bridge, certain trunk links will need to be 
configured to allow the VLAN. Also, when removing a host or 
root-bridge, certain trunk links will need to be reconfigured to 
eliminate unnecessary broadcast traffic. In doing so, a key task 
is to discover the group-wide dependencies. For instance, when 
removing a host from a VLAN, the algorithm must first identify 
all the trunk links on the shortest path between the host and the 
root-bridge of the VLAN. This in turn depends on the location of 
the access switch of the host, and the location of the root bridge. 
It then needs to determine for each link whether the link is being 
used by other hosts, and only reconfigure those that are not. This 
depends on the location of all other hosts in the same VLAN. 
We next present an algorithm for discovering such dependencies 
when removing a host from a VLAN. Similar algorithms may be 
employed when adding a host or changing the root-bridge, and 
we omit the algorithms for space reasons.

Step 1: 
The algorithm finds the shortest layer-2 path between the access 
switch of the host that is to be removed, and the root-bridge of 
the VLAN. This can be done using classical algorithms such as 
the Floyd-Warshall algorithm. We denote the set of trunk links 
on this path as Q.

Step 2: 
For each remaining host in the same VLAN, the algorithm finds the 
shortest path from the access switch of the host to the root-bridge. 
We denote the set of trunk links on all these paths as T.

Step 3: 
The trunk links which are present in set Q but not present in set 
T is identified. The algorithm reconfigures this trunk link to no 
longer allow the VLAN.

V. Estimation
We evaluate our algorithms on a large-scale campus group. The 
group consists of about 200 routers, 1300 switches, and tens of 
thousands of hosts grouped into hundreds of VLANs. A small 
number of routers form the core of the group. Typically, each 
building has a router with a link to one of the core routers. This 
link connects all hosts in the building to the rest of the group. 
The group has seen significant growth for the past few years. 
Our data-set includes daily snapshots of the configuration files 
of all switches and routers in the group, for two and a half years 
(from January 2007 to July 2009). The data-set also includes the 
physical topology of the group

A. VLAN Usage 
While the campus IT operators provide routing services for 
the entire campus, each logical group such as the School of 
Engineering, the School of Liberal Arts, and the Libraries has 
its own administrators. Each administrative unit is given an IP 
address block and is free to assign addresses within that block 
to individual hosts. The operator policy requires that hosts in 
different administrative units must belong to different broadcast 
domains. VLANs are extensively used to meet this goal, as well 
as to constrain the size of broadcast domains. Most VLANs span 

a small section of the campus about 50% of them span only one 
building. However, about 10% of the VLANs span 5+ buildings, 
and the largest VLAN spans over 60 buildings. VLANs with a large 
span correspond to administrative units that have hosts in most 
buildings on campus, e.g., hosts in all classrooms are administered 
together and are grouped into one VLAN.

B. Characterizing Typical Changes to VLAN Plan
Table I summarizes the main types of VLAN related changes 
and their frequency. The first column presents the type of change 
operation. The second column gives the total number of occurrences 
of each type of change operation during the entire 30-month period 
for which we have configuration data available. The remaining 
columns show a breakdown of the number of occurrences of each 
type of change operation over various six-month periods. The 
breakdown enables us to get a better sense of differences in change 
activities over time.

Table 1: Type of Chang Operation and their Freqency Over a 30 
Month Period

C. Effectiveness of Algorithms in Meeting Performance 
Criteria
Fig. 3 shows the maximum and median broadcast traffic costs 
across all VLANs, produced by our algorithms and by the current 
approach. The top two curves correspond to the maximum values, 
while the bottom two corresponds to the medians. We observe that 
our algorithms reduce the maximum broadcast traffic by a factor 
of three. In addition, while our algorithms produce no VLANs 
with broadcast traffic greater than 120,000s, the current approach 
produced eight such over-sized VLANs (not shown in the figure). 
Further analysis shows that the better performance of our approach 
is due to several factors. 

Our algorithms create more VLANs for large categories. This • 
reduces the broadcast traffic of the VLANs in those categories. 
For example, there was a big category added to the group on 
January 5th, with 254 hosts. The current approach created 
only a single VLAN for the category, resulting in a broadcast 
traffic cost of 205,699 pkt/s. In contrast, our algorithms create 
two VLANs, with the broadcast traffic of both VLANs smaller 
than 77,480 pkt/s (a factor of three reductions).
Our algorithms assign hosts to VLANs in a more balanced • 
way, thanks to the smart grouping algorithm. For example, 
on January 12th, a large category with 392 hosts was added 
to the group. While our algorithms create the same number of 
VLANs (two) for this new category as the current approach 
did, the variation in VLAN sizes is lower. In particular, the 
broadcast traffic of the two VLANs created by our algorithm 
is 85,958 pkt/s and 89,409 pkt/s, while the broadcast traffic 
of the two VLANs created using the operator-based approach 
is 134,416 pkt/s and 52,470 pkt/s.
Our algorithms always choose the optimal root-bridge for the • 
VLANs, while the current approach failed to do so around 
30% of the time.

Fig. 3 also shows that the median broadcast traffic produced by our 
algorithms is comparable to that produced by the current approach. 
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This, combined with the fact that the maximum broadcast traffic 
is greatly reduced, confirms that our algorithms meet operator 
objectives better while evolving VLAN plans.

Fig. 3: The Maxmum and Medium Brodcast Traffic Cost, Produced 
by the Current Approch and by our Algorithms

VI. Conclusions
In this paper, our primary contribution is to show the viability 
and importance of a logical approach to evolving VLAN plans in 
operational activity groups, considering issues at both plan level, 
and configuration level. When evaluated over a longitudinal data 
set of a large-scale operational campus group which included 
daily snapshots of group configurations for over two years, we 
found our approach can

result in VLANs with broadcast costs lower than current 1. 
practice by 70%
use 3% fewer VLANs in the plan resulting in lower processing 2. 
and memory requirements on switches
avoid errors in reconfiguring trunk links that are highly 3. 
prevalent today - for instance, in our trace we found that 
42% of VLANs has redundantly configured trunk links.

As a second contribution, we present algorithms that enable logical 
evolution of VLAN plans. At the plan level, our algorithms enable 
operators to make judicious decisions when evolving VLANs 
such as deciding which VLAN a host must be assigned to, trading 
off multiple criteria such as broadcast traffic costs, and costs 
associated with adding additional VLANs in the group, while 
honoring logical category constraints, and viability constraints 
that limit the number of hosts that may be assigned to any VLAN. 
At the configuration level, our algorithms automatically identify 
group-wide dependencies inherent in reconfiguring VLAN trunk 
links.
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