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Abstract
In monolithic operating systems, the kernel is the piece of code that 
executes with the highest privileges and has control over all the 
software running on a host. A successful attack against an operating 
system’s kernel means a total and complete compromise of the 
running system. These attacks usually end with the installation of a 
rootkit, a stealthy piece of software running with kernel privileges. 
When a rootkit is present, no guarantees can be made about the 
correctness, privacy or isolation of the operating system.
Kernel-level rootkits affect system security by modifying key 
kernel data structures to achieve a variety of malicious goals. 
While early rootkits modified control data structures, such as the 
system call table and values of function pointers, recent work 
has demonstrated rootkits that maliciously modify non-control 
data. Prior techniques for rootkit detection fail to identify such 
rootkits either because they focus solely on detecting control data 
modifications.
This paper presents a novel rootkit detection technique that 
automatically detects rootkits that modify both control and non-
control data. The key idea is to externally observe the execution of 
the kernel during a training period and hypothesize invariants on 
kernel data structures. These invariants are used as specifications 
of data structure integrity during an enforcement phase; violation 
of these invariants indicates the presence of a rootkit We present 
the design and implementation of Gibraltar, a tool that uses the 
above approach to infer and enforce invariants.
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I. Introduction
Operating systems consist of trusted software that executes directly 
on top of a host’s hardware providing abstraction, arbitration, 
isolation and security to the rest of the software. Due to their 
prominent position, operating systems have been a common target 
of attackers who try to circumvent their protection mechanisms 
and modify them to their advantage. In the past, a program 
that allowed a user to elevate his access and become a system 
administrator (\root”) was called a rootkit. Today the meaning of 
rootkits has changed and is used to describe software that hides 
the attacker’s presence from the legitimate system’s administrator. 
Kernel-mode rootkits1 target the core of an operating system and 
thus they are the hardest to detect and remove. In extreme cases, 
a kernel-mode rootkit may be introduced by a software bug in 
the kernel, triggered by a malicious or a benign but-exploitable 
process. Regardless of the way the rootkit is introduced, the result 
is malicious code running with operating system privileges which 
can add and execute additional code or modify existent kernel 
code. The activities resulting from a successful attack can range 
from spamming and key- logging to stealing private user-data and 
disabling security software running on the host. In the past, rootkits 
have also been used to turn their targets into nodes of a botnet as 
with Storm Worm [9] or to perform massive bank frauding [13]. 
Even rootkits that do not introduce new code, but rather make 
use of existing fragments of code to fabricate their malicious 
functions, need to somehow have these fragments executed in 
the order of their choosing [10]. Changing the control flow of 

the kernel involves either changing specific kernel objects such 
as function pointers or overwriting existing fragments of code 
with new code. Using the idea of modified kernel-data structures 
as a sign of rootkits, security researchers have developed several 
approaches to mitigate rootkits. Unfortunately, many of these are 
affected by considerable overhead [8, 16] or miss a fundamental 
security requirement such as isolation [32].
Other countermeasures have been presented in which operating 
system kernels are protected against rootkits by executing 
only authenticated (or validated) kernel code [24, 22, 16]. The 
aforementioned rootkit [10] that doesn’t introduce new kernel 
code and re-uses fragments of authenticated code bypasses such 
coun termeasures. In [19] a countermeasure to detect changes 
of the kernel’s control flow graph is presented; Anh et al. [14] 
uses virtualization technology and emulation to perform malware 
analysis and [29] protects kernel function pointers.Another 
interesting work is [23] which gives more attention to kernel 
rootkit profiling and reveals key aspects of the rootkit behavior 
by the analysis of compromised kernel objects. Determining 
which kernel objects are modied by a rootkit not only provides 
an overview of the damage inicted on the target but is also an 
important step to design and implement systems to detect and 
prevent rootkits.
We propose a novel approach based upon automatic inference of 
data structure invariants that can uniformly detect rootkits that 
modify both control and non-control data. The key idea is to 
monitor the values of kernel data structures during a training 
phase, and hypothesize invariants that are satisfied by these data 
structures. These invariants include properties of both control 
and non-control data structures, and serve as specifications of 
data structure integrity. For example, an invariant could state that 
the values of elements of the system call table are a constant (an 
example of a control data invariant). Similarly, an invariant could 
state that all the elements of the running-tasks linked list (used by 
the kernel for process scheduling) are also elements of the all-tasks 
linked list that is used by the kernel for process accounting (an 
example of a non-control data invariant) [25]. These invariants are 
then checked during an enforcement phase; violation of an invariant 
indicates the presence of a rootkit. Because invariants are inferred 
automatically and uniformly across both control and noncontrol 
data structures, the approach presented in this paper overcomes 
the shortcomings of prior rootkit detection techniques.
To evaluate the viability of this approach, we built Gibraltar, 
a rootkit detection tool that automatically infers invariants on 
kernel data structures. Gibraltar periodically captures snapshots 
of kernel memory via an external PCI card. It uses these snapshots 
to reconstruct kernel data structures, and adapts Daikon [14], 
an invariant inference tool for application programs, to infer 
invariants on kernel data structures. In experiments with twenty 
rootkits, including those that modify non-control data, we found 
that Gibraltar detected all rootkits with a false positive rate of 
just 0.65%, and imposed a runtime monitoring overhead of under 
0.5%.

II. Related Works
Runtime rootkit detection tools themselves can be implemented 
in one of several ways. Livewire [16], CoPilot [17] and several 
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commercial tools (e.g., [34, 7, 6, 2]) periodically scan and check 
the authenticity of kernel code and key control data structures, 
such as the system call table and jump tables. They typically 
do so by comparing a cryptographic hash of the memory area 
containing these data structures against pre-specified values. 
SBCFI [26] enforces a more sophisticated policy that periodically 
scans function pointers in kernel memory and ensures that they 
point to pre-approved locations, e.g., addresses of exported kernel 
functions.
An alternative to the above runtime techniques are tools that pro 
actively scan kernel modules and device drivers to determine 
whether they are malicious. These include both signature-matching 
techniques as employed by most commercial malware detection 
tools, and symbolic execution tools [35, 20], which statically 
approximate the behavior of a kernel module to determine whether 
it likely affects key kernel data structures. Another alternative is 
to detect rootkits using attestation-based techniques
In this paper, our focus is on recently-proposed rootkits that affect 
non-control data structures in the kernel [25, 10]. In contrast to 
rootkits that hijack kernel control flow, these rootkits operate by 
modifying kernel data structures to hide user-space processes [25], 
affect application performance, or affect the output of the kernel’s 
pseudo random number generator [10]. Existing rootkit detection 
tools (discussed above) do not monitor non-control data structures 
and therefore cannot detect such rootkits. We believe that as 
detection tools mature to identify attacks that hijack kernel control 
flow, rootkits will increasingly evolve to subverting the kernel by 
modifying non-control data. To detect such rootkits, Petroni et 
al. [25] have proposed a specification-based architecture. In this 
architecture, data structures in kernel memory are periodically 
checked against integrity specifications.These specifications 
describe key semantic properties of data structures, which must 
hold during normal execution of the kernel; violation of any of 
these specifications indicates the presence of a rootkit. While this 
technique has the advantage of being able to detect rootkits that 
modify both control and non-control data, it requires the integrity 
specifications to be developed manually.

III. Proposed System

A. Rootkit Detection Via Invariant Inference
We propose a novel approach that detects rootkits by identifying 
violations of automatically-inferred kernel data structure 
invariants.

B. Entropy Pool Contamination
The kernel uses the Pseudo Random Number Generator (PRNG) 
to obtain randomness needed to seed several other security-critical 
applications. The goal of the entropy pool contamination attack 
[10] is to contaminate entropy pools and associated polynomials 
used by the PRNG, so as to degrade the quality of random numbers 
that it generates Attack. The PRNG uses the primary and secondary 
entropy pools to generate random numbers. The primary pool 
derives entropy from external events such as keystrokes, mouse 
movements, disk and network activity. As a request arrives for a 
random number, the kernel extracts bytes from the primary pool 
and moves them to the secondary pool. Bytes extracted from 
the secondary pool are in turn used to provide random numbers 
to kernel functions and user-level applications To ensure that 
the numbers generated by the PRNG are pseudo random, the 
contents of the pools are updated using a stirring function each 
time bytes are extracted from the pools. The stirring function uses 

a polynomial whose coefficients are specified in five integer fields 
of a struct poolinfo data structure, namely tap1, tap2, tap3, tap4 
and tap5. This attack zeroes the coefficients of the polynomial, 
which renders ineffective, part of the algorithm used to extract 
bytes from the pool.

1. Invariants
Fig. 1 shows the invariants that Gibraltar identifies for the 
coefficients of the polynomial that is used to stir entropy pools 
in an uncompromised kernel (the poolinfo data structure shown 
in this Figure is represented in the kernel by one of random state-
>poolinfo or sec random state->poolinfo). The coefficients are 
initialized upon system startup, and must never be changed during 
the execution of the kernel. The attack violates these invariants 
when it zeroes the coefficients of the polynomial. Gibraltar detects 
this attack when the invariants are violated.

Fig. 1: The Invariants Satisfied by the Coefficient of the Polynomial 
used by the stirring function in the PRNG. The Coeffcients are 
Fields of a Struct Poolinfo Data Structure, Shown Above as 
Pooinfo. These Invariants are Violated by the Entropy Pool 
Contamination Attack (Section 3.1)

C. Process Hiding
The goal of this attack is to hide a (possibly malicious) user-space 
process from the system utilities, such as ps. The attack operates by 
modifying the contents of the kernel linked lists used for process 
accounting and scheduling [3, 25].

1. Attack
This attack relies on the fact that process accounting utilities, such 
as ps, and the kernel’s task scheduler consult different process 
lists. The process descriptors of all tasks running on a system 
belong to a linked list called the all-tasks list (represented in the 
kernel by the data structure init tasks->next task). This list contains 
process descriptors headed by the first process created on the 
system. The all-tasks list is used by process accounting utilities. 
In contrast, the scheduler uses a second linked list, called the 
run-list (represented in the kernel by run queue head->next), to 
schedule processes for execution

2. Invariants
Fig. 2, presents the invariant automatically discovered by Gibraltar. 
When a rootkit attempts to remove a task from the all-tasks list, 
this invariant is violated, and is therefore detected by Gibraltar. 
We note that this attack was previously described by Petroni et 
al. [25] as an example of a non-control data attack. They also 
describe an invariant enforcement tool to detect such attacks; 
however, in contrast to Gibraltar, their enforcement tool requires 
data structure invariants, such as the one in fig. 2, to be supplied 
manually by a security expert.
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Fig. 2: The Invariant that Detects the Process Hiding Attack 
(Section- 3.2) In this Attack, a Task That is not in the All- Task 
Linked List Appears in the Run-List linked List, Which is Used 
By the Kernel's Task Scheduler

D. Resource Wastage
This attack creates artificial pressure on the memory subsystem 
[10], thereby forcing the memory management algorithms to 
constantly free memory by swapping pages to disk. In spite of 
the availability of free memory, this memory is not used either by 
the kernel or by user-space applications. Continuous swapping to 
disk also affects the performance of the system.

1. Attack
The kernel’s memory management unit ensures that there are 
always free pages in memory to fulfil allocation requests made 
both from the kernel and userspace applications. To do so, it 
employs memory balancing algorithms that use three watermarks 
to gauge memory pressure, namely, the fields pages min, pages 
low and pages high, of a struct zone struct data structure. When 
the number of free pages in the system drops below the pages low 
watermark, the kernel asynchronously swaps unused pages to disk. 
This process continues until the number of pages reaches the pages 
high watermark. In contrast, if the number of free pages available 
drops below the pages min watermark, the kernel synchronously 
swaps pages to disk.

2. Invariants
Gibraltar identifies the invariants shown in fig. 4 for the three 
watermarks. These values are initialized upon system startup, 
and typically do not change in an uncompromised kernel. The 
attack sets the pages min, pages low and pages high watermarks 
to 210, 000, 215, 000 and 220, 000 respectively. The values of 
these watermarks are close to 225,280, which is the total number 
of pages available on our system. Gibraltar detects this attack 
because the invariants shown in fig. 4 are violated.

 
Fig. 3: Invariants Inferred by Gibraltar for Zone Table [1], a Data 
Structure of Type Struct Zone Struct (Gibraltar Infers Similar 
Invariants for Other Elements of the Zone Table Array)

E. Disabling Firewalls
The goal of this attack is to stealthily disable firewalls installed 
on the system [10]; a user is unable to determine that firewalls 
have been disabled using the iptables utility. Instead, iptables 
shows the firewall rules that were created for the system, and the 
firewall appears to be enabled.

1. Attack
This attack overwrites hooks in the Linux netfilter framework, 
which is a packet filtering framework in the Linux kernel. It 
provides hooks at multiple points in the networking stack, and 
was designed for kernel modules to register callbacks for packet 
filtering, packet mangling and network address translation. The 
iptables command line utility enforces firewall rules through the 

netfilter framework. Pointers to the netfilter hooks are stored in a 
global table called nf hooks. This attack overwrites the hooks for 
the IP protocol, and instead sets them to point to the attack function, 
thereby effectively disabling the firewall. The table where the 
firewall rules are stored is unaltered and therefore displayed by 
iptables when the user manually inspects the firewall.

2. Invariants
Gibraltar inferred the invariant shown in fig. 5 for netfilter. The 
attack overwrites the hook with the attack function, thereby 
violating the invariant that function pointer nf hooks [1-2] 
next. hook is a constant. Because this attack modifies kernel 
function pointers, it can also be detected by SBCFI [26], which 
automatically extracts and enforces kernel control flow integrity. 
In fact, function pointer invariants inferred by Gibraltar implicitly 
determine a control flow integrity policy that is equivalent to 
SBCFI. However, in contrast to SBCFI, Gibraltar can also detect 
non-control attacks.

F. Design and Implementation of Gibraltar
It presents the architecture of Gibraltar. It operates in two modes, 
namely, a training mode and an enforcement mode. In the training 
mode, Gibraltar infers invariants on data structures of the target’s 
kernel. Training happens in a controlled environment on an 
uncompromised target (e.g., a fresh installation of the kernel on 
the target machine). In the enforcement mode, Gibraltar ensures 
that the data structures on the target’s kernel satisfy the invariants 
inferred during the training mode.

Fig. 4: Boxes with Solid Lines Show Components of Gibraltar. 
Boxes with Dashed Lines Show Data used as Input or Output by 
the Different Components

Gibraltar consists of four key components (shown in the boxes 
with solid lines). The page fetcher responds to requests by the 
data structure extractor to fetch kernel memory pages from the 
target. The data structure extractor, in turn, extracts values of data 
structures on the target’s kernel by analyzing raw physical memory 
pages. The data structure extractor also accepts as input the data 
type definitions of the kernel running on the target machine and a set 
of root symbols that it uses to traverse the target’s kernel memory 
pages. Both these inputs are obtained via an off line analysis of the 
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source code of the kernel version executing on the target machine. 
The output of the data structure extractor is the set of kernel data 
structures on the target. The invariant generator processes these 
data structures and infers invariants. These invariants represent 
properties of both individual data structures, also called objects, 
(e.g., scalars, such as integer variables and arrays and aggregate 
data structures, such as structs) as well as collections of data 
structures (e.g., linked lists). During enforcement, the monitor uses 
the invariants as specifications of kernel data structure integrity, 
which raises an alert when an invariant is violated by a kernel 
data structure. The following sections elaborate on the design of 
each of these components.

G. The Page Fetcher
Gibraltar executes on the observer, which is isolated from the 
target system. Gibraltar’s page fetcher is a component that takes a 
physical memory address as input, and obtains the corresponding 
memory page from the target. The target runs a Myrinet PCI card 
to which the page fetcher issues a request for a physical memory 
page. Upon receiving a request, the firmware on the target initiates 
a DMA request for the requested page. It sends the contents of 
the physical page to the observer upon completion of the DMA. 
The Myrinet card on the target system runs an enhanced version 
of the original firmware. Our enhancement ensures that when 
the card receives a request from the page fetcher, the request is 
directly interpreted by the firmware and serviced.

H. The Data Structure Extractor
This component reconstructs snapshots of the target kernel’s data 
structures from raw physical memory pages. The data structure 
extractor processes raw physical memory pages using two inputs 
to locate data structures within these pages. First, it uses a set of 
root symbols, which denote kernel data structures whose physical 
memory locations are fixed, and from which all data structures 
on the target’s heap are reachable. In our implementation, we 
use the symbols in the System.map file of the target’s kernel as 
the set of roots. Second, it uses a set of type definitions of the 
data structures in the target’s kernel. Type definitions are used 
as described below to recursively identify all reachable data 
structures. We automatically extracted 1292 type definitions by 
analyzing the source code of the target Linux-2.4.20 kernel using 
a CIL module [24].
The data structure extractor uses the roots and type definitions to 
recursively identify data structures in physical memory using a 
standard worklist algorithm. The extractor first adds the addresses 
of the roots to a worklist; it then issues a request to the page fetcher 
for memory pages containing the roots. It extracts the values 
of the roots from these pages, and uses their type definitions to 
identify pointers to more (previously-unseen) data structures. For 
example, if a root is a C struct, the data structure extractor adds 
all pointer-valued fields of this struct to the worklist to locate 
more data structures in the kernel’s physical memory. This process 
continues in a recursive fashion until all the data structures in 
the target kernel’s memory (reachable from the roots) have been 
identified. A complete set of data structures reachable from the 
roots is called a snapshot. The data structure extractor periodically 
probes the target and outputs snapshots.
The data structure extractor
This component reconstructs snapshots of the target kernel’s data 
structures from raw physical memory pages. The data structure 
extractor processes raw physical memory pages using two inputs 
to locate data structures within these pages. First, it uses a set of 

root symbols, which denote kernel data structures whose physical 
memory locations are fixed, and from which all data structures 
on the target’s heap are reachable. In our implementation, we 
use the symbols in the System.map file of the target’s kernel as 
the set of roots. Second, it uses a set of type definitions of the 
data structures in the target’s kernel. Type definitions are used 
as described below to recursively identify all reachable data 
structures. We automatically extracted 1292 type definitions by 
analyzing the source code of the target Linux-2.4.20 kernel using 
a CIL module [24]
The data structure extractor uses the roots and type definitions to 
recursively identify data structures in physical memory using a 
standard worklist algorithm. The extractor first adds the addresses 
of the roots to a worklist; it then issues a request to the page fetcher 
for memory pages containing the roots. It extracts the values 
of the roots from these pages, and uses their type definitions to 
identify pointers to more (previously-unseen) data structures. For 
example, if a root is a C struct, the data structure extractor adds 
all pointer-valued fields of this struct to the worklist to locate 
more data structures in the kernel’s physical memory. This process 
continues in a recursive fashion until all the data structures in 
the target kernel’s memory (reachable from the roots) have been 
identified. A complete set of data structures reachable from the 
roots is called a snapshot. The data structure extractor periodically 
probes the target and outputs snapshots.

I. The Invariant Generator
In the training mode, the output of the data structure extractor is 
used by the invariant generator, which infers likely data structure 
invariants. These invariants are used as specifications of data 
structure integrity.
To extract data structure invariants, we adapted Daikon [14], a 
state of the art invariant inference tool. Daikon attempts to infer 
likely program invariants by observing the values of variables 
during multiple executions of a program. Daikon first instruments 
the program to emit a trace that contains the values of variables 
at selected program
points, such as the entry points and exits of functions. It then 
executes the program on a test suite, and collects the traces 
generated by the program. Finally, Daikon analyzes these traces 
and hypothesizes invariants—properties of variables that hold 
across all the executions of the program. The invariants produced 
by Daikon conform to one of several invariant templates.

J. The Monitor
During enforcement, the monitor ensures that the data structures in 
the target’s memory satisfy the invariants obtained during training. 
As with the invariant generator, the monitor obtains snapshots 
from the data structure extractor, and checks the data structures 
in each snapshot against the invariants. This ensures that any 
malicious modifications to kernel memory that cause the violation 
of an invariant are automatically detected.

K. Discussion
The invariants inferred by Gibraltar can be categorized as either 
persistent or transient. Persistent invariants represent properties 
that are valid across reboots of the target machine, provided that 
the target’s kernel is not reconfigured or recompiled between 
reboots. 
An invariant is persistent if and only if the names of the variables 
in the invariant persist across reboots and the property represented 
by the invariant holds across reboots. Thus, a transient invariant 



IJCST Vol. 3, ISSue 3, July - SepT 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  375

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

either expresses a property of a variable whose name does not 
persist across reboots or represents a property that does not hold 
across reboots. For example, consider the invariant in Figure 8, 
which expresses a property of a struct file operations object. This 
invariant is transient because it does not persist across reboots. 
The name of this object changes across reboots as it appears at 
different locations in kernel linked lists; consequently, the number 
of next and prevs that appear in the name of the variable differ 
across reboots.

Table 1: Rootkits for Linux that Modify Control Data. This Table 
Show the Data Structures Modified by the Rootkit. Gibraltar 
Successfully Detects all the Above Rootkits. The Invariants 
Violated are All Object invariants, Detected by the membership 
(Constant) Template

Fig. 5: Example of a Transient Invariant. The Name of the Variable 
Changes Across Reboots

The distinction between persistent and transient invariants is 
important because it determines the number of invariants that 
must be inferred each time the target machine is rebooted. In 
our experiments, we found that out of a total of approximately 
718,000 invariants extracted by Gibraltar, approximately 40,600 
invariants persist across reboots of the target system.
Although it is evident that the number of persistent invariants 
is much smaller than the total number of invariants inferred by 
Gibraltar (thus necessitating a training each time the target is 
rebooted), we note that this does not reflect poorly on our approach. 
In particular, the persistent invariants can be enforced as Gibraltar 
infers transient invariants after a reboot of the target machine, 
thus providing protection during the training phase as well. The 
cost of retraining to obtain transient invariants can potentially be 
ameliorated with techniques such as live-patching [9, 12], which 
can be used to apply patches to a running system

IV. Conclusion
Kernel-level rootkits pose a significant and growing threat 
to computer systems. Previously-proposed rootkit detection 
techniques largely detect attacks that modify kernel control data; 
techniques that detect non-control data attacks, especially on 
dynamically-allocated data structures, require specifications of 
data structure integrity to be supplied manually.
This paper presented Gibraltar, a tool that automatically infers 
and enforces specifications of kernel data structure integrity. 

Gibraltar infers invariants uniformly across control and non-
control kernel data, and enforces these invariants as specifications 
of data structure integrity. Our experiments showed that Gibraltar 
successfully detects root kits that modify both control and non-
control data structures, and does so with a low false positive rate 
and negligible performance overhead. 
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