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Abstract
This uniqueness is not only prevalent in his/her biometric traits, 
but also in the way he/she interacts with a biometric device. A 
recent trend in tailoring a biometric system to each user (client) 
is by normalizing the match score for each claimed identity. This 
technique is called user- (or client-) specific score normalization. 
This concept can naturally be extended to the multimodal biometrics 
where several biometric devices and/or traits are involved. This 
chapter gives a survey on user-specific score normalization 
as well as compares several representative techniques in this 
research direction. It also shows how this technique can be used 
for designing an effective user-specific fusion classifier.. In this 
paper, we deal with some core issues related to the design of 
these systems and propose a novel modular framework, namely, 
novel approaches for biometric systems (NABS) that we have 
implemented to address them. NABS proposal encompasses two 
possible architectures based on the comparative speeds of the 
involved biometrics. It also provides a novel solution for the data 
normalization problem, with the new quasi-linear sigmoid (QLS) 
normalization function. This function can overcome a number 
of common limitations, according to the presented experimental 
comparisons.
A further contribution is the system response reliability (SRR) index 
to measure response confidence.. The unified experimental setting 
aims at evaluating such aspects both separately and together, using 
face, ear, and fingerprint as test biometrics. The results provide a 
positive feedback for the overall theoretical framework developed 
herein. Since NABS is designed to allow both a flexible choice 
of the adopted architecture, and a variable compositions and/or 
substitution of its optional modules, i.e., QLS and SRR, it can 
support different operational settings.
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I. Introduction
Establishing the identity of a person is becoming critical in our 
vastly interconnected society. Questions like “Is she really who she 
claims to be?”, “Is this person authorized to use this facility?” or “Is 
he in the watch list posted by the government?” are routinely being 
posed in a variety of scenarios ranging from issuing a driver’s 
licence to gaining entry into a country. The need for reliable user 
authentication techniques has increased in the wake of heightened 
concerns about security and rapid advancements in networking, 
communication and mobility. Biometrics, described as the 
science of recognizing an individual based on her physiological 
or behavioral traits, is beginning to gain acceptance as a legitimate 
method for determining an individual’s identity. Biometric systems 
have now been deployed in various commercial, civilian and 
forensic applications as a means of establishing identity. These 
systems rely on the evidence of fingerprints, hand geometry, iris, 
retina, face, hand vein, facial thermo gram, signature, voice, etc. 
to either validate or determine an identity [1]. Most biometric 
systems deployed in real-world applications are unimodal, i.e., 

they rely on the evidence of a single source of information for 
authentication (e.g., single fingerprint or face). These systems 
have to contend with a variety of problems such as: 

A. Noise in Sensed Data
A fingerprint image with a scar, or a voice sample altered by cold 
are examples of noisy data. Noisy data could also result from 
defective or improperly maintained sensors (e.g., accumulation 
of dirt on a fingerprint sensor) or unfavorable ambient conditions 
(e.g., poor illumination of a user’s face in a face recognition 
system). 

B. Intra-Class Variations
These variations are typically caused by a user who is incorrectly 
interacting with the sensor (e.g., incorrect facial pose), or when 
the characteristics of a sensor are modified during authentication 
(e.g., optical versus solid-state fingerprint sensors). 

C. Inter-Class Similarities
In a biometric system comprising of a large number of users, 
there may be inter-class similarities (overlap) in the feature 
space of multiple users. Golfarelli et al. [2] state that the number 
of distinguishable patterns in two of the most commonly used 
representations of hand geometry and face are only of the order 
of 105 and 103, respectively.

D. Non-Universality
The biometric system may not be able to acquire meaningful 
biometric data from a subset of users. A fingerprint biometric 
system, for example, may extract incorrect minutiae features from 
the fingerprints of certain individuals, due to the poor quality of 
the ridges.

E. Spoof Attacks
This type of attack is especially relevant when behavioral traits 
such as signature or voice are used. However, physical traits 
such as fingerprints are also susceptible to spoof attacks. Some 
of the limitations imposed by unimodal biometric systems can 
be overcome by including multiple sources of information for 
establishing identity [3]. 
Many present single-biometry systems are vulnerable to possible 
attacks and suffer from a number of problems [31]. Examples are 
acquisition errors, distortions (e.g., a voice altered by a cold), or 
the possible non universality of the biometric feature (e.g., voice 
recognition with deaf-mute subjects). In a multimodal system, 
flaws of a single-biometric subsystem can be compensated by 
the others. The features affecting novel approaches for biometric 
systems (NABS) framework design, typically characterize any 
biometric application setting:

the biometry set: to exemplify a possible instantiation of 1. 
NABS framework, we combine face, ear, and fingerprint 
biometries. We try to meet both effectiveness and efficiency, 
since face and ear are efficient but not sufficiently effective, 
while fingerprints, in contrast, guarantee a high recognition 
rate (RR), yet in slow times;
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the normalization method: each system may return results 2. 
using different dimensionalities and scales; we propose a 
normalization function providing good results even when 
the maximum value to normalize is not known; 
the integration schema: present systems follow three possible 3. 
design choices, i.e., parallel, serial, or hierarchic [19]; one of 
the NABS architectures is a hierarchical schema, where face 
and ear modules work in parallel, while fingerprint module is 
connected in cascade; we further propose a new architectural 
schema called N-cross testing protocol (NCTP) and present 
the results obtained by a multimodal system implemented 
according to it;
a reliability measure: each subsystem in a multimodal 4. 
architecture should return a reliability measure, to express 
show much its response can be trusted; in fact, not all 
subsystems might be equally reliable and/or single responses 
might deserve different confidence; this is important for 
fusing results ;we propose two alternative measures, based 
on the composition of the stored gallery;
the fusion process: the integration of information by different 5. 
biometries is possible in three moments, i.e., during feature 
extraction, matching, or decision ([19, 35, 40]). 

The sooner the fusion is performed, the higher amount of 
information can be saved. Fusion in the matching module seems 
a profitable choice, since a “weighted” integration strategy can 
be exploited therein. As for the fusion rule, one could trivially 
decide to accept the identity with the highest returned score, or to 
rely on a linear combination of the single-subsystem responses, 
or even to apply a more complex schema. We will later describe 
the fusion rules in the proposed architectures.
As for the set of biometries, we just chose a group with different 
operational characteristics, to create a suitable test bed for our 
experiments. As for the remaining features, NABS provides novel 
contributions with respect to the state of art. Due to the framework 
modularity, all the adopted solutions are not binding, therefore 
increasing its flexibility and updatability over time. Moreover, 
the proposed techniques can also be used individually, due to the 
very loose assumptions about input and output formats of the 
implementing procedures. 

II. Existing System
The previous work in the area of encryption-based security of 
biometric templates tends to model the problem as that of building 
a classification system that separates the genuine and impostor 
samples in the encrypted domain. However, a strong encryption 
mechanism destroys any pattern in the data, which adversely 
affects the accuracy of verification. Hence, any such matching 
mechanism necessarily makes a compromise between template 
security (strong encryption) and accuracy (retaining patterns in the 
data). The primary difference in our approach is that we are able 
to design the classifier in the plain feature space, which allows 
us to maintain the performance of the biometric itself, while 
carrying out the authentication on data with strong encryption, 
which provides high security/ privacy. Over the years a number 
of attempts have been made to address the problem of template 
protection and privacy concerns and despite all efforts, puts it. 
Template protection scheme with provable security and acceptable 
recognition performance has thus far remained elusive”. In this 
section, we will look at the existing work in light of this security-
accuracy dilemma, and understand how this can be overcome 
by communication between the authenticating server and the 
client. Detailed reviews of the work on template protection can 

be found.

A. Disadvantage of Existing System
The first class of feature transformation approaches known as 1. 
Salting offers security using a transformation function seeded 
by a user specific key. The strength of the approach lies in 
the strength of the key. A classifier is then designed in the 
encrypted feature space. Although the standard cryptographic 
encryption such as AES or RSA offers secure transformation 
functions.
The second category of approaches identified as noninvertible 2. 
transform applies a trait specific noninvertible function on 
the biometric template so as to secure it. The parameters of 
the transformation function are defined by a key which must 
be available at the time of authentication to transform the 
query feature set.
The third and fourth classes are both variations of Biometric 3. 
cryptosystems. They try to integrate the advantages of both 
biometrics and cryptography to enhance the overall security 
and privacy of an authentication system. Such systems are 
primarily aimed at using the biometric as a protection for a 
secret key (key binding approach or use the biometric data 
to directly generate a secret key (key generation approach. 
The authentication is done using the key, which is unlocked/
generated by the biometric.

III. Proposed System
Blind authentication is able to achieve both strong encryption-
based security as well as accuracy of a powerful classifiers such 
as Support Vector Machines (SVMs) and neural networks. While 
the proposed approach has similarities to the blind vision scheme 
for image retrieval, it is far more efficient for the verification task. 
Blind Authentication addresses all the concerns mentioned

The ability to use strong encryption addresses template 1. 
protection issues as well as privacy concerns.
Non-reputable authentication can be carried out even between 2. 
non-trusting client and server using a trusted third party 
solution.
It provides provable protection against replay and client side 3. 
attacks even if the keys of the user are compromised.
As the enrolled templates are encrypted using a key, one can 4. 
replace any compromised template, providing revocability, 
while allaying concerns of being tracked.

The framework is generic in the sense that it can classify any 
feature vector, making it applicable to multiple biometrics. 
Moreover, as the authentication process requires someone to send 
an encrypted version of the biometric, the non reputable nature of 
the authentication is fully preserved, assuming that spoof attacks 
are prevented. The proposed approach does not fall into any of 
the categories. This work opens a new direction of research to 
look at privacy preserving biometric authentication.

A. Advantage
The proposed approach is that we are able to achieve classification 
of a strongly encrypted feature vector using generic classifiers such 
as neural networks and SVMs The proposed blind authentication 
is extremely secure under a variety of attacks and can be used with 
a wide variety of biometric traits. Protocols are designed to keep 
the interaction between the user and the server to a minimum with 
no resort to computationally expensive protocols such as Secure 
Multiparty Computation (SMC). As the verification can be done 
in real-time with the help of available hardware, the approach is 
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practical in many applications. The use of smart cards to hold 
encryption keys enables applications such as biometric ATMs 
and access of services from public terminals. Possible extensions 
to this work include secure enrollment protocols and encryption 
methods to reduce computations. Efficient methods to do dynamic 
warping-based matching of variable length feature vectors can 
further enhance the utility of the approach. 

B. Modules Of The Project

1. Client Side
Authentication module• 
Blind encryption• 
Data forwarding• 

2. Server Side
Blind decryption• 
Biometric verification• 
Result forwarding• 

C.  Module Description

1. Client Side Modules

(i). Authentication Module
This module is to register the new users and previously registered 
users can enter into our project. The Register user only can enter 
into Proposed Process in our Project. The Other user can view 
Existing Of our Project

Fig. 1:

(ii). Blind Encryption
Blind in the sense that it reveals only the identity, and no additional 
information about the user or the biometric Data. In this module 
bio metric data encrypted using blind authentication method .the 
user doesn’t know any information about key

Fig. 2:

(iii). Encrypted Data Forwarding
Data forwarding is a process of transferring data in a secure 
network. In this module blind encrypted data forwarded to server 
side.

   
Fig. 3:

2. Server Side Modules

(i). Blind Decryption
In this module client side encrypted bio metric data decrypted 
using key. Here used Asymmetric key blind decryption process 
the server didn’t know any information about both encryption 
and decryption keys

Fig. 4:

(ii). Biometric Verification
In this process biometric data that is finger print data compare 
with whole database data using the skeleton matching technique 
in this matching depend on the each pixel of image

Fig. 5:
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(iii). Result Forwarding
Result forwarding is process output result passed to client side

Fig. 6:

IV. Proposed Architectures
We do not give her a complete survey about existing methods. 
However, it is worth introducing some observations to support 
the implemented design choices. Fusion at feature level is quite 
complex and also rigid, since it usually implies to exactly know 
in advance both the involved biometries and their peculiarities. 
Updating such kind of system is quite hard. A number of works in 
literature aim to compare match score level (or simply score level) 
fusion techniques with rank level ones. It can be deduced from 
them that it is not possible to decide which of these two approaches 
is the very optimal one: the choice is tightly bound to the working 
context where fusion is performed. Belk in et al. [4] reached the 
interesting conclusion that score level fusion is to be preferred 
to rank level one when consistent information is being fused, 
otherwise rank level fusion is to be preferred.We can assimilate 
gallery templates to documents as well and consider related results. 
In particular, Lee [23] observed that ranking is better if the runs 
in the combination have different rank-similarity curves. Renda 
and Straccia [34] underlined that, in rank level fusion, a reliable 
final result requires that each subsystem provides a rank for all 
candidate elements. Score-level fusion techniques can be broadly 
divided into classification or combination. Among the former, 
Support Vector Machine (SVM) classification is quite accurate, but 
it is difficult to select the right kernel and its parameters. Statistical 
techniques such as Like hood Ratio (LR) and derived product of 
LR, and logistic regression require statistical tools, training, and 
a substantial amount of training data [41].
Their complexity is in the modeling of distributions, rather than 
fusion per se. False Acceptance Rate (FAR)-based techniques, 
e.g., product of FARs, require modeling the impostor distribution, 
but do not require genuine data. Scores can be normalized by 
transformation to FARs (using only the impostor distributions) 
before fusion. However, correctly modeling the impostor 
distribution usually remains a complex process. It is worth noticing 
that the effectiveness of product of likelihoods, logistic regression, 
and the FAR-based techniques greatly depends on how well the 
distributions are modeled. They give very well results, but assume 
a static gallery. Very dynamic settings require methods with a less 
complex setup [41]. Linear techniques involve addition of weighted 
scores. These methods do not usually require modeling of score 
distributions, but assume that the inputs have comparable scale, 
distribution, and strength, which only happens in very specific 
cases, such as fusion of left and right index fingers scored by the 
same matcher. On the other hand, Ross and Jain [35] experimentally 
compared score level fusion techniques based on combination or 

classification. They concluded that the former generally overcome 
the latter. We will now propose two architectures, combining 
different biometries based on their effectiveness and efficiency: 
the NCTP and the Hierarchical Protocol (HP).

A. N-Cross Testing Protocol
N-cross testing  protocol implements fusion through a novel kind 
of collaboration among subsystems. In this novel of architecture, N 
subsystems Tk, k = 1, 2, . . . , N, work in Parallel, first in identification 
mode and then in lookup mode, and exchange information in fixed 
points (see fig. 1). Different data are acquired for the probe subject 
(e.g., face image, ear image, voice). The N subsystems start up 
independently and extract biometric features. Each Tk retrieves 
a list of candidates, where each list item includes the ID of a 
subject in the database and a score measuring its similarity with 
the input. The lists are ordered by increasing similarity. Each 
subsystem sends to the others a sub list with only the first M 
subjects, for a given M fixed in advance. Each Tk merges the 
N − 1 received lists in a single one. The length of a merged list 
will vary in the range [M, M (N −1)], depending on whether the 
same subjects are present in all the lists or only in some (or none) 
of them. For a correct fusion, scores from different subsystems 
are made consistent through the Quasi-Linear Sigmoid (QLS) 
function defined later in Section III. This is a sigmoid function, 
giving better results than popular normalization techniques (e.g., 
min–max) even when the upper extreme of values to normalize 
is unknown.
Receiving the majority of votes from the N subsystems is returned. 
If more subjects get the same number of votes, e.g., when the N 
subsystems each return a different identity, NCTP returns the one 
corresponding to the minimum distance dT = mink (dT k), where 
k varies over subsystems voting for competing subjects.

Fig. 7:

The probe subject is recognized if dT is smaller than a given 
threshold δ and rejected otherwise. The main limit of this approach 
is that many authorized users might be rejected. We verified 
that it is possible to improve global performances through a 
reliability measure for each subsystem (see Section IV). For the 
time being, let us assume that each subsystem also returns an 
estimate of its response reliability (see fig. 1). If all identities 
returned in phase II are different, the protocol may decide to 
return the one associated with the highest reliability. In fact, most 
of the N acquisitions might be poor, but one is fully reliable, 
guaranteeing a correct recognition by itself. Also in this case, 
the probe subject is recognized if the distance from the returned 
identity is smaller than a threshold δ. The acceptance threshold 
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δ depends on the biometric combination at hand, i.e., on the set 
of exploited subsystems. Therefore, it should be computed in 
advance according to the adopted configuration, as it happens 
in single mode. However, we found experimentally that a value 
δ = 0.4 (over a range [0,1]) satisfactorily works for most tested 
multi biometric systems. More fusion rules involving reliability 
measures are discussed in Section IV. Experimental results in 
Section V-E refer to a two-cross testing protocol integrating only 
contact-less biometrics face and ear, which do not require users 
to interact with acquisition devices.

B. Hierarchical Protocol
Due to its parallelism, the NCTP achieves the execution time 
of the slowest subsystem. A hierarchical scheme would allow 
integrating effective but slow subsystems, when included, in a 
more efficient way. Fastest yet less accurate subsystems (e.g., 
face and ear) run first and independently produce their ordered 
lists. After normalizing similarity scores (see Section III), each 
subsystem breaks off its output list at the first K subjects, with K 
fixed in advance.  It stops as soon as the distance of a subject from 
the input is lower than a fixed threshold ε. The more this happens 
near to the beginning of the list, i.e., the more reliable are the 
other subsystems, the less is the overall time spent by the global 
system. Therefore, the main advantage of this architecture is that it 
reduces the operations required by the slowest subsystem, though 
preserving its RR. Experimental results in Section V-F refer to 
such implementation and also discuss the role of the K parameter. 
Different architectures, serial or parallel, can be derived from the 
presented schema, by inhibiting subsystems in turn.

V. Levels of Fusion
A generic biometric system has 4 important modules: 

The sensor module which captures the trait in the form of • 
raw biometric data; 
The feature extraction module which processes the data to • 
extract a feature set that is a compact representation of the 
trait; 
The matching module which employs a classifier to compare • 
the extracted feature set with the templates residing in the 
database to generate matching scores;
The decision module which uses the matching scores to either • 
determine an identity or validate a claimed identity. In a
Multimodal biometric system information reconciliation • 
can
occur in any of the aforementioned modules (see fig. 1).• 

Fig. 8: Levels of Fusion in a Bimodal Biometric System

FU: Fusion Module, MM: Matching Module, DM: Decision
Module.
Biometric systems that integrate information at an early stage of 
processing are believed to be more effective than those systems 
which perform integration at a later stage. Since the feature set 
contains richer information about the input biometric data than 
the matching score or the output decision of a matcher, fusion at 
the feature level is expected to provide better recognition results. 
However, fusion at this level is difficult to achieve in practice 
because

The feature sets of the various modalities may not be • 
compatible (e.g., Eigen-coefficients of face and minutiae 
set of finger), and
Most commercial biometric systems do not provide access • 
to the feature sets (nor the raw data) which they use in their 
products. Fusion at the decision level is considered to be rigid 
due to the availability of limited information.

Thus, fusion at the match score level is usually preferred, as it 
is relatively easy to access and combine the scores presented by 
the different modalities.

A. Fusion Scenarios
Depending on the number of traits, sensors, and feature sets used, a 
variety of scenarios are possible in a multimodal biometric system 
(fig. 2).

1. Single Biometric Trait, Multiple Sensors
Multiple sensors record the same biometric trait. Thus, raw 
biometric data pertaining to different sensors are obtained. Chang 
et al. [7] acquire both 2D and 3D images of the face and combine 
them at the data level as well as the match score level to improve 
the performance of a face recognition system. Interestingly, in 
their experiments, fusion at the match score level results in better 
performance than fusion at the feature level. This could be due 
to the high-dimensionality of the fused feature set (the curse-of-
dimensionality problem) and, therefore, the application of a feature 
reduction technique may have been

Fig. 9: Scenarios in a Multimodal Biometric System

2. Single Biometric Trait, Multiple Classifiers
Unlike the previous scenario, only a single sensor is employed 
to obtain raw data; this data is then used by multiple classifiers. 
Each of these classifiers either operates on the same feature set 
extracted from the data or generates their own feature sets. Jain 
et al. [9] use the logistic function to integrate the matching scores 
obtained from three different fingerprint matchers operating on 
the same minutiae sets (also see [10]). 
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3. Single Biometric Trait, Multiple Units
In the case of fingerprints (or iris), it is possible to integrate 
information presented by 2 or more fingers (or both the irises) of 
a single user. This is an inexpensive way of improving system 
performance since this does not entail deploying multiple sensors 
nor incorporating additional feature extraction and/or matching 
modules. 

4. Multiple Biometric Traits
Here, multiple biometric traits of an individual are used to establish 
the identity. Such systems employ multiple sensors to acquire 
data pertaining to different traits. The independence of the traits 
ensures that a significant improvement in performance is obtained. 
Brunelli et al. [13] use the face and voice traits of an individual 
for identification. 
A HyperBF network is used to combine the normalized scores of 
five different classifiers operating on the voice and face feature 
sets. Bigun et al. develop a statistical framework based on Bayesian 
statistics to integrate the speech (text dependent) and face data 
of a user [14]. The estimated biases of each classifier is taken 
into account during the fusion process. Hong and Jain associate 
different confidence measures with the individual matchers when 
integrating the face and fingerprint traits of a user [15]. 

Fig. 10: Performance Gain Using the Sum Rule [3].

Fig. 11: A Prototype Multimodal Biometric Login System

Also suggest an indexing mechanism wherein face information 
is used to retrieve a set of possible identities and the fingerprint 
information is then used to select a single identity. A commercial 
product called BioID [16] uses the voice, lip motion and face 
features of a user to verify identity.

VI. System Response Reliability
The fusion of the results from different classifiers can be considered 
as one of the most significant advances in pattern classification 
in recent years [21]. On the other hand, subsystems might not 
be equally reliable, due to a possibly different accuracy of their 
procedures, and not all responses by a single subsystem might 
be equally reliable, due to a possibly different quality of input 
from time to time. An unreliable response, rather than producing 
a rejection, may represent a valid reason for a further check. A 
measure for response reliability is crucial for fusing the single 
results.
However, they provide a global estimate on the recognition ability 
and not of the reliability of a single testing result. The single 
value of the distance/similarity between the probe and the returned 
subject is even less significant: it neglects the relation between 
the latter and the rest of the gallery. Results should be differently 
evaluated also based on the similarity of gallery subjects, i.e., on 
the discriminating power of the biometric feature. Some solutions 
in literature use confidence measures based on margins. Each 
margin measures the amount of “risk” associated to a single-
subsystem response, after observing its scores. Margins can be 
applied to any subsystem, despite the nature of its input. Poh and 
Bengio [32] introduce a confidence margin based on FAR and 
false rejection rate (FRR) of a biometric system, showing how 
it behaves better than those by Freund and Schapire [12] and by 
Vapnik [42], which are exploited for boosting and within statistical 
learning theory, respectively. The latter can only be calculated 
by supposing that the target output (class-label, i.e., impostor/
genuine in this case) is known, so that they are only significant in 
training. On the other hand, since Poh and Bengio’s margin relies 
on an estimate (FAR, FRR) of the actual distribution of genuine/
impostor subjects’ scores, a quite high number of responses are 
marked as reliable. The error rate of the global system is reduced, 
but this might not be appropriate for applications requiring a very 
high security level. Kryszczuket al. [22] also exploit a margin 
similar to Poh and Bengio’s one, which is defined in terms of 
correct acceptance and correct rejection accuracies at a given 
acceptance threshold. However, a frequents approach to reliability 
is considered valid only assuming that the scores of the testing 
and of the development sets have a similar distribution, which is 
also stable in time. The NABS addresses the problem of system 
reliability in a novel way. We propose a new kind of margin by 
defining a system/gallery-dependent metric that we will call SRR. 
Gallery is an integral component of an identification system, and its 
composition may influence recognition performances. However, 
present methodologies do not support tuning to the database. Our 
metric also attempts to limit such drawback and can be applied to 
any kind of biometric system. It estimates the ability of separating  
genuine subjects from impostors, for each probe, in the sharpest 
possible way. Section V shows the better results in fusing single 
responses than those ensured by Po h and Bengio’s margin, since 
SRR considers the actual current separation among genuine and 
impostor subjects rather than static parameters relying on variable 
score distributions.
Let A be an identification system and G its gallery of correctly 
enrolled identities. Assume there are l > 0 acquisitions (templates) 
for each genuine identity. Let p be a person to be identified (probe). 
The system first computes the distances Between p and each 
template in the gallery. They are ordered so that d(p, gi1 ) ≤ d(p, 
gi2 ) ≤ . . . ≤ d(p, gi|G | ). Two functions ϕj (p), j = 1, 2, were 
used to compute two alternative SRR measures. SRR I uses the 
relative distance (relative distance between the scores of the first 
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two retrieved distinct identities); SRR II uses the density ratio 
(relative amount of gallery templates, which are “near” to the 
retrieved identity). Each ϕj (p) is independent from the specific 
measure d, since the QLS function F of Section III is used to 
normalize distances in the interval [0, 1), x max is equal to the 
maximum distance between the present probe and the gallery 
images. Relative distance was used by Yan and Bowyer in [46]. 
We achieved better results by the combination with QLS:

  (5)
Where gi2 is the second distinct identity in the returned ordered 
list. Experiments showed that the relative distance tends to be small 
for impostors and high for genuine subjects, independently from 
the biometry and from the classification method. It relates to the 
degree of uncertainty by which the system identified person p: if 
ϕ1 (p) is high, a person exists in the gallery, which is much more 
similar to p than all the others; otherwise, the retrieved gi1 is only 
the less far in a set of identities with a similar distance from p. 
The second function ϕ2 (p) (density ratio) is computed using the 
ratio between the number of subjects in the gallery, distinct from 
the returned identity, giving a distance lower than twice

(6)
Even in this formulation, the higher is the algorithm ability to 
discriminate between a genuine subject and an impostor one, 
the lower is the probability to find identities different from the 
Correct one at a small distance from it. Notice that in both cases 
the values for ϕj (p) fall within the interval [0, 1]. ϕ1 (p) is quite 
easier to compute, but it isomer sensible to outliers. These occur 
when either the first two retrieved subjects are occasionally very 
similar, even if quite different from the rest of the gallery, or the 
last subject is occasionally very far (high distance) from the rest 
of the gallery. ϕ2 (p) is a little bit more expensive, but accounts 
for a significant local neighborhood of the retrieved subject. 
Therefore, both the preceding situations, in particular far outliers, 
do not affect the result. After defining ϕj (p), we need to identify 
a value ϕj fostering a correct separation between genuine subjects 
and impostor ones. Each value (ϕ1 or ϕ2 ) marks the point of 
maximum uncertainty and varies with the biometry and with the 
classifier, so that it must be estimated from time to time during 
the setting up of the single subsystems. The optimal ϕj is given 
by that  value able to minimize the wrong estimates of function 
ϕj (p), which can occur in two scenarios. In one case, an impostor 
is erroneously recognized with ϕj (p) higher than ϕj , so that the 
false acceptance is erroneously supported by a high value of ϕj 
(p). Otherwise, a genuine subject is recognized with ϕj (p) lower 
than ϕj , so that the acceptance may be possibly questioned due 
to a low value of ϕj (p).We also define S(ϕj (p), ϕj ) as the width 
of the subinterval from ϕj to the proper extreme of the overall 
[0, 1),interval of possible values, depending on the comparison 
between the current ϕj (p) and ϕj .

  (7)

The SRR index (SRR 1 or 2 ) can finally as follows:

   (8)
The SRR index (SRR I or SRR II) can finally be defined as
follows:
We first measure the absolute distance between ϕj (p) and the 
“critical” point. Such distance gets higher values for ϕj (p)much 
higher/lower than ϕj (genuine/impostor respectively). However, 
it is also important to consider its significance compared with the 
subinterval over which it is measured. This allows comparing 
reliability of different responses and of responses from different 
systems and to finally estimate a threshold thj for an acceptable 
reliability. As an example, assume ϕj = 0.1; a reject with ϕj (p) = 
0.02 (absolute distance 0.08 and SR Rj = 0.8) is to be considered 
more reliable than a reject with ϕj (p) = 0.08 (absolute distance 
0.02 and SR Rj = 0.2), and this can be reflected by the absolute 
distances alone. However, such response must also be considered 
more reliable than an accept with ϕj (p) = 0.19 (absolute distance 
0.09 and SR Rj = 0.1), which in fact spans a proportionally 
minor distance from the critical point toward the other end of 
the overall interval. It is worth noticing that SRR works without 
any knowledge about acquisition quality, extracted features, and 
classification methods. It can be used with all those (off-the-shelf) 
identification modules, which return an ordered list of distances 
(similarities).

  (9)
The aforementioned formula implies some preliminary training; 
however, it can be periodically exploited, with no further 
interruption of system normal activity, to change the system 
reliability threshold, in order to better accommodate a dynamic 
setting. This is different from what normally happens with other 
quality or reliability measures, which require system retraining if 
context dramatically changes. In the following, we discuss how to 
integrate an SRR index into the fusion protocol. In our approach, 
each biometric module in a multimodal system produces such 
measure for each response. The integration policy of the fusion 
module has then to weight the single responses based on the 
respective SRR values. Different choices exist for integration, 
The thresholds thk discussed earlier are normalized too and used 
to classify the responses as reliable/unreliable. Reliabilities. SRR 
can also be used within more articulated schemes, such as the 
earlier NCTP or fuzzy fusion schemes

VII. Conclusion
The present trend is to combine more biometries in one system. We 
described two multimodal architectures: the hierarchical protocol, 
already known in literature, and the NCTP, introduced here. We 
also addressed the problem of data normalization and proposed 
the new QLS function, which overcomes the limits of the present 
ones. Further original contribution was the introduction of a new 
reliability index that a system can associate to its own responses, 
i.e., the SRR. We proposed two different indexes, also providing 
the conditions for their actual exploitability within the single 
subsystems, e.g., the a priori identification of thresholds. More 
studies will be performed to obtain further reliability measures, and 
a way to compute the overall reliability of a multibiometric system. 
Finally, we reported experimental results, which validate all our 
theoretical statements. We exploited three biometries face, ear, and 
fingerprint. A number of experiments were performed on different 
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databases, among those commonly used. The choice of subjects 
within each database aimed at facilitating future comparisons. In 
this paper, we only considered face, ear, and fingerprints. Future 
developments will regard the extension to a higher number of 
biometries, so that a higher number of subsystems could be 
involved in our analysis. 
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