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Abstract
Cloud computing refers to the use and access of multiple server-
based computational resources via a digital network (WAN, 
Internet connection using the World Wide Web, etc.). Cloud users 
may access the server resources using a computer or other device. 
In cloud computing, applications are provided and managed by 
the cloud server and data is also stored remotely in the cloud 
configuration. Users do not download and install applications 
on their own device or computer; all processing and storage is 
maintained by the cloud server.Security is the major problem 
in Cloud as its open to many users. In order to maintain the 
integrity of data in cloud we are providing public audit ability 
to the network. This can be done by third party auditor (TPA) on 
behalf of the cloud client to verify the integrity of the dynamic 
data stored in the cloud. This will eliminates the interference 
of Client to check their intactness which can be important in 
achieving economies of scale for Cloud Computing. The forms of 
data operation such as block modification, insertion, and deletion 
is also a significant in the cloud function which will be done here. 
We detects the security problems of direct extensions with dynamic 
data updates from prior works and then show how to construct 
an elegant verification scheme for the seamless integration of 
these two salient features in our protocol design. In particular, 
to achieve efficient data dynamics, we improve the existing 
proof of storage models by manipulating the classic Merkle 
Hash Tree construction for block tag authentication. To support 
efficient handling of multiple auditing tasks, we further explore 
the technique of bilinear aggregate signature to extend our main 
result into a multi-user setting, where TPA can perform multiple 
auditing tasks simultaneously. Extensive security and performance 
analysis show that the proposed schemes are highly efficient and 
provably secure
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I. Introduction
Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing 
resources (example:networks, servers , storage ,applications, 
and services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction.

Elasticity – rapid provisioning and scalability• 
Efficiency – pay as you go• 
On demand self service• 
Resource pooling – shared expertise• 
Ubiquitous availability- internet connectivity• 

Types of Cloud Services
Software as Service(Saas)

capability made available to tenant to use provider’s • 
applications running on cloud infrastructure, accessible via 
web browser, mobile apps, and system interfaces.
Examples: Salesforce.com , Drop Box.net, Google Docs• 

Platform as a Service(PaaS)

Capability made available to tenant to deploy tenant owned • 
applications using programming languages and tools 
supported by provider.
Examples: Microsoft Azure, Amazon Web Services• 

Infrastructure as a Service(Iaas)/Datacener as a Service(DaaS)
Capability made available to tenant to provision processing , 
storage, networks or other fundamental computing resources to 
host and run tenan’s applications.
Example: Rackspace,Savvis, AT&T
We proposed an efficient construction for the TPA controlled based 
BI-Inf  keys one key is generated for the usercentric and the system 
centric key .The generated key process the data storage  through 
and enhances the previous system. Portions of the work presented 
in this paper have previously appeared as an extended abstract 
[1]. We revise the paper a lot and add more technical details as 
compared to [1].
The major concern among previous designs is that of supporting 
dynamic data operation for cloud data storage applications. In 
Cloud Computing, the remotely stored electronic data might not 
only be accessed but also updated by the clients, e.g., through block 
modification, deletion, insertion, etc. Unfortunately, the state of the 
art in the context of remote data storage mainly focus on static data 
files and the importance of this dynamic data updates has received 
limited attention so far [2-5, 7, 10, 12]. Moreover, as will be shown 
later, the direct extension of the current Provable Data Possession 
(PDP) [2] or proof of retrievability (PoR) [3-4] schemes to support 
data dynamics may lead to security loopholes. Although there 
are many difficulties faced by researchers, it is well believed that 
supporting dynamic data operation can be of vital importance to 
the practical application of storage outsourcing services. In view 
of the key role of public auditability and data dynamics for cloud 
data storage, we propose an efficient construction for the seamless 
integration of these two components in the protocol design. Our 
contribution can be summarized as follows:

We motivate the public auditing system of data storage security 1. 
in Cloud Computing, and propose a protocol supporting for 
fully dynamic data operations, especially to support block 
insertion, which is missing in most existing schemes.
We extend our scheme to support scalable and efficient public 2. 
auditing in Cloud Computing. In particular, our scheme 
achieves batch auditing where multiple delegated auditing 
tasks from different users can be performed simultaneously 
by the TPA.
We prove the security of our proposed construction and 3. 
justify the performance of our scheme through concrete 
implementation and comparisons with the state of the art.

II. Existing System
First to consider public auditability in their defined “provable data 
possession” model for ensuring possession of files on untrusted 
storages. In their scheme, they utilize RSA-based homomorphic 
tags for auditing outsourced data, thus public auditability is 
achieved. However, it do not consider the case of dynamic data 
storage, and the direct extension of their scheme from static data 
storage to dynamic case may suffer design and security problems. 
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In their subsequent work [12], Ateniese et al. propose a dynamic 
version of the prior PDP scheme. However, the system imposes 
a priori bound on the number of queries and does not support 
fully dynamic data operations, i.e., it only allows very basic block 
operations with limited functionality, and block insertions cannot 
be supported..
Although the existing schemes aim at providing integrity 
verification for different data storage systems, the problem of 
supporting both public auditability and data dynamics has not 
been fully addressed. How to achieve a secure and efficient 
design to seamlessly integrate these two important components 
for data storage service remains an open challenging task in Cloud 
Computing

III. Problem Statement
A representative network architecture for cloud data storage 
is illustrated in fig. 1. Three different network entities can be 
identified as follows:

Client: an entity, which has large data files to be stored • 
in the cloud and relies on the cloud for data maintenance 
and computation, can be either individual consumers or 
organizations;
Cloud Storage Server (CSS): an entity, which is managed by • 
Cloud Service Provider (CSP), has significant storage space 
and computation resource to maintain the clients’ data; 
Third Party Auditor: an entity, which has expertise and • 
capabilities that clients do not have, is trusted to assess and 
expose risk of cloud storage services on behalf of the clients 
upon request. 

In the cloud paradigm, by putting the large data files on the remote 
servers, the clients can be relieved of the burden of storage and 
computation. As clients no longer possess their data locally, it is 
of critical importance for the clients to ensure that their data are 
being correctly stored and maintained. That is, clients should be 
equipped with certain security means so that they can periodically 
verify the correctness of the remote data even without the existence 
of local copies. In case that clients do not necessarily have the time, 
feasibility or resources to monitor their data, they can delegate 
the monitoring task to a trusted TPA. In this paper, we only 
consider verification schemes with public auditability: any TPA 
in possession of the public key can act as a verified. We assume 
that TPA is unbiased while the server is untrusted. For application 
purposes, the clients may interact with the cloud servers via CSP 
to access or retrieve their prestored data.

A. Design Goals
Our design goals can be summarized as the following:

Public audit ability for storage correctness assurance: to allow 1. 
anyone, not just the clients who originally stored the file on 
cloud servers, to have the capability to verify the correctness 
of the stored data on demand.
Dynamic data operation support: to allow the clients to perform 2. 
block-level operations on the data files while maintaining the 
same level of data correctness assurance. The design should be 
as efficient as possible so as to ensure the seamless integration 
of public audit ability and dynamic data operation support.
Block less verification: no challenged file blocks should be 3. 
retrieved by the verifier (e.g., TPA) during verification process 
for efficiency concern.

Fig. 1: Cloud Data Storage Architecture

IV. Proposed Model
To effectively support public auditability without having to 
retrieve the data blocks themselves, we resort to the homomorphic 
authenticator technique [2, 4]. Homomorphic authenticators are 
unforgeable metadata generated from individual data blocks, 
which can be securely aggregated in such a way to assure a verifier 
that a linear combination of data blocks is correctly computed by 
verifying only the aggregated authenticator. In our design, we 
propose to use PKC-based homomorphic authenticator(e.g., BLS 
signature [4] or RSA signature-based authenticator [2]) to equip 
the verification protocol with public auditability.
In this section, we present our security protocols for cloud data 
storage service with the aforementioned research goals in mind. 
We start with some basic solutions aiming to provide integrity 
assurance of the cloud data and discuss their demerits. Then, 
we present our protocol which supports public audit ability and 
data dynamics. We also show how to extent our main scheme to 
support batch auditing for TPA upon delegations from multiuser. 
Assume the outsourced data file F consists of a finite ordered 
set of blocks m1;m2; . . .mn. One straightforward way to ensure 
the data integrity is to precompute MACs for the entire data file. 
Specifically, before data outsourcing, the data owner precomputes 
MACs of F with a set of secret keys and stores them locally. 
During the auditing process, the data owner each time reveals a 
secret key to the cloud server and asks for a fresh keyed MAC 
for verification.
This approach provides deterministic data integrity assurance 
straightforwardly as the verification covers all the data blocks. 
However, the number of verifications allowed to be performed 
in this solution is limited by the number of secret keys. Once the 
keys are exhausted, the data owner has to retrieve the entire file 
of F from the server in order to compute new MACs, which is 
usually impractical due to the huge communication overhead. 
Moreover, public Audit ability is not supported as the private 
keys are required for verification. Another basic solution is to use 
signatures communication overhead and greatly affects system 
efficiency. Notice that the above solutions can only support the 
case of static data and none of them can deal with dynamic data 
updates.
Data Modification: We start from data modification, which is 
one of the most frequently used operations in cloud data storage. 
A basic data modification operation refers to the replacement of 
specified blocks with new ones.
Suppose the client wants to modify the ith block mi to m’i. The 
protocol procedures are described in Table 2. At start, based on the 
new block m0i, the client generates the corresponding signature 
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  i Þ_. Then, he constructs an update request message  
 and sends to the server, whereMdenotes the 

modification operation. Upon receiving the request, the server 
runs  Specifically, the server 1) replaces the 
block mi with m’ i and outputs F’; 2) replaces the ⌐i with ⌐I’ and 
outputsF’; and 3) replaces H(mi) with H(m’ i) in the Merkle hash 
tree construction and generates the new root R’ (see the example 
in Fig. 3). Finally, the server responses the client with a proof for 
this operation,

 
Fig. 2: MHT Under Block Modification

Table 1: Protocols for Default integrity Verification

Table 2: The Protocol for Provable data (Modification and 
Lnsertion

V. Performance Analysis
We list the features of our proposed scheme in Table 3 and make 
a comparison of our scheme Bi-Inf  Client key and the system 
key and the state of the art.

Table 3: Comparisons of Different Remote Data Integrity Checking 
Schemes. 

 
The scheme in [14] extends the original PDP [2] to support data 
dynamics using authenticated skip list. Thus, we call it DPDP 
scheme thereafter. For the sake of completeness, we implemented 
both our BLS and RSA-based instantiations as well as the state-of-
the-art scheme [14] in Linux. Our experiment is conducted using 
C on a system with an Intel Core 2 processor running at 2.4 GHz, 
768 MB RAM, and a 7200 RPM Western Digital 250 GB Serial 
ATA drive with an 8 MB buffer. Algorithms (pairing, SHA1 etc.) 
are implemented using the Pairing-Based Cryptography (PBC) 
library version 0.4.18 and the crypto library of OpenSSL version 
0.9.8h. To achieve 80-bit security parameter, the curve group 
we work on has a 160-bit group order and the size of modulus 
N is 1,024 bits. All results are the averages of 10 trials. Table 4 
lists the performance metrics for 1 GB file under various erasure 
code rate _ while maintaining high detection probability (99 
percent) of file corruption. In our schemes, rate _ denotes that 
any _-fraction of the blocks suffices for file recovery as proved 
in Theorem 3, while in [14], rate _ denotes the tolerance of file 
corruption. According to [2], if t fraction of the file is corrupted, 
by asking proof for a constant c blocks of the file, the verifier 
can detect this server misbehavior with probability and we get 
the variant of this relationship. Under this setting, we quantify 
the extra cost introduced by the support of dynamic data in our 
scheme into server computation, verifier computation as well as 
communication overhead.

Table 4: Performance Comparison under Different Tolerance Rate 
_ of File Corruption for 1GB File

From Table 4, it can be observed that the overall performance of 
the three schemes is comparable to each Other, We also conduct 
experiments for multi client batch auditing and demonstrate its 
efficiency , where the number of clients in the system is increased 
from 1 to approximately 100 with intervals of 4. As we can see, 
batch auditing not only enables simultaneously verification from 
multiple-client, but also reduces the computation cost on the TPA 
side. Given total K clients in the system, the batch auditing equation 
helps reduce the number of expensive pairing operations from 2K, 
as required in the individual auditing, to K plus 1. Thus, a certain 
amount of auditing time is expected to be saved. Specifically, 
following the same experiment.
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Fig. 3: Performance comparison between individual auditing and 
batch auditing. The average per client auditing time is computed 
by dividing total auditing time by the number of clients in the 
system. For both tolerance rate 99% and  97%, the detection 
probability is maintained to be 99 percent.

V. Conclusion
 To ensure cloud data storage security, it is critical to enable a TPA 
to evaluate the service quality from an objective and independent 
perspective. Public auditability also allows clients to delegate 
the integrity verification tasks to TPA while they themselves can 
be unreliable or not be able to commit necessary computation 
resources performing continuous verifications. Another major 
concern is how to construct verification protocols that can 
accommodate dynamic data files.  In this paper, we explored the 
problem of providing simultaneous public auditability and data 
dynamics for remote data integrity check in Cloud Computing. 
Our construction is deliberately designed to meet these two 
important goals while efficiency being kept closely in mind. 
To achieve efficient data dynamics, we improve the existing 
proof of storage models by manipulating the classic Merkle 
Hash Tree construction for block tag authentication. To support 
efficient handling of multiple auditing tasks, we further explore 
the technique of bilinear aggregate signature to extend our main 
result into a multiuser setting, where TPA can perform multiple 
auditing tasks simultaneously. Extensive security and performance 
analysis show that the proposed scheme is highly efficient and 
provably secure.
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