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Abstract
Multiple-path source routing protocols allow a data source node to 
distribute the total traffic among available paths. In this article, we 
consider the problem of jamming-aware source routing in which 
the source node performs traffic allocation based on empirical 
jamming statistics at individual network nodes. We formulate this 
traffic allocation as a lossy network flow optimization problem 
using portfolio selection theory from financial statistics. We 
show that in multi-source networks, this centralized optimization 
problem can be solved using a distributed algorithm based on 
decomposition in Network Utility Maximization (NUM). We 
demonstrate the network’s ability to estimate the impact of 
jamming and incorporate these estimates into the traffic allocation 
problem. Finally, we simulate the achievable throughput using our 
proposed traffic allocation method in several scenarios.
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I. Introduction
Recent work has demonstrated that in addition to jamming attacks 
targeting the physical layer , an intelligent jammer can formulate 
an attack by targeting certain link layer and MAC implementations 
, link layer error detection and correction protocols , and routing 
protocols by taking advantage of protocol details and cross-layer 
information leakage. The availability of higher-layer information 
allows a jammer to perform an efficient attack, even under the 
use of physical layer anti-jamming techniques such as spread 
spectrum communication.
Existing techniques for routing under jamming provide methods 
for reaction to jamming by classifying each receiving node 
as either jammed or not jammed. For example, the authors of 
provide a technique to estimate and route around the region of the 
network being jammed, and the authors of propose an approach 
to detect jamming and perform coordinated channel pathing. In 
this work, we propose a method to build on these approaches for 
reactive routing by incorporating a statistical characterization of 
the jamming attack into the routing protocol. Based on our model, 
using statistical information about the probabilistic jammer, the 
source node can introduce bias into the routing decisions, leading 
to a preference to route data through regions of the network that 
have been jammed lessfrequently in the recent past.Inorder to 
characterize the effect of jamming on throughput, each source 
must collect information on the impact of  the jamming attack in 
various parts of the network. However,the extent of jamming at 
each network node depends on a number of unknown parameters, 
including the strategy used by the individual jammers and the 
relative location of the jammers with  respect to receiver pair.
Hence, the impact of jamming Is Probabilistic from the prospective 
of the network.and characterization of jamming impact is further 
complicated by fact that the jammers strategy is may be dynamic 
and the jammers themselves may be mobile based on the network 
flow formulation, a framework for throughput optimization for 
multipath routing under probabilistic jamming is presented, 

making used of portfolio theory from financial statistics.
The remainder of this paper is organized as follows. The • 
assumptions about the network model and the jamming attack. 
It formulates a new frame work for routing opimiation under 
jamming.
The problem of allocating traffic across multiple routing • 
paths in the presence of jamming as a lossy network flow 
optimization problem is formulated. The optimization 
problem to that of asset allocating using portfolio selection 
theory is mapped.
The multisource multiple-path optimal traffic allocation can • 
be computed at the source nodes using a distributed algorithm 
based on the decomposion in the network utility maximization 
(num) is showed.
The use of portfolio selection theory allows  the data sources • 
to balance the expected data throughput with the in certainty 
in achievable traffic rates is demonstrated

II. Existing System
The Existing System distribute the total traffic among available 
paths the source node performs traffic allocation based on empirical 
jamming statistics at individual If any path to be disturbed/jammed 
a routing path is requested an existing routing path is not be 
updated, the responding nodes along the path will disconnect 
the routing path.

A. Drawbacks
Disturb wireless communications1. 
Proactive / reactive2. 
constant, random, repeat, deceive • 
single bit/packet• 

3.    Time Delay

III. Proposed System
We propose techniques for the network nodes to estimate and 
characterize the impact of jamming and for a source node to 
incorporate these estimates into its traffic allocation. We show 
that in multi-source networks, this centralized optimization 
problem can be solved using a distributed algorithm based on 
decomposition in network utility maximization.
We formulate this traffic allocation as a lossy network flow 
optimization problem using portfolio selection theory from 
financial statistics which allow individual network nodes to locally 
characterize the jamming impact and aggregate this information 
for the source nodes. Each time a new routing path is requested or 
an existing routing path is updated, The responding nodes along 
the path will relay the necessary parameters to the source node 
as part of the reply message for the routing path.
The wireless  network of interest can be represented by a directed 
graph g={N,E}. the vertex set n represents the network nodes, 
and an ordered pair {i,j} of node is in he edges at E. if and only 
if node j can receive packets direcly from node i. Assume that all 
communication is unicast over the directed edges in E. i.e each 
packet transmitted by node I €N is intended for a unique node j 
€N wih (i,j) €E
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Fig. 1: An Exampal Network with Source S = {r ; s} is Illustrated. 
Each Unicast Link 9i ; j) € E is Labeled with the Corresponding 
Link Capacity

We let Ps ={ps1; : : : ; psLs} denote the collection of Ls loop-free 
routing paths of the graph G.
Figure 1 illustrates an example network with sources S= fr; sg. 
The subgraph Gr consists of the two routing paths
pr1 = {(r, i), (i, k), (k, m), (m, u)}
pr2 = {(r, i), (i, j), (j, n), (n, u)},
and the subgraph Gs consists of the two routing paths
ps1 = {(s, i), (i, k), (k, m), (m, t)}
ps2 = {(s, j), (j, n), (n, m), (m, t)}.
In this section, we propose techniques for the network nodes to 
estimate and characterize the impact of jamming and for a source 
node to incorporate these estimates into its traffic allocation. In 
order for a source node s to incorporate the jamming impact in the 
traffic allocation problem, the effect of jamming on transmissions 
over each link (i; j) ε Es must be estimated and relayed to sij
Figure 2 illustrates a single-source network with three routing 
paths
p1 = {(s; x); (x; b); (b; d)},
p2 = {(s; y); (y; b); (b; d)} and
p3 = {(s; z); (z; b); (b; d)}.
Each unicast link (i; j) is labeled with the corresponding    link 
capacity cij in units of packets per second. The proximity of 
the jammer to nodes x and y impedes packet delivery over the 
corresponding paths, and the jammer mobility affects the allocation 
of traffic to the three paths as a function of time.

The label on each edge (i; j) is the link capacity cij indicating the 
maximum number of packets per second (pkts/s) which can be 
transported over the wireless link. In this example, we assume 
that the source is generating data at a rate of 300 pkts/s. In the 
absence of jamming, the source can continuously send 100 pkts/s 
over each of the three paths, yielding a throughput rate equal to 
the source generation rate of 300 pkts/s. If a jammer near node x 
is transmitting at high power, the probability of successful packet 
reception, referred to as the packet success rate, over the link (s; 

x) drops to nearly zero, and the traffic flow to node d reduces to 
200 pkts/s. If the source node becomes aware of this effect, the 
allocation of traffic can be changed to 150 pkts/s on each of paths 
p2 and p3, thus recovering from the jamming attack at node X.

Estimating Local Packet Success Rates We let xij (t) denote the 
packet success rate over link (i; j) € E at time t, noting that x(ij) (t) 
can be computed analytically as a function of the transmitted signal 
power of node i, the signal power of the jammers, We suppose 
that each node j maintains an estimate μij (t) of the packet success 
rate xij (t) as well as a variance parameter ε ij (t) to characterize 
both the uncertainty in the estimate and the variability in the 
process xij (t).

  (1)
This PDR can be used to update the estimate μij (t) at the end of 
the update period. In order to prevent significant variation in the 
estimate μij (t) we suggest using an exponential weighted moving 
average (EWMA) to update the estimate μj (t) as a function of 
the previous estimate μij (t - T)as

 (2)
We consider the sample variance Vij ([t -Ts, t]) of the set of packet 
delivery ratios computed using (1)during the interval [t– Ts, t] 
as

 (3)
We further note that the update period T and update relay period 
Ts between subsequent updates of the parameter estimates have 
significant impudence on the quality of the estimate.

A. Estimating End-to-End Packet Success Rates
Given the packet success rate estimates μij (t) and μij (t) for the 
links (i, j) in a routing path psl, the sources needs to estimate the 
effective end-to-end packet success rate to determine the optimal 
traffic allocation.

   (5)
Under this independence assumption, the mean s` of ysl given in 
(5) is equal to the product of estimates μij as
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    (6)

 (7)

B. Optimal Jamming-Aware Traffic Allocation
In this section, we present an optimization framework for jamming-
aware traffic allocation to multiple routing paths in Ps for each 
source node s ε S. We develop a set of constraints imposed on 
traffic allocation solutions and then formulate a utility function 
for optimal traffic allocation by mapping the problem to that of 
portfolio selection in finance.

C. Traffic Allocation Constraints
In order to done a set of constraints for the multiple-path traffic 
allocation problem, we must consider the source data rate 
constraints, the link capacity constraints, and the reduction of 
traffic flow due to jamming at intermediate nodes The capacity 
constraint on the total traffic traversing a link (i,j) thus imposes 
the stochastic constraint

   (8)
We let Ws denote the €xLs weighted link-path incidence matrix 
for source s with rows indexed by links (i, j) and columns indexed 
by paths p. The element w((i,j);,psl) in row (i; j) and column psl 
of Ws is thus given b

 (9)
Letting c denote the |€|x1 vector of link capacities cij for (i,j) ε 
E, the link capacity constraint can be expressed by the vector 
inequality

     (10)
Optimal Traffic Allocation Using Portfolio Selection Theory
In order to determine the optimal allocation of traffic to the paths 
in Ps, each source s chooses a utility function.
We describe the desired analogy by mapping this allocation of 
funds to financial assets to the allocation of traffic to routing 
paths. We relate the expected investment return on the financial 
portfolio to the estimated end-to-end success rates !s and the 
investment risk of the portfolio to the estimated success rate 
covariance matrix !s. We note that the correlation between related 
assets in the financial portfolio corresponds to the correlation 
between non-disjoint routing paths. The analogy between financial 
portfolio selection and the allocation of traffic to routing paths is 
summarized below.

 (12)
Optimal Distributed Traffic Allocation using NUM In the 
distributed formulation of the algorithm, each source determines 
its own traffic allocations, ideally with minimal message passing 
between sources. By inspection,

IV. Performance Evaluation
In this section, we simulate various aspects of the proposed 
techniques for estimation of jamming impact and jammingaware 
traffic allocation. We first describe the simulation setup, including 
descriptions of the assumed models for routing path construction, 
jammer mobility, packet success rates, and estimate updates. We 
then simulate the process of computing the estimation statistics 
µij(t) and ij (t) for a single link (i, j). Next, we illustrate the effects 
of the estimation process on the throughput optimization, both 
in terms of optimization objective functions and the resulting 
simulated throughput. 
We are interested in comparing the performance of several methods 
of traffic allocation using the given network and jamming models. 
We define the following cases of interest.
Case I - Ignoring jamming: Each source s chooses the allocation 
vector “s using the standard maximum-flow formulation 
corresponding to μij = 1 and α2 ij = 0 for all links (i, j). This 
case is included in order to observe the improvement that can be 
obtained by incorporating the jamming statistics.
Case II - Maximum throughput: The allocation vectors “s are 
chosen using the jamming-aware optimization problem in (12) 
with risk-aversion constant ks = 0. This case incorporates the 
estimates μij, updated every Ts seconds, in the allocation. be 
obtained by incorporating the jamming statistics.
Case III - Minimum risk-return: Similar to Case II with ks > 0. This 
case incorporates the estimates μij and uncertainty parameters αij 
to balance the mean throughput with the estimation variance.
Case IV - Oracle model: Each source s continuously optimizes 
the allocation vector “s using the true values of the packet success 
rates xij. This impractical case is included in order to illustrate the 
effect of the estimation process. Our simulations are performed 
using a packet simulator which generates and allocates packets 
to paths in a fixed network according to the current value of the 
allocation vector “s. Each trial of the simulation compares several 
of the above cases using the same jammer mobility patterns.
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IV. Conclusion
In this article, we studied the problem of traffic allocation in 
multiple-path routing algorithms in the presence of jammers whose 
effect can only be characterized statistically. We have presented 
methods for each network node to probabilistically characterize 
the local impact of a dynamic jamming attack and for data sources 
to incorporate this information into the routing algorithm. We 
formulated multiple-path traffic allocation in multi-source 
networks as a lossy network flow optimization problem using 
an objective function based on portfolio selection theory from 
finance. We showed that this centralized optimization problem can 
be solved using a distributed algorithm based on decomposition in 
Network Utility Maximization (NUM). We presented simulation 
results to illustrate the impact of jamming dynamics and mobility 
on network throughput and to demonstrate the efficacy of our 
traffic allocation algorithm.
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