
IJCST Vol. 3, ISSue 3, July - SepT 2012  ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m 248   InternatIonal Journal of Computer SCIenCe and teChnology

Data Stream Intrusion Alert Aggregation for 
Online and Offline

1K. V. Nagamani, 2J. Rajanikiran
1,2Dept. of CSE, Kakinada Institute of Engineering and Technology, Korangi, AP, India

Abstract
The proposal of this work present an efficient intrusion alert 
aggregation strategy for distributed heterogeneous sources. The 
primary objective is to generate meta-alerts using probabilistic 
technique with offline and online alert aggregation. The proposed 
approach has the distinct properties i.e., a generative modeling 
approach using probabilistic methods. Assume that attack 
instances can be regarded as random processes producing alerts. 
Model these processes using approximate maximum likelihood 
parameter estimation techniques. Thus, the beginning as well as 
the completion of attack instances can be detected. It is a data 
stream approach, i.e., each observed alert is processed only a 
few times. Thus, it can be applied on-line and under harsh timing 
constraints. 
The main objective is to identify and to cluster different alert 
produced by low-level intrusion detection systems, firewalls, etc. 
belonging to a specific attack instance which has been initiated 
by an attacker at a certain point in time. Thus, meta-alerts can be 
generated for the clusters that contain all the relevant information 
whereas the amount of data (i.e., alerts) can be reduced substantially. 
Meta-alerts are the basis for reporting to security experts or for 
communication within a distributed intrusion detection system. 
With benchmark data sets the proposal of this work demonstrate 
that it is possible to achieve reduction rates of up to 97% while 
the number of missing meta-alerts is extremely low. In addition, 
meta-alerts are generated with a delay of typically only a few 
seconds after observing the first alert belonging to a new attack 
instance.
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I. Introduction
IDS usually focus on detecting attack types, but not on 
distinguishing between different attack instances. In addition, 
even low rates of false alerts could easily result in a high total 
number of false alerts if thousands of network packets or log file 
entries are inspected. As a consequence, the IDS create many 
alerts at a low level of abstraction. It is extremely difficult for a 
human security expert to inspect this flood of alerts, and decisions 
that follow from single alerts might be wrong with a relatively 
high probability. Alerts may originate from low-level IDS such 
as those mentioned above, from firewalls, etc. Alerts that belong 
to one attack instance must be clustered together and meta-alerts 
must be generated for these clusters. It is a generative modeling 
approach using probabilistic methods
Assuming that attack instances can be regarded as random 
processes “producing” alerts, we aim at modeling these processes 
using approximate maximum likelihood parameter estimation 
techniques. Thus, the beginning as well as the completion of attack 
instances can be detected. It is a data stream approach, i.e., each 
observed alert is processed only a few times. Thus, it can be 
applied on-line and under harsh timing constraints. To outline the 
preconditions and objectives of alert aggregation we start with a 

short sketch of our intrusion framework. Then, briefly describe 
the generation of alerts and the alert format. Finally introduce 
a clustering algorithm for off-line alert aggregation which is 
basically a parameter estimation technique for the probabilistic 
model.

II. Problem Definition for on Line Intrusion Attacks
A “perfect” IDS should be situation aware in the sense that at any 
point in time it should “know” what is going on in its environment 
regarding attack instances (of various types) and attackers. In this 
article we make an important step towards this goal by introducing 
and evaluating a new technique for alert aggregation. Alerts may 
originate from low-level IDS such as those mentioned above, 
from firewalls, etc. Alerts that belong to one attack instance 
must be clustered together and meta-alerts must be generated for 
these clusters. The main goal is to reduce the amount of alerts 
substantially without loosing any important information which is 
necessary to identify ongoing attack instances. We want to have 
no missing meta-alerts, but in turn we accept false or redundant 
meta-alerts to a certain degree. This problem is not new, but 
current solutions are typically based on a quite simple sorting 
of alerts, e.g., according to their source, destination, and attack 
type. Under real conditions such as the presence of classification 
errors of the low-level IDS (e.g., false alerts), uncertainty with 
respect to the source of the attack due to spoofed IP addresses, or 
wrongly adjusted time windows, for instance, such an approach 
fails quite often.

III. Meta Alert Intrusion Detection Architecture
The metal alert intrusion detection architecture comprises of 
the following phases collaborating Intrusion Detection Agents, 
alert Generation, offline Alert Aggregation, data Stream Alert 
Aggregation (cluster), and meta Alert generation and Format.

A. Collaborating Intrusion Detection Agents
Intrusion Detection agents through self-organized collaboration 
form a distributed intrusion detection system. The sensor layer 
provides the interface to the network and the host on which the agent 
resides. Sensors acquire raw data from both the network and the 
host, Filter incoming data, and extract interesting and potentially 
valuable (e.g, statistical) information needed to construct an 
appropriate event. At the detection layer, different detectors assess 
the attack events and search for known attack signatures (misuse 
detection) and suspicious behavior (anomaly detection).In case 
of attack suspicion, they create alerts and forwarded to the alert 
processing layer. Alerts may also be produced by firewalls (FW). 
At the alert processing layer, the alert aggregation combine alerts 
assumed to belong to a specific attack instance. Meta alerts are 
generated.



IJCST Vol. 3, ISSue 3, July - SepT 2012

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology  249

 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

Fig. 1: Architecture on Instrusion Detection Agent

B. Alert Generation
Comments on the information contained in alerts, the objects 
aggregated, and on their format. Sensors determine the values of 
attributes used as input for the detectors and for alert clustering. 
Attributes in an event that are independent of a particular attack 
instance are used for classification. Attributes are (or might be) 
dependent on the attack instance used in an alert aggregation 
process to distinguish different attack instances. Clearly dependent 
such as the source IP address which can identify the attacker. 
Clearly independent such as the destination port which usually 
is 80 in case of web based attacks. Both such as the destination 
port which can be a hint to the attacker’s actual target service as 
well as an attack tool specifically designed to target a particular 
service only.

C. Offline Alert Aggregation
Off-line algorithm for alert aggregation will be extended to a data 
stream algorithm for on-line aggregation one or several attackers 
launch several attack instances belonging to various attack types. 
The attack instances each cause a number of alerts with various 
attribute values. The task of the alert aggregation is to estimate 
the assignment to instances by using the unlabeled observations 
only and by analyzing the cluster structure in the attribute space. 
Reconstruct the attack situation. Meta-alerts generated are 
basically an abstract description of the cluster of alerts assumed to 
originate from one attack instance. The amount of data is reduced 
substantially without loosing important information. Different 
potentially problematic situations: False alerts are not recognized 
as such and wrongly assigned to clusters. Acceptable as long as the 
number of false alerts is comparably low. True alerts are wrongly 
assigned to clusters (not really problematic as long as the majority 
of alerts belonging to that cluster is correctly assigned, no attack 
instance is missed).

D. Data Stream Alert Aggregation
ID agent must be situation-aware and try to keep his model of the 
current attack situation permanently up to date. There is a trade-
off between run-time (reaction time) and accuracy. It is possible 
to decide upon the existence of a new attack instance when only 
one observation is made. From a probabilistic viewpoint, state 
that overall random process is non-stationary regarded as mixing 
coefficients at certain points in time.

A mixing coefficient is either zero or the reciprocal of the number 
of active components (for the time interval of the respective 
attack instance).With appropriate novelty and obsoleteness 
detectionmechanisms aim at detecting these points in time with 
both sufficient certainty and timeliness. Data stream algorithm 
with short run-times.

E. Meta Alert Generation and Format
With the creation of a new component, an appropriate meta-alert 
that represents the information about the component in an abstract 
way is created. Every time a new alert is added to a component, 
the corresponding meta- alert is updated incrementally too. The 
meta-alert evolves with the component. Meta-alerts is the basis 
for the task. Meta-alerts exchanged with other ID agents to detect 
distributed attacks such as one-to-many attacks. Meta-alerts used 
at various points in time from the initial creation until the deletion 
of the corresponding component.

IV. Experimental Simulation for Data Stream Intrusive 
Meta Alert Aggregation
The simulation is conducted to perform the evaluation of new 
alert aggregation approach. The simulation deployed different data 
sets to demonstrate the feasibility of the proposed method. The 
first is the well-known intrusion detection evaluation data set, for 
the second used real-life network traffic data collected at Global 
ISP gateway server, and the third contains firewall log messages 
from a commercial Internet service provider. All experimental 
simulation were conducted on an PC with 2.20 GHz and 2GB of 
RAM in NS2 simulator.
Several weeks of training and test data have been generated 
on a test bed that emulates a small confidential data site. The 
network architecture as well as the generated network traffic have 
been designed. The simulation used the TCP/IP network dump 
as input data and analyzed all 104 TCP-based attack instances 
(corresponding to more than 20 attack types) that have been 
launched against the various target hosts. Sensors extract statistical 
information from the network traffic data. At the detection layer, 
apply support vector machines (SVM) to classify the sensor events. 
By applying a varying threshold to the output of the classifier, a 
so-called receiver operating characteristics (ROC) curve can be 
created. The ROC curve plots the true positive rate (TPR, number 
of true positives divided by the sum of true positives and false 
negatives) against the false positive rate (FPR, number of false 
positives divided by the sum of false positives and true negatives) 
for the trained SVM. Each point of the curve corresponds to a 
specific threshold. Four operating points (OP) are marked. OP 1 
is the one with the smallest overall error, but as we want to realize 
a high recall, we also investigate three more operating points 
which exhibit higher TPR at the cost of an increased FPR. We 
will also investigate the aggregation under idealized conditions 
where we assume to have a perfect detector layer with no missing 
and no false alerts at all. As attributes for the alerts, we use the 
source and destination IP address, the source and destination port, 
the attack type, and the creation time differences (based on the 
creation time stamps).
The number of alerts produced for the different OP and also for 
the idealized condition, i.e., a perfect detection layer. In addition, 
the number of attack instances for which at least one alert is 
generated by the detector layer is also given. Note that we have 
104 attack instances in the data set altogether. For OP 1, there are 
three attack instances for which not even a single alert is created, 
i.e., these instances are already missed at the detection layer. The 
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three instances are missed because there are only a few training 
samples of the corresponding attack types in the data set which 
results in a bad generalization performance of the SVM. Switching 
from OP 1 to OP 2 alerts are created for one more instance. OP 3 
and OP 4 do not yield any further improvement.
In order to demonstrate that the proposed technique can also be 
used with a conventional signature-based detector, the captured 
traffic was analyzed by the open source IDS which detected all 
attack instances that have been launched and produced. The alert 
format equals the one used for the SVM detector, i.e., the alerts 
exhibit the source and destination IP address, the source and 
destination port, the attack type, and creation time differences. 
Snort was configured to match our network topology and we turned 
off rudimental alert aggregation features. In order to achieve a 
high recall, we activated all available rule sets the official rule sets 
as well as available community rules, which both are available at 
the Snort web page. Activating all rules leads to a false alert rate 
of 0.33%. The FPR is based on the assumption that all alerts that 
are not classified with the attack type that we launched are false 
alerts. It can not be guaranteed that there are unknown attacks in 
the data set that were started by real attackers and do not know 
exactly how many alerts should be created by the attacks we 
launched.

A. Performance Measure of Intrusion Alert 
Aggregation
In order to assess the performance of the alert aggregation, evaluate 
the following measures.

1. Percentage of Detected Instances (p)
An attack instance is being detected if there is at least one meta-alert 
that predominantly contains alerts of that particular instance. The 
percentage of detected attack instances p can thus be determined 
by dividing the number of instances that are detected by the total 
number of instances in the data set. The measure is computed with 
respect to the instances covered by the output of the detection layer, 
i.e., instances missed by the detectors are not considered.

2. Number of Meta-Alerts (MA) and Reduction Rate (r)
The number of Meta-Alerts (MA) is further divided into the number 
of attack meta-alerts MAattack which predominantly contain true 
alerts and the number of non-attack meta-alerts MAnon-attack 
which predominantly contain false alerts. The reduction rate r 
is 1 minus the number of created meta-alerts MA divided by the 
total number of alerts N.

3. Average Run-Time (Tavg) and Worst Case Run-Time 
(Tworst)
The average run-time is measured in milliseconds per alert. 
Assuming up to several hundred thousand alerts a day, tavg should 
stay clearly below 100 ms per alert. The worst case run-time 
tworse, which is measured in seconds, states how long it takes at 
most to execute the while loop.

4. Meta-Alert Creation Delay (d)
It is obvious that there is a certain delay until a meta-alert is 
created for a new attack instance. The meta-alert creation delay d 
measures the delay between the actual beginning of the instance 
(i.e., the creation time of the first alert) and the creation of the 
first meta-alert for that instance.
In the following, the results for the alert aggregation are presented 
in the Table 1. For all experiments, the same parameter settings 

are used. We set the threshold θ that decides whether to add a new 
alert to an existing component or not to 5%, and the value for the 
threshold γ that specifies the allowed temporal spread of the alert 
buffer to 180 seconds. θ was set that low value in order to ensure 
that even a quite small degrade of the cluster quality, which could 
indicate a new attack instance, results in a new component. A small 
value of θ, of course, results in more components and, thus, in a 
lower reduction rate, but it also reduces the risk of missing attack 
instances. The parameter γ, which is used in the novelty assessment 
function, controls the maximum time that new alerts are allowed 
to reside in the buffer B. In order to keep the response time short, 
we set it to 180 s which we think is a reasonable value. For both 
parameters, there were large intervals in which parameter values 
could be chosen without deteriorating the results.
During the attack, the client of interest has zero link utilization, 
meaning the client completely stops getting HTTP data packets 
since almost all the bandwidth of the link 2–0 is used by the attack 
traffic. On the other hand, there is no visible difference in the link 
utilization of upstream server link nor in the link utilization of the 
bottleneck link after the attack. To detect this attack, the proposed 
alert aggregation use the nonlinear mutual information computed 
for the link utilization observed on the bottleneck link

Table 1: HTTP traffic parameters for random 50 Node and 100 
Node transit-stub topologies

V. Conclusion
Intrusion alert aggregates varies subtask of intrusion detection. 
Different alerts produced by low-level intrusion detection systems, 
firewalls, etc is evaluated to make the system more foolproof. The 
project identifies and cluster intrusion alerts to make the segregation 
of various attacks being generated. To improve the efficacy of 
intrusion detection system, meta-alerts are generated which 
contain all the relevant information The experiments demonstrated 
the broad applicability of the proposed on-line alert aggregation 
approach. The simulation conducted for two different data sets 
and showed that machine learning based detectors, conventional 
signature based detectors, and even firewalls can be used as alert 
generators. In all cases, the amount of data could be reduced 
substantially. Although there are situations as described in clusters 
that are wrongly split the instance detection rate, none or only 
very few attack instances were missed. Run-time and component 
creation delay are well-suited for an on line application.
The paper presented the technique for data stream alert aggregation 
and generation of metaalerts. It has shown that the sheer amount 
of data that must be reported to a human security expert or 
communicated within a distributed intrusion detection system, 
for instance, can be reduced significantly. The reduction rate with 
respect to the number of alerts was up to 97 in our simulation. The 
number of missing attack instances is extremely low or even zero 
in some of our simulation and the delay for the detection of attack 
instances is within the range of some seconds only.
Along With Alert aggregation Improving Efficiency Of finding  
Attacks. In Different types of Layers in intrusion detection 
System 
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