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Abstract
Communication is very costly for Wireless Sensor Networks 
(WSNs) and for certain WSN applications. Independent of the 
goal of saving energy, it may be very important to minimize the 
exchange of messages (e.g., military scenarios). To address these 
concerns, we presented a secure communication framework for 
WSNs called Virtual Energy-Based Encryption and Keying.In 
comparison with other key management schemes,VEEK has the 
following benefits: 1) it does not exchange control messages for 
key renewals and is therefore able to save more energy and is 
less chatty, 2) it uses one key per message so successive packets 
of the stream use different keys—making VEEK more resilient 
to certain attacks (e.g., replay attacks, brute-force attacks, and 
masquerade attacks), and 3) it unbundles key generation from 
security services, providing a flexible modular architecture that 
allows for an easy adoption of different key-based encryption or 
hashing schemes.
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I. Introduction
Sensor is a cheap tiny device that is able to detect local events and 
report them to a centralized gateway using wireless communication. 
A sensor network consists of many sensors and a gateway . The 
sensors perform some common task, like smoke detection or 
temperature measurement, and report to the gateway.Since not 
all the sensors are in the transmission range of the gateway, their 
messages should be forwarded by other sensors.Most often the 
network structure cannot be pre-engineered, since the sensors are 
placed randomly in the covered area. 
 A Wireless Sensor Network (WSN) consists of spatially 
distributed autonomous sensors monitor physical or environmental 
conditions, such as  temperature, sournd , vibration  pressure, 
humidity, motion or pollutants and to cooperatively pass their 
data through the network to a main location.The more modern 
networks are bi-directional, also enabling control of sensor activity. 
The development of wireless sensor networks was motivated by 
military applications such as battlefield surveillance; today such 
networks are used in many industrial and consumer applications, 
such as industrial process monitoring and control, machine health 
monitoring, and so on
Area monitoring is a common application of WSNs. In area 
monitoring, the WSN is deployed over a region where some 
phenomenon is to be monitored. A military example is the use of 
sensors to detect enemy intrusion; a civilian example is the geo-
fencing of gas or oil pipelines.
In this paper, we focus on keying mechanisms for WSNs. There 
are two fundamental key management schemes for WSNs: 
static and dynamic. In static key management schemes, key 
management functions (i.e., key generation and distribution) are 
handled statically. That is, the sensors have a fixed number of 

keys loaded either prior to or shortly after network deployment. 
On the other hand, dynamic key management schemes perform 
keying functions (rekeying) either periodically or on demand as 
needed by the network. The sensors dynamically exchange keys 
to communicate. Although dynamic schemes are more attack 
resilient than static ones, one significant disadvantage is that 
they increase the communication overhead due to keys being 
refreshed or redistributed from time to time in the network. There 
are many reasons for key refreshment, including: updating keys 
after a key revocation has occurred, refreshing the key such that it 
does not become stale, or changing keys due to dynamic changes 
in the topology. In this paper, we seek to minimize the overhead 
associated with refreshing keys to avoid them becoming stale. 
Because the communication cost is the most dominant factor in 
a sensor’s energy consumption [5], [6], the message transmission 
cost for rekeying is an important issue in a WSN deployment 
(as analyzed in the next section). Furthermore, for certain WSN 
applications (e.g., military applications), it may be very important 
to minimize the number of messages to decrease the probability 
of detection if deployed in an enemy territory. That is, being less 
“chatty” intuitively decreases the number of opportunities for 
malicious entities to eavesdrop or intercept packets.
The purpose of this paper is to develop an efficient and secure 
communication framework for WSN applications.
Specifically, in this paper, we introduce Virtual Energy- Based 
Encryption and Keying (VEEK) for WSNs, which is primarily 
inspired by our previous work [7]. VEEK’s secure communication 
framework provides a technique to verify data in line and drop 
false packets from malicious nodes, thus maintaining the health 
of the sensor network. VEBEK dynamically updates keys without 
exchanging messages for key renewals and embeds integrity into 
packets as opposed to enlarging the packet by appending message 
authentication codes (MACs). Specifically, each sensed data is 
protected using a simple encoding scheme based on a permutation 
code generated with the RC4 encryption scheme and sent toward 
the sink. The key to the encryption scheme dynamically changes 
as a function of the residual virtual energy of the sensor, thus 
requiring no need for rekeying. Therefore, a one-time dynamic 
key is used for one message generated by the source sensor and 
different keys are used for the successive packets of the stream. 
The nodes forwarding the data along the path to the sink are able 
to verify the authenticity and integrity of the data and to provide 
nonrepudiation.

II. Related Works
In this work, we only consider dynamic keying mechanisms in 
our analysis since VEEK uses the dynamic keying paradigm. The 
main motivation behind VEEK is that the communication cost 
is the most dominant factor in a sensor’s energy consumption 
[5-6]. Thus, in this section, we present a simple analysis for the 
rekeying cost with and without the transmission of explicit control 
messages. Rekeying with control messages is the approach of 
existing dynamic keying schemes whereas rekeying without 
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extra control messages is the primary feature of the VEEK 
framework.
Dynamic keying schemes go through the phase of rekeying either 
periodically or on demand as needed by the network to refresh the 
security of the system. With rekeying, the sensors dynamically 
exchange keys that are used for securing the communication. 
Hence, the energy cost function for the keying process from a 
source sensor to the sink while sending a message on a particular 
path with dynamic key-based schemes can be written as follows 
(assuming computation cost, Ecomp, would approximatelybe 
fixed):

  (1)
where X  is the number of packets in a message, ┬ is the key refresh 
rate in packets per key, EKdisc is the cost of sharedkey discovery 
with the next hop sensor after initial deployment, and E[ᵑh] is the 
expected number of hops. In the dynamic key-based schemes, ┬ 
may change periodically,on demand, or after a node-compromise. 
A good analytical lower bound for E[ᵑh] is given in [10] as

    (2)
Where D, is the end-to-end distance (m) between the sink and 
the source sensor node, tr is the approximated transmission range 
(m), and E[dh] is the expected hop distance (m) [11]. An accurate 
estimation of E[dh] can be found in [11]. Finally, EKdisc , can 
be written as follows:

  (3)

   (4)
Total number of sensors deployed, N, E[Ne] can be computed 
as

    (5)

III. Existing System
An existing Dynamic Energy-based Encoding and Filtering 
framework to detect the injection of false data into a sensor 
network. Dynamic Energy-based that each sensed event report 
be encoded using a simple encoding scheme based on a keyed 
hash. The key to the hashing function dynamically changes as a 
function of the transient energy of the sensor, thus requiring no 
need for re-keying. Depending on the cost of transmission vs. 
computational cost of encoding, it may be important to remove 
data as quickly as possible. Accordingly, DEEF can provide 
authentication at the edge of the network or authentication inside 
of the sensor network. Depending on the optimal configuration, 
as the report is forwarded, each node along the way verifies the 
correctness of the encoding probabilistically and drops those that 
are invalid. We have evaluated DEEF’s feasibility and performance 
through analysis our results show that DEEF, without incurring 
transmission overhead.  
One significant aspect of confidentiality research in WSNs entails 
designing efficient key management schemes. This is because 
regardless of the encryption mechanism chosen for WSNs, the 
keys must be made available to the communicating nodes (e.g., 
sources and sink(s)). The keys could be distributed to the sensors 
before the network deployment or they could be redistributed 
(rekeying) to nodes on demand as triggered by keying events. 
The former is static key management and the latter is dynamic 
key management. There are myriads of variations of these basic 
schemes in the literature. We focus on keying mechanisms for 

WSNs. There are two fundamental key management schemes for 
WSNs: static and dynamic. In static key management schemes, 
key management functions (i.e., key generation and distribution) 
are handled statically. That is, the sensors have a fixed number of 
keys loaded either prior to or shortly after network deployment. 
On the other hand, dynamic key management schemes perform 
keying functions (rekeying) either periodically or on demand as 
needed by the network. The sensors dynamically exchange keys 
to communicate. Although dynamic schemes are more attack 
resilient than static ones, one significant disadvantage is that they 
increase the communication overhead due to keys being refreshed 
or redistributed from time to time in the network. There are many 
reasons for key refreshment, including: updating keys after a key 
revocation has occurred, refreshing the key such that it does not 
become stale, or changing keys due to dynamic changes in the 
topology.

IV. Proposed System
VEEK has the following benefits:

It does not exchange control messages for key renewals and 1. 
is therefore able to save more energy and is less chatty,
It uses one key per message so successive packets of the 2. 
stream use different keys—making VEEK more resilient to 
certain attacks (e.g., replay attacks, brute-force attacks, and 
masquerade attacks)
It unbundles key generation from security services, providing 3. 
a flexible modular architecture that allows for an easy adoption 
of different key-based encryption or hashing schemes

VEEK is a secure communication framework where sensed 
data is encoded using a scheme based on a permutation code 
generated via the RC4 encryption mechanism. The key to the RC4 
encryption mechanism dynamically changes as a function of the 
residual virtual energy of the sensor. Thus, a one-time dynamic 
key is employed for one packet only and different keys are used 
for the successive packets of the stream. The intermediate nodes 
along the path to the sink are able to verify the authenticity and 
integrity of the incoming packets using a predicted value of the 
key generated by the sender’s virtual energy, thus requiring no 
need for specific rekeying messages. Our results show that VEEK, 
without incurring transmission overhead (increasing packet size 
or sending control messages for rekeying), is able to eliminate 
malicious data from the network in an energy efficient manner.  
The encoding operation is essentially the process of permutation 
of the bits in the packet, according to the dynamically created 
permutation code via the RC4 encryption mechanism. The key 
to RC4 is created by the previous module (virtual energy-based 
keying module). The purpose of the crypto module is to provide 
simple confidentiality of the packet header and payload while 
ensuring the authenticity and integrity of sensed data without 
incurring transmission overhead of traditional schemes. However, 
since the key generation and handling process is done in another 
module, VEEK’s flexible architecture allows for adoption of 
stronger encryption mechanisms in lieu of encoding. We also show 
that our framework performs better than other comparable schemes 
in the literature with an overall 60-100 percent improvement in 
energy savings without the assumption of a reliable medium access 
control layer.
The VEEK framework is comprised of three modules: Virtual 
Energy-Based Keying, Crypto, and Forwarding.
The virtual energy-based keying process involves the creation 
of dynamic keys. Contrary to other dynamic keying schemes, it 
does not exchange extra messages to establish keys. A sensor node 
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computes keys based on its residual virtual energy of the sensor. 
The key is then fed into the crypto module.

Each node computes and updates the transient value of its virtual 
energy after performing some actions. Each action (or state 
traversal) on a node is associated with a certain predetermined cost. 
Since a sensor node will be either forwarding some other sensor’s 
data or injecting its own data into the network, the set of actions 
and their associated energies for VEEK includes packet reception 
(Erx), packet transmission (Etx), packet encoding (Eenc), packet 
decoding (Edec) energies, and the energy required to keep a node 
alive in the idle state (Ea). 3 Specifically, the transient value of 
the virtual energy, Ev, is computed by decrementing the total of 
these predefined associated costs, Evc, from the previous virtual 
energy value.
When an event is detected by a source sensor,that node has 
remained alive for t units of time since the last event (or since 
the network deployment if this is the first event detected). After 
detection of the event, the node sends the l-bit length packet toward 
the sink. In this case, the following is the virtual cost associated 
with the source node:

  (6)
In the case where a node receives data from another node, the 
virtual perceived energy value can be updated by decrementing 
the cost associated with the actions performed by the sending 
node using the following cost equation. 

  (7)
The crypto module in VEEK employs a simple encoding process, 
which is essentially the process of permutation of the bits in the 
packet according to the dynamically created permutation code 
generated via RC4. The encoding is a simple encryption mechanism 
adopted for VEEK. However, VEEK’s flexible architecture 
allows for adoption of stronger encryption mechanisms in lieu 
of encoding.
The purpose of the crypto module is to provide simple 
confidentiality of the packet header and payload while ensuring 
the authenticity and integrity of sensed data without incurring 
transmission overhead of traditional schemes. However, since the 
key generation and handling process is done in another module, 
VEEK’s flexible architecture allows for adoption of  stronger 
encryption mechanisms in lieu of encoding.
The packets in VEEK consists of the ID (i-bits), type  (t-bits) 
(assuming each node has a type identifier), and data (d-bits) fields. 
Each node sends these to its next hop. However, the sensors’ ID, 
type, and the sensed data are  transmitted in a pseudorandom 
fashion according to the result of RC4.
The benefits of this simple encoding scheme are:

Since there is no hash code or message digest to transmit, 1. 
the packet size does not grow, avoiding bandwidth overhead 

on an already resource-constrained network, thus increasing 
the network lifetime,
The technique is simple, thus ideal for devices with limited 2. 
resources (e.g., PDAs),
The input to the RC4 encryption mechanism, namely, the 3. 
key, changes dynamically without sending control messages 
to rekey.

The final module in the VEEK communication architectureis 
the forwarding module. The forwarding module is responsible 
for the sending of packets (reports) initiated at the current node 
(source node) or received packets from other sensors (forwarding 
nodes) along the path to the sink. The reports traverse the network 
through forwarding nodes and finally reach the terminating node, 
the sink. 
This dynamic key generation process is primarily handled by the 
VEEK module. The source sensor fetches the current value of the 
virtual energy from the VEEK module. Then, the key is used as 
input into the RC4 algorithm inside the crypto module to create 
a permutation code for encoding the {ID/type/data} message.The 
encoded message and the cleartext ID of the originating node are 
transmitted to the next hop (forwarding node or sink) using the 
following format: [ID{ID/ type/ data}pc], where{x}Pc constitutes 
encoding x with permutation code Pc. The local virtual energy 
value is updated and stored for use with the transmission of the next 
report. energy value associated with the current sending node is 
only updated if this node has performed encoding on the packet
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V. Conclusion
We introduce an energy-efficient Virtual Energy-Based Encryption 
and Keying (VEEK) scheme for WSNs that significantly reduces 
the number of transmissions needed for rekeying to avoid stale 
keys. In addition to the goal of saving energy, minimal transmission 
is very important for some military applications of WSNs where 
an opponent could be monitoring the wireless spectrum. VEEK is 
a secure communication framework where sensed data is encoded 
using a scheme based on a permutation code generated via the RC4 
encryption mechanism. The key to the RC4 encryption mechanism 
dynamically changes as a function of the residual virtual energy 
of the sensor. Thus, a one-time dynamic key is employed for 
one packet only and different keys are used for the successive 
packets of the stream. The intermediate nodes along the path to 
the sink are able to verify the authenticity and integrity of the 
incoming packets using a predicted value of the key generated 
by the sender’s virtual energy, thus requiring no need for specific 
rekeying messages. VEEK is able to efficiently detect and filter 
false data injected into the network by malicious outsiders.
The VEEK framework consists of two operational modes (VEEK-I 
and VEEK-II), each of which is optimal for different scenarios. In 
VEEK-I, each node monitors its one-hop neighbors where VEEK-
II statistically monitors downstream nodes. We have evaluated 
VEEK’s feasibility and performance analytically and through 
simulations. Our results show that VEEK, without incurring 
transmission overhead (increasing packet size or sending control 
messages for rekeying), is able to eliminate malicious data from 
the network in an energyefficient manner.
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