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Abstract
As wireless sensor networks continue to grow, so does the need 
for effective security mechanisms. Because sensor networks may 
interact with sensitive data and/or operate in hostile unattended 
environments, it is imperative that these security concerns be 
addressed from the beginning of the system design. However, 
due to inherent resource and computing constraints, security 
in sensor networks poses different challenges than traditional 
network/ computer security. There is currently enormous research 
potential in the field of wireless sensor network security. In this 
Paper, we Propose a  Site monitoring systems are used to detect 
human activities and provide monitoring services. We consider 
an aggregate Site monitoring system where wireless sensor nodes 
are counting sensors that are only capable of detecting the number 
of objects within their sensing areas. Actually the personal Site is 
being monitored by a third party (untrusted server), are vulnerable 
to privacy threats. The wireless sensor networks allow users to 
access services privately by using a series of routers to hide 
the client’s IP address from the server. We propose a privacy-
preserving Site monitoring system for wireless sensor networks. 
In our system, we design two in-network Site anonymization 
algorithms, namely, Circular Area Determination Algorithm and 
Worth enhanced histogram algorithm that will help the system to 
enable and provide high-Worth Site monitoring services for system 
users, while preserving personal Site privacy. The Circular Area 
determination algorithm aims to minimize communication and 
computational cost, A Worth enhanced  histogram approach is 
used that estimates the distribution of the monitored persons based 
on the gathered aggregate Site information. Then, the estimated 
distribution is used to provide Site monitoring services through 
answering range queries
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I. Introduction
Wireless sensor networks are quickly gaining popularity due to 
the fact that they are potentially low cost solutions to a variety 
of real-world challenges. Their low cost provides a means to 
deploy large sensor arrays in a variety of conditions capable of 
performing both military and civilian tasks. But sensor networks 
also introduce severe resource constraints due to their lack of 
data storage and power. Both of these represent major obstacles 
to the implementation of traditional computer security techniques 
in a wireless sensor network. The unreliable communication 
channel and unattended operation make the security defenses 
even harder. Indeed, as pointed out in, wireless sensors often have 
the processing characteristics of machines that are decades old (or 
longer), and the industrial trend is to reduce the cost of wireless 
sensors while maintaining similar computing power. With that 
in mind, many researchers have begun to address the challenges 
of maximizing the processing capabilities and energy reserves of 
wireless sensor nodes while also securing them against attackers. 

All aspects of the wireless sensor network are being examined 
including secure and efficient routing, data aggregation, group 
formation and so on.

Fig. 1: Network Architecture. The network is decomposed in stars. 
Each star is under the control of one router. Sensor and actors are 
associated to a router and belong to only star

Wireless sensor networks are more and more deployed for various 
applications including home monitoring, health, industrial, military, 
etc. It is known that wireless networks are easy to attack because 
of the nature of the shared medium which makes it relatively easy 
for intruders to eavesdrop, tamper or inject data into the network. 
Sensor nodes are known to have limited computation, stockage 
and transmission capacities, but attackers are not necessarily using 
the same technology to launch their attacks.1
Security techniques aim basically at offering the following 
proprieties: (i) data confidentiality, where only the entities 
concerned are able to decode the information, (ii) data integrity, 
when the destination is able to make sure that the data sent by 
the source has not been tampered with by a third party, (iii) data 
authentication, where the source of the data is
authenticated, (iv) entity authentication, which is to make sure 
that the entity is really who it is claiming to be.
A Wireless Sensor Network (WSN) can be defined as a group 
of independent nodes, communicating wirelessly over limited 
frequency and bandwidth. The novelty of WSNs in comparison 
to traditional sensor networks is that they depend on dense 
deployment and coordination to execute their tasks successfully. 
This method of distributed sensing allows for closer placement 
to the phenomena to be achieved, when the exact location of 
a particular event is unknown, than is possible using a single 
sensor. 
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Fig. 2: 

In the present world, use of internet is increasing increasingly. 
User data and other vital data flows through the internet. This data 
is prone to be misused by external entities. Even though there are 
several policies to prevent data misuse, these aren’t foolproof. 
The proposed system aims to hide data that is vital to preserve the 
privacy of any user. System proposes to use k-anonymity concept 
to achieve this task. System proposes to use a sensor node network 
to trace the people. The Site of these users will be monitored but 
this vital data will be prevented from being available and misused 
by external entities.

A. Site Monitoring System
Site monitoring systems are used to detect human activities and 
provide monitoring services. We consider an aggregate Site 
monitoring system where wireless sensor nodes are counting 
sensors that are only capable of detecting the number of objects 
within their sensing areas.

B. Site Privacy
Site monitoring systems are used to detect human activities and 
provide monitoring services. We consider an aggregate Site 
monitoring system where wireless sensor nodes are counting 
sensors that are only capable of detecting the number of objects 
within their sensing areas.
Site privacy is a particular type of information privacy. It is defined 
as the ability to prevent other parties from learning one’s current 
or past Site. Usually position is computed and maintained by 
an external source, such as the underlying network. In a mobile 
communications network, this is necessary in order to route calls 
to and from subscribers within the network. Site is determined 
mathematically by calculating the distance using a time interval 
approach between an object and a fixed known Site point or simply 
by the entry point of a subscriber to a network

II. Existing Security System in Wireless Sensor 
Networks 
The authors made various classifications for the types of attacks that 
might take place in wireless sensor networks. Here’s a list of some 
of the most important attacks and the basic countermeasures:

Jamming, interferences or continuous access by occupying • 
the medium and prevent other nodes from accessing the 
channel, causing a denial of service in the network and high 
packet loss ratio due to collisions. Channel hopping could 
be a solution to mitigate that kind of attacks, or identifying 

the nodes that are under attack and trying to avoid passing 
the information through them if possible.
Sinkhole attack in which an intruder takes the identity of• 
the sink and makes all nodes send the traffic towards him. • 
One of the counter attacks technique is entity authentication 
where nodes are authenticated before they are allowed to take 
part of the network activity.
Selective forwarding, misdirection and Black Hole attack in • 
which nodes refuse to participate in the routing process or 
create false routes on purpose. Entity authentication could 
also mitigate this attack.
Tampered and replayed data attack where malicious nodes • 
modify the data or the control messages. A counter attack 
would be to sign the messages at the MAC layer to insure 
integrity of the information.

Fig. 2: WSN Key Research Areas

Existing Site monitoring systems. In an identity-sensor Site 
monitoring System, since each sensor node reports the exact 
Site information of each monitored object to the server, the 
adversary can pinpoint each object’s exact Site. On the other hand, 
in a counting-sensor Site monitoring system, each sensor node 
reports the number of objects in its sensing area to the server. 
The adversary can map the monitored areas of the sensor nodes 
to the system layout. If the object count of a monitored area is 
very small or equal to one.

III. Proposed System
The proposed system aims to preserve privacy of individuals while 
releasing a part of their information, regarding their Site. System 
relies on k anonymity concept within which a person cannot be 
distinguished among k-persons. System makes use of two in 
network anonymization algorithms, Circular area determination 
algorithm. System also uses a Worth Enhancing histogram 
approach to enhance the Site-monitoring Worth.
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Fig. 3: Wireless Sensor Network Architecture

The external agency, needing Site data of any particular individual, 
sends a query to the server. The server, in turn transfers this query 
to the WSN, comprising all the sensor nodes. Sensor nodes, on 
receiving this query, work independently, to obtain the aggregate 
Site information of a group of k persons. Each sensor node obtains 
aggregate information of k persons in its area and finally reports 
this information to the server. The server finally tries to enhance the 
Worth of Site monitoring by using a Worth Enhancing histogram 
and sends the aggregate information to the external agency. So, 
even the server has no access to the exact concerned individual 
Site information, as it receives aggregate Site of k persons from 
each sensor node. System aims this purpose since` the server is 
untrusted and can be misused by several attacks, some of them 
being eavesdropping, hacking, sending malicious codes, etc. We 
design two in-network Site anonymization algorithms, namely, 
Circular area determination algorithm and Worth-aware algorithm 
that will help the system to enable and provide high-Worth Site 
monitoring services for system users, while preserving personal 
Site privacy. Circular Area Determination Algorithm
This algorithm is executed by all the sensor nodes, on receiving 
query from the server, for particular individual Site information 
[6-7]. This algorithm aims to minimize the communication and 
the computation cost of the system. This algorithm follows the 
following steps:

A. Helps Each Sensor Node to Find Adequate no. of 
Persons in its Area
In our system, few sensor nodes are connected to each other and can 
directly communicate with each other, while few cannot. Sensor 
nodes who can directly communicate with each other are called 
neighbours. During the reporting period, each sensor node tries to 
determine adequate no. of persons in its area. On determining, each 
sensor nodes sends a notification to its neighbours. Notification 
comprises sensor node name, its area and the no. of persons in its 
area. If some nodes are unable to determine adequate no. of persons 
in their areas, they cannot send this notification to their neighbours. 
So, to help them find adequate no. of persons in their areas, their 
neighbouring sensor nodes forward all the notifications they 
have received, to these sensor nodes. However, this notification 
forwarding procedure is followed only when sensor nodes are 
unable to determine adequate no. of persons in their areas. This 
approach helps to minimize the communication cost.

B. Helps Each Sensor Node to Blur its Sensing Area into 
a Circular Area
When this step begins, each sensor node has found out adequate 
no. of persons in their areas. To reduce the computational cost, 
algorithm follows a greedy approach. Using this approach, each 
sensor node is able to determine their Circular areas, containing 
at least k persons. Each sensor nodes has received adequate 
notifications from their neighbours. Now, a score value is computed 
by every sensor node, for all the notifications it has received. Let 
us consider 3 nodes: A, B and C. For sensor node A, Score value 
is computed by the following formula:
Score = No. of persons under (B or C) / Euclidian distance between 
A and (B or C)
Euclidian distance is the distance between any two sensor nodes. 
Proposed system assumes the Euclidian distance between all the 
sensor nodes. When all the score values are obtained (i.e. for A 
& B and A &C), the highest value is considered. Suppose if A & 
B has the highest value. Then, we design a Minimum Bounding 
Rectangle (MBR), to compute the Circular area of sensor node 
A.
In this case, the MBR will contain the areas under sensor nodes 
A and B. This obtained MBR is nothing but the Circular area of 
sensor node A. 

C. Selecting Circular Set
It may first appear that we can determine the Circular set, denoted 
as S, by finding the set of users who have footprints closest to the 
starting point of the service user. This simple solution minimizes 
the size of the first Circular box. However, as the service user 
moves, the users in S may not have footprints that are close to 
her current position. As a result, the size of the Circular boxes 
may become larger and larger, making it difficult to guarantee the 
Worth of LBS. Thus, when selecting the Circular set, we should 
consider its affect on the Circular of not only the user’s first but 
all Site updates in the LBS. But the challenge is that the service 
user’s route is not predetermined, and thus the LDS cannot figure 
out whose footprints will be closer to the service user during her 
travel. To address this challenge, our idea is to find those users 
who have visited most places in the service user’s travel bound 
B and use them to create the Circular set. As these users have 
footprints spanning the entire region B, it will help generate a 
PPT with a fine resolution. Computing Circular boxes
During a service session, the service user updates a time-series 
sequence of Sites. For each Site update p, the LDS computes a 
Circular box b using the footprints of users in the Circular set U. 
We develop a heuristic algorithm which computes the Circular 
box b as small as possible, and ensures that PU(b) ≥ P(R). The 
pseudo code is given in Algorithm 2. Given a Site update p, the 
LDS first initializes the Circular box b to p which is the smallest 
Circular box only containing the service user herself. 
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D. Algorithm 1 circular (P, P(R), U)

We say a user is l-popular within B, if she has footprints in every 
cell at level l that overlaps with B. According to the pyramid 
structure, cells at level with a larger l have a finer granularity. 
This implies that given an l-popular user, the larger the value of 
l is, the more popular the user is. Figure 2 shows an example in 
which a network domain is partitioned into a 4-level pyramid 
(There are 1, 4, 16, 64 cells at each level respectively from top to 
bottom). It also shows a travel bound B and the footprints inside 
it. The footprints in different colors belong to different users. u1, 
u2, and u3 are three 2-popular users within B because they have 
footprints in the two cells at level 2 of the pyramid which overlap 
with B; u2, u3 are two 3-popular users within B since they have 
footprints in all four cells at level 3 that overlap with B; only u3 
is 4-popular since she is the only one who has footprints in all
the sixteen cells at level 4 that overlap with B.

Fig. 2: A Travel Bound and Footprints Inside

E. Algorithm 2 SelcectCircularSet (P(R), B)

The LDS also initializes a searching box b’ to the cell that contains 
p at level l where the Circular set U is selected in Algorithm 1, 
since it contains footprints of all users in the Circular set. Then, 
for each user in U, the LDS gets the set of her footprints Fu which 
are inside b’ but outside b, and in Fu the LDS finds the closest 
one to p (line 7-8). Next, the LDS collects.

Fig. 3: The search space S of sensor node A

F. Worth Advanced Histogram Algorithm
In the proposed system Worth Enhancing histogram [1] provides 
approximate Site monitoring. Worth Enhancing histogram 
is embedded inside server to estimate the distribution of the 
monitored objects based on the aggregate Sites which are reported 
from sensor nodes. Worth Enhancing histogram is represented 
by a two dimensional array that represents a grid structure G of 
NR rows and NC columns; hence, the system space is divided 
into NR×NC disjoint equal sized grid cells. In each grid cell G(i; 
j), we maintain a float value that acts as` an estimator H[i; j] (1 
≤i ≤ NC,1 ≤ j ≤NR) of the number of objects within its area. 
Initially, we assume that the objects are evenly distributed in 
the system, so the estimated number of objects within each grid 
cell is H [i; j] = M/(NR ×NC). R stores set of aggregate Sites 
reported from the sensor nodes, given as a input to the histogram. 
R contains a Circular area, R.Area, for each aggregate Site R. and 
R.N is the number of monitored objects within R.Area. Initially, 
the aggregate Sites in R are grouped into the same partition P = 
{R1,R2,……R|P |} if their Circular areas are not overlapping with 
each other, which means that for every pair of aggregate Sites Ri 
and Rj in P, Ri.Area ∩ Rj.Area=Φ. Then, for each partition P, we 
update its entire set of aggregate Sites to the Worth Enhancing 
histogram and at the same time, for each aggregate Site R in P, 
we record the estimation error, which is the difference between 
the sum of the estimators within R.Area, R.N^, and R.N, and 
then R:N is uniformly distributed among the estimators within 
R.Area;. After processing all the aggregate Sites in P, we sum up 
the estimation error of each aggregate Site in P. Thus the estimator 
in the histogram is updated as shown in the algorithm

Worth Enhancing Histogram Algorithm [10]
1.  Function HISTOGRAM(AggregateSiteSet R)
2.  for each aggregate Site r € R do
3.  if there is an existing partition P = {r…..r|P|}such that  r.Area∩ 
r 
Rk:Area = ; for every Rk.Area ={ } for every rk € P then
4. Add R to P
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5. else
6. Create a new partition for R
7. End if
8. End for
9. each partition P do
10. for each aggregate Site Rk € P do
11. 
12. 
13. for every cell g(i,j) € Rk.Area

14. End for
15. 
16. for every cell g(i,j) € p.area

17.  end for

IV. Conclusion
Thus, the proposed system aims to provide privacy  preserving Site 
- monitoring services using WSN. Site monitoring is done using 
in-network Site anonymisaton algorithms, namely Circular Area 
Determination Algorithm & Worth Aware Algorithm. Individual 
privacy will be preserved using k-anonymity principle. Worth 
of Site – monitoring will be enhanced using Worth Enhancing 
Histogram approach. This system  will be evaluated using 
simulated experiments. This approach will help the system to 
preserve Site privacy of concerned individuals and at the same 
time, their Site information released will be fruitful to the external 
agency. We have completed literature survey, Analysis, Design 
phases for developing our project. 
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