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Abstract 
Cloud Computing has been envisioned as the next-generation 
architecture of IT Enterprise. It moves the application software 
and databases to the centralized large data centers, where the 
management of the data and services may not be fully trustworthy. 
This unique paradigm brings about many new security challenges, 
which have not been well understood. This work studies the problem 
of ensuring the integrity of data storage in Cloud Computing. In 
this paper we are providing security by allowing bi-inf key based 
public auditability and data dynamics for data storage security in 
cloud computing based on Third party auditor (TPA), on behalf of 
the cloud client, to verify the integrity of the dynamic data stored 
in the cloud. The support for data dynamics via the most general 
forms of data operation, such as block modification, insertion, 
and deletion, is also a significant step toward practicality, since 
services in Cloud. Computing are not limited to archive or backup 
data only. While prior works on ensuring remote data integrity 
often lacks the support of either public auditability or dynamic 
data operations, this paper achieves both. The proposed Bi-inf Key 
reveals the client and application information while data as been 
moved. Extensive security and performance analysis show that the 
proposed schemes are highly efficient and provably secure.
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I. Introduction
SEVERAL trends are opening up the era of Cloud Computing, 
which is an Internet-based development and use of computer 
technology. The ever cheaper and more powerful processors, 
together with the “software as a service” (SaaS) computing 
architecture, are transforming data centers into pools of computing 
service on a huge scale. Meanwhile, the increasing network 
bandwidth and reliable yet flexible network connections make it 
even possible that clients can now subscribe high-quality services 
from data and software that reside solely on remote data centers. 
Although envisioned as a promising service platform for the 
Internet, this new data storage paradigm in “Cloud” brings about 
many challenging design issues which have profound influence 
on the security and performance of the overall system. One of the 
biggest concerns with cloud data storage is that of data integrity 
verification at untrusted servers. In order to solve the problem of 
data integrity checking, many schemes are proposed under different 
systems and security models [2-11]. In all these works, great efforts 
are made to design solutions that meet various requirements: high 
scheme efficiency, stateless verification, unbounded use of queries 
and retrievability of data, etc. Considering the role of the verifier in 
the model, all the schemes presented before fall into two: private 
auditability and public auditability.
We proposed an efficient construction for the TPA controlled based 
BI-Inf  keys one key is generated for the usercentric and the system 
centric key .The generated key process the data storage  through 
and enhances the previous system. Portions of the work presented 
in this paper have previously appeared as an extended abstract 

[1]. We revise the paper a lot and add more technical details as 
compared to [1].

II. Related Work
Recently, much of growing interest has been pursued in the context 
of remotely stored data verification [2-10, 12-15]. Ateniese et al. 
[2] are the first to consider public auditability in their defined 
“provable data possession” model for ensuring possession of 
files on untrusted storages. In their scheme, they utilize RSA-
based homomorphic tags for auditing outsourced data, thus public 
auditability is achieved. However, Ateniese et al. do not consider 
the case of dynamic data storage, and the direct extension of their 
scheme from static data storage to dynamic case may suffer design 
and security problems. In their subsequent work [12], Ateniese et 
al. propose a dynamic version of the prior PDP scheme. However, 
the system imposes a priori bound on the number of queries and 
does not support fully dynamic data operations, i.e., it only allows 
very basic block operations with limited functionality, and block 
insertions cannot be supported.
To support updates, especially for block insertion, they eliminate 
the index information in the “tag” computation in Ateniese’s PDP 
model [2] and employ authenticated skip list data structure to 
authenticate the tag information of challenged or updated blocks 
first before the verification procedure.’ However, the efficiency 
of their scheme remains unclear. Although the existing schemes 
aim at providing integrity verification for different data storage 
systems, the problem of supporting both public auditability and 
data dynamics has not been fully addressed. How to achieve 
a secure and efficient design to seamlessly integrate these two 
important components for data storage service remains an open 
challenging task in Cloud Computing.

A. System Model
A representative network architecture for cloud data storage 
is illustrated in fig. 1. Three different network entities can be 
identified as follows: Client: an entity, which has large data 
files to be stored in the cloud and relies on the cloud for data 
maintenance and computation, can be either individual consumers 
or organizations; Cloud Storage Server (CSS): an entity, which is 
managed by Cloud Service Provider (CSP), has significant storage 
space and computation resource to maintain the clients’ data; 
Third Party Auditor: an entity, which has expertise and capabilities 
that clients do not have, is trusted to assess and expose risk of 
cloud storage services on behalf of the clients upon request. In 
the cloud paradigm, by putting the large data files on the remote 
servers, the clients can be relieved of the burden of storage and 
computation. As clients no longer possess their data locally, it is 
of critical importance for the clients to ensure that their data are 
being correctly stored and maintained. That is, clients should be 
equipped with certain security means so that they can periodically 
verify the correctness of the remote data even without the existence 
of local copies. In case that clients do not necessarily have the time, 
feasibility or resources to monitor their data, they can delegate 
the monitoring task to a trusted TPA. In this paper, we only 
consider verification schemes with public auditability: any TPA 
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in possession of the public key can act as a verified. We assume 
that TPA is unbiased while the server is untrusted. For application 
purposes, the clients may interact with the cloud servers via CSP 
to access or retrieve their prestored data.

B. Design Goals
Public auditability for storage correctness assurance1. 
Dynamic data operation support.2. 
Blockless verification3. 

Fig4. 1. Cloud Data Storage Architecture

III. Proposed Model
In this section, we present our security protocols for cloud
data storage service with the aforementioned research goals 
in mind. We start with some basic solutions aiming to provide 
integrity assurance of the cloud data and discuss their demerits. 
Then, we present our protocol which supports public auditability 
and data dynamics. We also show how to extent our main scheme 
to support batch auditing for TPA upon delegations from multi 
users.

A. Construction of the Proposed System
Cloud Computing has been envisioned as the next-generation 
architecture of IT Enterprise. It moves the application software 
and databases to the centralized large data centers, where the 
management of the data and services may not be fully trustworthy. 
SEVERAL trends are opening up the era of Cloud Computing, 
which is an Internet-based development and use of computer 
technology. In order to solve the problem of data integrity 
checking, many schemes are proposed under different systems 
and security models.
In the Proposed System Two multi Bi-Inf keys are constructed and 
implemented according to provide the service to the users in cloud 
computing while preserving the data storage security.The two 
Keys , the User Centric key and the System Centric which reveal 
the data storage through public autidability based on the TPA by 
matching the centric keys information maintained at TPA.
The proposed system best performs the previous system of 
dynamic data updates can be performed efficiently, the designs 
for distributed data storage security are also designed, we extend 
our data auditing scheme for the single client and explicitly include 
a concrete description of the multiclient data auditing scheme.
The two key BI-Inf  supports the Batch Auditing for Multiclient 
Data As cloud servers may concurrently handle multiple verification 
sessions from different clients, given K signatures on K distinct 
data files from K clients, it is more advantageous to aggregate all 
these signatures into a single short one and verify it at one time. 
To achieve this goal, we extend our scheme to allow for provable 
data updates and verification in a multiclient system. The key 
idea is to use the bilinear aggregate signature scheme [20], which 

has the following property[a]. Assume there are K clients in the 
system, and each client k has data files, The protocol is executed  
while keeping the key info .The following figure.2 shows the 
BI-Inf Keys nature. 

Fig. 2: Bi-Inf Key Based Cloud Data Storage Architecture

To effectively support public auditability without having to retrieve 
the data blocks themselves, we follow the
homomorphic authenticator technique [2, 4]. Homomorphic 
authenticators are unforgeable metadata generated from individual 
data blocks, which can be securely aggregated in such a way to 
assure a verifier that a linear combination of data blocks is correctly 
computed by verifying only the aggregated authenticator .In our 
design, we propose to use PKC-based homomorphic authenticator. 
to equip the verification protocol with public auditability.

IV. Performance Analysis
We list the features of our proposed scheme in Table 3 and make 
a comparison of our scheme Bi-Inf  Client key and the system 
key and the state of the art.

Table 3: Comparisons of Different Remote Data Integrity Checking 
Schemes

The scheme in [14] extends the original PDP [2] to support data 
dynamics using authenticated skip list. Thus, we call it DPDP 
scheme thereafter. For the sake of completeness, we implemented 
both our BLS and RSA-based instantiations as well as the state-of-
the-art scheme [14] in Linux. Our experiment is conducted using 
C on a system with an Intel Core 2 processor running at 2.4 GHz, 
768 MB RAM, and a 7200 RPM Western Digital 250 GB Serial 
ATA drive with an 8 MB buffer. Algorithms (pairing, SHA1 etc.) 
are implemented using the Pairing-Based Cryptography (PBC) 
library version 0.4.18 and the crypto library of OpenSSL version 
0.9.8h. To achieve 80-bit security parameter, the curve group 
we work on has a 160-bit group order and the size of modulus 
N is 1,024 bits. All results are the averages of 10 trials. Table 4 
lists the performance metrics for 1 GB file under various erasure 
code rate _ while maintaining high detection probability (99 
percent) of file corruption. In our schemes, rate _ denotes that 
any _-fraction of the blocks suffices for file recovery as proved 
in Theorem 3, while in [14], rate _ denotes the tolerance of file 
corruption. According to [2], if t fraction of the file is corrupted, 
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by asking proof for a constant c blocks of the file, the verifier can 
detect this server misbehavior with probability [a]and we get the 
variant of this relationship [a]. Under this setting, we quantify 
the extra cost introduced by the support of dynamic data in our 
scheme into server computation, verifier computation as well as 
communication overhead.

Table 4: Performance Comparison under Different Tolerance Rate  
of File Corruption for 1GB Fil

From Table 4, it can be observed that the overall performance of 
the three schemes is comparable to each Other, We also conduct 
experiments for multiclient batch auditing and demonstrate its 
efficiency in fig. 3, where the number of clients in the system 
is increased from 1 to approximately 100 with intervals of 4. 
As we can see, batch auditing not only enables simultaneously 
verification from multiple-client, but also reduces the computation 
cost on the TPA side. Given total K clients in the system, the batch 
auditing equation helps reduce the number of expensive pairing 
operations from 2K, as required in the individual auditing, to K 
plus 1. Thus, a certain amount of auditing time is expected to be 
saved. Specifically, following the same experiment.

Fig. 3. Performance comparison between individual auditing and 
batch auditing. The average per client auditing time is computed 
by dividing total auditing time by the number of clients in the 
system. For both tolerance rate 99% and  97%, the detection 
probability is maintained to be 99 percent.

V. Conclusion
To ensure cloud data storage security, it is critical to enable a TPA 
to evaluate the service quality from an objective and independent 
perspective. Public auditability also allows clients to delegate 
the integrity verification tasks to TPA while they themselves can 
be unreliable or not be able to commit necessary computation 
resources performing continuous verifications. Another major 
concern is how to construct verification protocols that can 
accommodate dynamic data files. In this paper, we explored the 
problem of providing simultaneous public auditability and data 
dynamics for remote data integrity check in Cloud Computing. 
Our construction is deliberately designed to meet these two 
important goals while efficiency being kept closely in mind. To 
achieve efficient data dynamics, we improve the existing proof 
of storage models by manipulating the classic Merkle Hash Tree 
construction for block tag authentication.To support efficient 
handling of multiple auditing tasks, we follow the further explore 
the technique of bilinear aggregate signature to extend our main 
result into a multiuser setting, where TPA can perform multiple 
auditing tasks simultaneously. Extensive security and performance 

analysis show that the proposed scheme is highly efficient and 
provably secure.

References
[a] IEEE Transactions on parallel and distributed systems, Vol. 

22, No. 5, May 2011,"Enabling Public Auditability and Data 
Dynamics for Storage Security in Cloud Computing.

[1] Q. Wang, C. Wang, J. Li, K. Ren, W. Lou,“Enabling Public 
Verifiability and Data Dynamics for Storage Security in 
Cloud Computing”, Proc. 14th European Symp. Research 
in Computer Security (ESORICS ’09), pp. 355-370, 2009.

[2] G. Ateniese, R. Burns, R. Curtmola, J. Herring, L. Kissner, 
Z. Peterson, D. Song,“Provable Data Possession at Untrusted 
Stores”, Proc. 14th ACM Conf. Computer and Comm. 
Security (CC ’07), pp. 598-609, 2007.

[3] A. Juels, B.S. Kaliski Jr.,“Pors: Proofs of Retrievability for 
Large Files”, Proc. 14th ACM Conf. Computer and Comm. 
Security (CCS ’07), pp. 584-597, 2007.

[4] H. Shacham, B. Waters,“Compact Proofs of Retrievability”, 
Proc. 14th Int’l Conf. Theory and Application of Cryptology 
and Information Security: Advances in Cryptology 
(ASIACRYPT ’08), pp. 90-107, 2008.

[5] K.D. Bowers, A. Juels, A. Oprea,“Proofs of Retrievability: 
Theory and Implementation”, Report 2008/175, Cryptology 
ePrint Archive, 2008.

[6] M. Naor, G.N. Rothblum,“The Complexity of Online Memory 
Checking”, Proc. 46th Ann. IEEE Symp. Foundations of 
Computer Science (FOCS ’05), pp. 573-584, 2005.

[7] E.-C. Chang, J. Xu,“Remote Integrity Check with Dishonest 
Storage Server”, Proc. 13th European Symp. Research in 
Computer Security (ESORICS ’08), pp. 223-237, 2008.

[8] M.A. Shah, R. Swaminathan, M. Baker,“Privacy-Preserving 
Audit and Extraction of Digital Contents”, Report 2008/186, 
Cryptology ePrint Archive, 2008.

[9] A. Oprea, M.K. Reiter, K. Yang,“Space-Efficient Block 
Storage Integrity”, Proc. 12th Ann. Network and Distributed 
System Security Symp. (NDSS ’05), 2005.

[10] T. Schwarz, E.L. Miller,“Store, Forget, and Check: Using 
Algebraic Signatures to Check Remotely Administered 
Storage”, Proc. 26th IEEE Int’l Conf. Distributed Computing 
Systems (ICDCS ’06), p. 12, 2006.

[11] Q. Wang, K. Ren, W. Lou, Y. Zhang,“Dependable and Secure 
Sensor Data Storage with Dynamic Integrity Assurance”, 
Proc. IEEE INFOCOM, pp. 954-962, Apr. 2009.

[12] G. Ateniese, R.D. Pietro, L.V. Mancini, G. Tsudik, “Scalable 
and Efficient Provable Data Possession”, Proc. Fourth 
Int’l Conf. Security and Privacy in Comm. Networks 
(SecureComm ’08), pp. 1-10, 2008.

[13] C. Wang, Q. Wang, K. Ren, W. Lou,“Ensuring Data Storage 
Security in Cloud Computing”, Proc. 17th Int’l Workshop 
Quality of Service (IWQoS ’09), 2009.

[14] C. Erway, A. Kupcu, C. Papamanthou, R. Tamassia, “Dynamic 
Provable Data Possession”, Proc. 16th ACM Conf. Computer 
and Comm. Security (CCS ’09), 2009.

[15] K.D. Bowers, A. Juels, A. Oprea,“Hail: A High-Availability 
and Integrity Layer for Cloud Storage”, Proc. 16th ACM 
Conf. Computer and Comm. Security (CCS ’09), pp. 187-
198, 2009.



IJCST Vol. 3, ISSue 2, AprIl - June 2012ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology 1107

[16] D. Boneh, B. Lynn, H. Shacham,“Short Signatures from 
the Weil Pairing”, Proc. Seventh Int’l Conf. Theory and 
Application of Cryptology and Information Security: 
Advances in Cryptology (ASIACRYPT ’01), pp. 514-532, 
2001.

[17] R.C. Merkle,“Protocols for Public Key Cryptosystems”, Proc. 
IEEE Symp. Security and Privacy, pp. 122-133, 1980.

[18] S. Lin, D.J. Costello,"Error Control Coding", second ed., 
Prentice- Hall, 2004.

[19] M. Bellare, P. Rogaway,“Random Oracles are Practical: A 
Paradigm for Designing Efficient Protocols”, Proc. First 
ACM Conf. Computer and Comm. Security (CCS ’93), pp. 
62-73, 1993.

[20] D. Boneh, C. Gentry, B. Lynn, H. Shacham,“Aggregate and 
Verifiably Encrypted Signatures from Bilinear Maps”, Proc. 
22nd Int’l Conf. Theory and Applications of Cryptographic 
techniques (Eurocrypt ’03), pp. 416-432, 2003.

Subash Chandra Chadalavada, received 
M.Sc. in Physics with Electronics 
specialization from Andhra University 
and M.Tech. (CSE) from JNTU Kakinada 
is working as Associate Professor 
in Department of Computer Science 
Engineering, Kakinada Institute of 
Engineering and Technology, Korangi. 
He is an active member of CSI & ISTE. 
He has 10 years of teaching experience. 

There are a couple of publications both 
national and International Conferences / Journals to his credit. His 
area of interest includes Information Security, Cloud Computing, 
Computational Photography and other advances in Computer 
Applications.

Sunad Chadalavada is a Post Graduate 
student of Kakinada Institute of 
Engineering & Technology, Korangi. 
Presently he is pursuing his M.Tech. 
(CSE) from this college and He received 
his M.Sc. in Computer Science from 
Andhra University.


