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Abstract
Randomized testing is an effective method for testing software 
units. Thoroughness of randomized unit testing varies widely 
according to the settings of certain parameters, such as the relative 
frequencies with which methods are called. In this paper, we follow 
Nighthawk, a system which uses a Genetic Algorithm (GA) to find 
parameters for randomized unit testing that optimize test coverage 
and we extend this method by using writing test before fixing bugs 
and Version Control Modulator Lists (VCML) which enhances the 
previous methods.. Designing GAs is somewhat of a black art. We 
therefore use a Feature Subset Selection (FSS) tool to assess the 
size and content of the representations within the GA. Using that 
tool, we can reduce the size of the representation substantially, 
while still achieving most of the coverage found using the full 
representation. These results suggest that FSS could significantly 
optimize meta-heuristic search-based software engineering tools. 
The VCLs dynamically upgrades the system.

Keywords
Software Testing, Randomized Testing, Genetic Algorithms, 
Feature Subset Selection, Search-Based Optimization, Testing 
Tools

I. Introduction
Software testing involves running a piece of software (the software 
under test, or SUT) on selected input data, and checking the outputs 
for correctness. The goals of software testing are to force failures 
of the SUT, and to be thorough. The more thoroughly we have 
tested an SUT without forcing failures, the more sure we are of 
the reliability of the SUT.
Randomized testing uses randomization for some aspects of 
test input data selection. Several studies [1-4], have found that 
randomized testing of software units is effective at forcing failures 
in even well-tested units. However, there remains a question of the 
thoroughness of randomized testing. Using various code coverage 
measures to measure thoroughness, researchers have come to 
varying conclusions about the ability of randomized testing to 
be thorough [2, 5-6].
The thoroughness of randomized unit testing is dependent on when 
and how randomization is applied; e.g. the number of method calls 
to make, the relative frequency with which different methods are 
called, and the ranges from which numeric arguments are chosen. 
The manner in which previously used arguments or previously-
returned values are used in new method calls, which we call the 
value reuse policy, is also a crucial factor. It is often difficult to 
work out the optimal values of the parameters and the optimal 
value reuse policy by hand.
This paper describes the Nighthawk unit test data generator. 
Nighthawk has two levels. The lower level is a randomized unit 
testing engine which tests a set of methods according to parameter 
values specified as genes in a chromosome, including parameters 
that encode a value reuse policy. The upper level is a Genetic 
Algorithm (GA) which uses fitness evaluation, selection, mutation 
and recombination of chromosomes to find good values for the 

genes. Goodness is evaluated on the basis of test coverage and 
number of method calls performed. Users can use Nighthawk to 
find good parameters, and then perform randomized unit testing 
based on those parameters. The randomized testing can quickly 
generate many new test cases that achieve high coverage, and can 
continue to do so for as long as users wish to run it.
We follow the optimization techniques for GA tools like 
Nighthawk. Using feature subset selection techniques. We are 
using writing tests before fixing bugs and Version Control Lists 
(VCL) for keeping. careful records not only of the tests that have 
been performed, but also of all changes that have been made to 
the source code of this or any other unit in the software as list. 
we recommend that meta-heuristic search-based SE tools should 
also routinely perform subset selection.

A. Randomized Unit Testing
Unit testing is variously defined as the testing of a single method, a 
group of methods, a module or a class. We will use it in this paper 
to mean the testing of a group M of methods, called the target 
methods. A unit test is a sequence of calls to the target methods, 
with each call possibly preceded by code that sets up the arguments 
and the receiver and with each call possibly followed by code that 
stores and checks results. The Nighthawk system described here 
significantly builds on this work by automatically determining 
good parameters. Designing a GA means making decisions about 
what features are worthy of modeling and mutating.

B. The Main Contributions of this Paper are as Follows:
We followed and used the Nighthawk, a novel two-level 1. 
genetic random testing system that encodes a value reuse 
policy in a manner amenable to meta-heuristic search.
We extended the method by using Writing tests for before 2. 
fixing bugs.
We are using VCLs Version Control Lists for recording 3. 
changes during the tests

II. Related Works

A. Randomized Unit Testing
“Random” or “randomized” testing has a long history, being 
mentioned as far back as 1973 [13]; Hamlet [14] gives a good 
survey. The key benefit of randomized testing is the ability to 
generate many distinct test inputs in a short time, including test 
inputs that may not be selected by test engineers but which may 
nevertheless force failures. There are, however, two main problems 
with randomized testing: the oracle problem and the question of 
thoroughness. Randomized testing depends on the generation of 
so many inputs that it is infeasible to get a human to check all 
test outputs. An automated test oracle [15], is needed. There are 
two main approaches to the oracle problem. The first is to use 
general-purpose, “high-pass” oracles that pass many executions 
but check properties that should be true of most software.
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B. Genetic Algorithms for Testing
Genetic Algorithms (GAs) were first described by Holland 
[29]. Candidate solutions are represented as “chromosomes”, 
with solution represented as “genes” in the chromosomes. The 
possible chromosomes form a search space and are associated 
with a fitness function representing the value of solutions encoded 
in the chromosome. Search proceeds by evaluating the fitness of 
each of a population of chromosomes, and then performing point 
mutations and recombination on the successful chromosomes. 
GAs can defeat purely random search in finding solutions to 
complex problems.
Meta-heuristic search methods such as GAs have often been 
applied to the problem of test suite generation. Approaches to 
GA test suite generation can be black-box (requirements-based) 
or whitebox (code-based); here we focus on four representative 
whitebox approaches, since our approach focuses on increasing 
coverage, and is therefore also white-box.

C. Nighthawk
Nighthawk, the two-level genetic-random test data generation 
system explored further in this paper, and carried out experiments 
aimed at comparing it with previous research and finding the optimal 
setting of program switches. Nighthawk’s genetic algorithm 
does not result in a single test input. Instead, it finds settings to 
parameters which control aspects of randomized testing.

1. The Design of Nighthawk
GAs generating unit tests should search method parameter ranges, 
value reuse policy and other randomized testing parameters. This 
section describes Nighthawk’s implementation of that search We 
outline the lower, randomized-testing, level of Nighthawk, and 
then describe the chromosome that controls its operation. We then 
describe the genetic-algorithm level and the end user interface. 
Finally, we describe automatically-generated test wrappers 
for precondition checking, result evaluation and coverage 
enhancement.
The following methods describe the Nighthawk System.
Randomized Testing Level, Chromosomes, Genetic Algorithm 
Level, Top-Level Application, Test Wrappers.

Fig. 1: Nighthawk Gene Types 

III. Proposed Model
Unit tests are released into the code repository along with the code 
they test. Code without tests may not be released. If a unit test 
is discovered to be missing it must be created at that time. The 
biggest resistance to dedicating this amount of time to unit tests 
is a fast approaching deadline. But during the life of a project an 
automated test can save you a hundred times the cost to create 
it by finding and guarding against bugs. The harder the test is to 
write the more you need it because the greater your savings will 
be. Automated unit tests offer a pay back far greater than the cost 
of creation.
In this paper, we are extending the previous approach by introducing 

writing test cases before bug fixing and Version control lists.

A. Writing Test Cases Before Bug Fixing
If a bug exists in your system then there are test cases missing 
from the system. When you fix a bug, even if you do write a test 
case to handle the bug how do you know you’ve tested the right 
thing? If your test is not right it will not prevent the bug from 
returning. I know of only one way to be fairly confident that a 
bug is tested well. The test needs to be written before the fix. If 
it isn’t written first you will not know.
Writing effective test cases is a skill and that can be achieved by 
some experience and in-depth study of the application on which 
test cases are being written. The basic objective of writing test 
cases is to validate the testing coverage of the application.
unit tests are effective weapons in the fight against bugs. When 
you uncover a problem in your code, write a test that exposes this 
problem before fixing the code. This way, if the problem reappears, 
it will be caught with the test.It is important to do this since you 
can’t always write comprehensive tests right away. When you 
add a test for a bug, you’re filling in the gap in your original tests 
in a disciplined way.

B. Version Control Modulation Lists (VCML)
To obtain the intended benefits from unit testing, rigorous discipline 
is needed throughout the software development process. It is 
essential to keep careful records not only of the tests that have 
been performed, but also of all changes that have been made to 
the source code of this or any other unit in the software. Use of 
a version control lists is essential. If a later version of the unit 
fails a particular test that it had previously passed, the version-
control software can provide a list of the source code changes (if 
any) that have been applied to the unit since that time. It is also 
essential to implement a sustainable process for ensuring that test 
case failures are reviewed daily and addressed immediately. If 
such a process is not implemented and ingrained into the team’s 
workflow, the application will evolve out of sync with the unit 
test suite, increasing false positives and reducing the effectiveness 
of the test suite
The above two methods enhances the Nighthawk system. In this 
approach we are enhancing the GUI appearance.
The proposed method optimizes the existing system

IV. Experments
In order to check the utility of Nighthawk genes, we turn to Feature 
Subset Selection (FSS). As shown below, using FSS, we were able 
to identify and eliminate useless genes, find a better initial value 
for one major gene type, and come to a better understanding of 
the tradeoffs between coverage and performance of Nighthawk. 
In this section, we first discuss the motivation of this work in 
more detail, and then describe the FSS method we selected.We 
describe the four major types of analysis activities we undertook, 
and then describe how we iteratively applied them.

A. Motivation
The search space of a GA is the product of the sets of values for all 
genes in a chromosome. In the simplest case, where all genes have 
R possible values and there are L genes, the size of this search space 
is RL..The run time cost to find the best possible chromosome 
is therefore proportional to this size times the evaluation cost of 
each chromosome:
cost = RL * eval
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Nighthawk’s chromosomes for the java.util classes range in size 
from 128 genes to 1273 genes (recall that the number of genes 
is dependent on such things as the number of target methods and 
the numbers of parameters of those methods), and each gene can 
have a large number of values. Nighthawk’s chromosomes store 
information related to the gene types of fig. 1
Feature Subset Selection (FSS) is a data mining technique that 
removes needless information. A repeated result is that simpler 
models with equivalent or higher performance can be built via 
FSS [44]. Features may be pruned for several reasons:
Noisy: spurious signals unrelated to the target;
Uninformative: contain mostly one value, or no repeating 
values;
Correlated to other variables: so, if pruned, their signal will remain 
in other variables.
Apart from reduced runtimes, using fewer features has other 
advantages. For example, smaller models can be simpler to 
explain and understand. Also, Miller shows that models generally 
containing fewer variables have less variance in their outputs 
[45].

B. Selecting an FSS Method
The RELIEF feature subset selector [46-47], assumes that data 
is divided into groups2 and tries to find the feature that serve to 
distinguish instances in one group from instances in other groups. 
When RELIEF was applied to Nighthawk, the instances stored 
results from one run of Nighthawk containing gene values; the 
groups were the chromosome score, divided into one of three 
groups defined below: “high plateau”, “the hole” and “slopes”. 
RELIEF is a stochastic instance-based scheme that operates over 
a set of instances, divided into groups. The algorithm randomly 
selecting N reference instances R1::RN; by default,N = 250. For 
data sets with two groups, RELIEF can be implemented using the 
simple algorithm of fig. 2. For each instance, [a].

Fig. 2: Binary RELIEF (Two Group Systems) for N Instances for 
Merit of Different Features 

C. Analysis Activities
FSS analysis of Nighthawk, we iteratively applied three distinct 
analysis activities, which we refer to as merit analysis, gene type 
ranking, and progressive gene type knockout. We extended this 
approach to write test case dynamically and using version control 
lists.
For example, fig. 3, shows the ten gene types from fig. 1, ranked in 
terms of their avgMerit as defined above, resulting from running 
the original version of Nighthawk described in [11], on the first 
set of subject units. This ranking places number of calls at the 
top, meaning that it considers genes of that type to be the most 
valuable; it also places candidateBitSet at the bottom, meaning 
that it considers genes of that type to be the most expendable.

Fig. 3: Nighthawk Gene Types Sorted by avgMerit, the Average 
RELIEF Merit Over all Genes of that Type and all Subject 
Units

However, note also Figure 4, which compares the ranks of the gene 
types from the first set of subject units. Some gene types, such as 
valuePoolActivityBitSet, have fairly consistent ranks, whereas 
others, such as candidateBitSet and numberOfCalls, have quite 
different ranks when different ranking measures are used.

D. Analysis Procedure

1. Stage 1: Initial Analysis
Java 1.5.0 Collection and Map classes. These are the 16 concrete 
classes with public constructors in java.util that inherit from 
the Collection or Map interface, which we used for our earlier 
experiments [11]. The source files total 12137 LOC, and Cobertura 
reports that 3512 of those LOC contain executable code. We 
performed a merit analysis and gene type ranking based on 
bestMerit and bestRank. We then proceeded with progressive 
gene type knockout based on the bestMerit and bestRank rankings 
of gene types.

2. Stage 2: Re-Ranking
We observed a large (around 10%) drop in coverage occurred 
at the point at which we knocked out the gene corresponding to 
numberOfCalls. This finding cast doubt on the validity of the 
bestMerit and bestRank rankings. After we re-ranked according to 
avgMerit, we saw that number of calls was the highest ranked, and 
that the avgRank ranking largely agreed with this assessment. We 
conducted a progressive gene type knockout study using avgMerit, 
and tabulated the results.

3. Stage 3: Optimizing Number of Calls
The implication of the result regarding the number of calls gene 
type was that changing the number of method calls made in the 
test case was most important to reach higher coverage. What 
was the cause of this importance? If it was due simply to the fact 
that we had chosen a sub-optimal initial value for the number 
of calls, then changing the initial value could result in a quicker 
convergence to an optimal value. Moreover, a sub-optimal initial 
value for number of calls could have the effect of skewing our FSS 
analysis, since number of calls could assume a skewed importance 
due to the need to change it. Nighthawk assigns an initial value 
of  k *jCMj to numberOfCalls.
Based on this analysis, we changed the value of k to 50; that is, we 
set the initial value of number of calls to 50 times the number of 
callable methods. In the sequel, we refer to Nighthawk with this 
change as Nighthawk version 1.1, and the original Nighthawk as 
version 1.0. 4) Stage 4: Analyzing the Optimized Version: Because 
of our concern that the sub-optimal initial number of calls value 
had skewed our previous analysis, we re-ran the merit analysis 
using Nighthawk 1.1 and the java.util classes.
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Fig. 5: Time vs Coverage Result, Compared Between One and 
Ten Gene Types, for the Apache Classes

We then performed a gene type ranking using only the avgMerit 
and avgRank measures. The results of this ranking, for both the 
java.util classes and the Apache Commons Collections classes, 
are in fig. 5. Note that while number of calls  is still ranked highly, 
now the gene type chance of true emerges as the most influential 
gene type, with upper Bound and value Pool Activity Bit Set also 
being influential for some classes 3. However, as noted even for 
Nighthawk 1.0 using the avgMerit and avgRank rankings, the gene 
types candidateBitSet and chance of null were consistently not 
useful. A progressive gene type knockout based on the avgMerit 
gene type ranking supported the validity of that ranking. knocking 
out the lowest-ranked gene types had almost no effect on eventual 
coverage, while knocking out the higherranked gene types had a 
small but more noticeable effect Furthermore, as shown in Figure 
14, it is still the case that we can achieve over 92% of the coverage 
achieved by all 10 gene types in 10% of the time if we use only 
the topranked gene type and stop the genetic algorithm early.

V. Conclusions and Futrue Work
Randomized unit testing is a promising technology that has been 
shown to be effective, but whose thoroughness depends on the 
settings of test algorithm parameters. In this paper, we have 
described Nighthawk, a system in which an upperlevel genetic 
algorithm automatically derives good parameter values for a 
lower-level randomized unit test algorithm. We have shown that 
Nighthawk is able to achieve high coverage of complex, real-world 
Java units, while retaining the most
desirable feature of randomized testing: the ability to generate 
many new high-coverage test cases quickly. We have also shown 
that we were able to optimize and simplify meta-heuristic search 
tools. Metaheuristic tools (such as genetic algorithms and simulated 
annealers) typically mutate some aspect of a candidate solution 
and evaluate the results.
If the effect of mutating each aspect is recorded, then each aspect 
can be considered a feature and is amenable to the FSS processing 
described here. In this way, FSS can be used to automatically find 
and remove superfluous parts of the search control. Future work 
includes the integration into Nighthawk of useful facilities from 
past systems, such as failure-preserving or coverage-preserving 
test case minimization, and further experiments on the effect of 
program options on coverage and efficiency. We also wish to 
integrate a feature subset selection learner into the GA level of 
the Nighthawk algorithm for dynamic optimization of the GA. 
Further, we can see a promising line of research where the cost/
benefits of a particular meta-heuristic are tuned to the particulars 

of a specific problem. Here, we have shown that if we surrender 1 
by 10 -th of the coverage, we can run Nighthawk ten times faster. 
While this is an acceptable trade-off in many domains, it may 
unsuitable for safety critical applications. More work is required 
to understand how to best match meta-heuristics (with or without 
FSS) to particular problem domains. We extended this approach 
by writing tests before bugs and version control modulator.
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