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Abstract
A transport layer protocol such as TCP has been designed for 
fixed networks with fixed end-systems. Data transmission takes 
place using network adapters, fiber optics, copper wires, special 
hardware for routers etc. This hardware typically works without 
introducing transmission errors. TCP will work perfectly for wired 
networks. To support mobility TCP require some enhancements 
However, one cannot change TCP completely just to support 
mobile users or wireless links but every enhancement to TCP 
has to remain compatible with the standard TCP. This paper gives 
overview of classical enhancements to TCP for mobility by using 
various approaches i.e. Indirect TCP, Snooping TCP, Mobile TCP, 
Fast retransmit/fast recovery, Transmission/time-out freezing 
Selective retransmission, Transaction-oriented TCP.

Keywords
Wireless TCP, I-TCP, M-TCP, Snooping TCP,T-TCP

I. Transport Layer
This layer is used in the reference model to establish an end-to-
end connection and provide services like quality of service, flow 
and congestion control are relevant, especially if the transport 
protocols known from the Internet, TCP and UDP, are to be used 
over a wireless link. Fig. 1, show the basic reference model used to 
structure communication systems which shows a Personal Digital 
Assistant (PDA) which provides an example for a wireless and 
portable device. This PDA communicates with a base station in the 
middle of the picture. The base station consists of a radio transceiver 
(sender and receiver) and an interworking unit connecting the 
wireless link with the fixed link. The communication partner of the 
PDA, a conventional computer, is shown on the right-hand side. 
Underneath each network element (such as PDA, interworking 
unit, computer), the figure shows the protocol stack implemented 
in the system according to the reference model. End-systems, such 
as the PDA and computer in the example, need a full protocol 
stack comprising the application layer, transport layer, network 
layer, data link layer, and physical layer. Applications on the 
end-systems communicate with each other using the lower layer 
services. Intermediate systems, such as the interworking unit, 
do not necessarily need all of the layers. Figure 1only shows the 
network, data link, and physical layers. As (according to the basic 
reference model) only entities at the same level communicate with 
each other (i.e., transport with transport, network with network) 
the end-system applications do not notice the intermediate system 
directly in this scenario. The following paragraphs explain the 
functions of each layer in more detail in a wireless and mobile 
environment.

A. Physical Layer
This is the lowest layer in a communication system and is 
responsible for the conversion of a stream of bits into signals 
that can be transmitted on the sender side. The physical layer of 
the receiver then transforms the signals back into a bit stream. 
For wireless communication, the physical layer is responsible for 
frequency selection, generation of the carrier frequency, signal 
detection (although heavy interference may disturb the signal), 

modulation of data onto a carrier frequency and (depending on 
the transmission scheme) encryption.

Fig. 1:

B. Data Link Layer
The main tasks of this layer include accessing the medium, 
multiplexing of different data streams, correction of transmission 
errors, and synchronization (i.e., detection of a data frame).The data 
link layer is responsible for a reliable point-to-point connection 
between two devices or a point-to-multipoint connection between 
one sender and several receivers.

C. Network Layer
This third layer is responsible for routing packets through a network 
or establishing a connection between two entities over many other 
intermediate systems. Important topics are addressing, routing, 
device location, and handover between different networks.

D. Transport Layer
This layer is used in the reference model to establish an end-to-end 
connection. It provide services like quality of service, flow and 
congestion control.TCP and UDP, are to be used over a wireless 
link.

E. Application Layer
Finally, the applications (complemented by additional layers that 
can support applications) are situated on top of all transmission 
oriented layers. Provide service location, support for multimedia 
applications, adaptive applications that can handle the large 
variations in transmission characteristics, and wireless access to 
the World Wide Web using a portable device. Very demanding 
applications are video (high data rate) and interactive gaming 
(low jitter, low latency).
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II. Different Approaches for Mobile TCP

A. Indirect TCP (I-TCP)
I-TCP segments a TCP connection into a fixed part and a wireless 
part. Fig. 1, shows an example with a mobile host connected via 
a wireless link and an access point to the ‘wired’ internet where 
the correspondent host resides. The correspondent node could also 
use wireless access. The following would then also be applied to 
the access link of the correspondent host.

Fig. 2:

Standard TCP is used between the fixed computer and the • 
access point.
Optimized TCP protocol is used between mobile hosts and • 
the access point.

The access point acting as a proxy. This means that the access 
point is now seen as the mobile host for the fixed host and as the 
fixed host for the mobile host. Between the access point and the 
mobile host, a special TCP, adapted to wireless links is used. 

Fig. 3:

I-TCP requires several actions as soon as a handover takes place. 
As Figure demonstrates, not only the packets have to be redirected 
using, e.g., mobile IP. In the example shown, the access point acts 
as a proxy buffering packets for retransmission. After the handover, 
the old proxy must forward buffered data to the new proxy because 
it has already acknowledged the data. After registration with the 
new foreign agent, this new foreign agent can inform the old one 
about its location to enable packet forwarding. Besides buffer 
content, the sockets of the proxy, too, must migrate to the new 
foreign agent located in the access point. The socket reflects 
the current state of the TCP connection, i.e., sequence number, 
addresses, ports etc. No new connection may be established for 
the mobile host, and the correspondent host must not see any 

changes in connection state.

B. Snooping TCP
As one of the drawbacks of I-TCP is the segmentation of the single 
TCP connection into two TCP connections. This loses the original 
end-to-end TCP semantic. The following TCP enhancement works 
completely transparently and leaves the TCP end-to-end connection 
intact. The main function of the enhancement is to buffer data close 
to the mobile host to perform fast local retransmission in case of 
packet loss. A good place for the enhancement of TCP could be 
the foreign agent. (See fig. 2)

Fig. 4:

In this approach, the foreign agent buffers all packets with 
destination mobile host and additionally ‘snoops’ the packet flow 
in both directions to recognize acknowledgements. The reason for 
buffering packets toward the mobile node is to enable the foreign 
agent to perform a local retransmission in case of packet loss on 
the wireless link.

C. Mobile TCP
Mobile users cannot connect at all and frequent disconnections 
are another problem. The I-TCP and Snooping TCP approaches 
suffer from being disconnected. What happens in the case of I-TCP 
if the mobile is disconnected? The proxy has to buffer more and 
more data, so the longer the period of disconnection, the more 
buffer is needed. If a handover follows the disconnection, which 
is typical, even more state has to be transferred to the new proxy. 
The snooping approach also suffers from being disconnected. 
The mobile will not be able to send ACKs so, snooping cannot 
help in this situation.
M-TCP splits the TCP connection into two parts as I-TCP does. 
An unmodified TCP is used on the standard host-Supervisory Host 
(SH) connection, while an optimized TCP is used on the SH-MH 
connection. The supervisory host is responsible for exchanging 
data between both parts similar to the proxy in I-TCP. The M-TCP 
approach assumes a relatively low bit error rate on the wireless 
link. Therefore, it does not perform caching/retransmission of 
data via the SH. If a packet is lost on the wireless link, it has to 
be retransmitted by the original sender. This maintains the TCP 
end-to-end semantics.
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D. Fast Retransmit/ Fast Recovery
Moving to a new foreign agent can cause packet loss or time out 
at mobile hosts or corresponding hosts. TCP concludes congestion 
and goes into slow start, although there is no congestion.  
As soon as the mobile host registers at a new foreign agent using 
mobile IP, it starts sending duplicated acknowledgements to 
correspondent hosts. The proposal is to send three duplicates. 
This force the corresponding host to go into fast retransmit mode 
and not to start slow start, i.e., the correspondent host continues 
to send with the same rate it did before the mobile host moved to 
another foreign agent.

E. Transmission/ Time-out freezing
While the approaches presented so far can handle short interruptions 
of the connection, either due to handover or transmission errors 
on the wireless link, some were designed for longer interruptions 
of transmission. Examples are the use of mobile hosts in a car 
driving into a tunnel, which loses its connection to, e.g., a satellite 
(however, many tunnels and subways provide connectivity via 
a mobile phone), or a user moving into a cell with no capacity 
left over. In this case, the mobile phone system will interrupt the 
connection. The reaction of TCP, even with the enhancements of 
above, would be a disconnection after a time out. 
Quite often, the MAC layer has already noticed connection 
problems, before the connection is actually interrupted from a 
TCP point of view. Additionally, the MAC layer knows the real 
reason for the interruption and does not assume congestion, as 
TCP would. The MAC layer can inform the TCP layer of an 
upcoming loss of connection or that the current interruption is not 
caused by congestion. TCP can now stop sending and ‘freezes’ 
the current state of its congestion window and further timers. If 
the MAC layer notices the upcoming interruption early enough, 
both the mobile and correspondent host can be informed. With 
a fast interruption of the wireless link, additional mechanisms 
in the access point are needed to inform the correspondent host 
of the reason for interruption. As soon as the MAC layer detects 
connectivity again, it signals TCP that it can resume operation at 
exactly the same point where it had been forced to stop. For TCP 
time simply does not advance, so no timers expire.

F. Selective Retransmission
TCP acknowledgements are cumulative, i.e., they acknowledge 
in-order receipt of packets up to a certain packet. If a single packet 
is lost, the sender has to retransmit everything starting from the 
lost packet (go-back-and retransmission). This obviously wastes 
bandwidth, not just in the case of a mobile network, but for any 
network. Using RFC 2018 (Mathis, 1996), TCP can indirectly 
request a selective retransmission of packets. The receiver can 
acknowledge single packets, not only trains of in-sequence 
packets. The sender can now determine precisely which packet 
is needed and can retransmit it.

G. Transaction-Oriented TCP
Assume an application running on the mobile host that sends a 
short request to a server from time to time, which responds with a 
short message. If the application requires reliable transport of the 
packets, it may use TCP (many applications of this kind use UDP 
and solve reliability on a higher, application-oriented layer). Using 
TCP now requires several packets over the wireless link. First, TCP 
uses a three-way handshake to establish the connection. At least 
one additional packet is usually needed for transmission of the 
request, and requires three more packets to close the connection 

via a three-way handshake.

H. Comparison of Different Approaches
The following table shows the comparison of different approaches 
of TCP in mobile environment with their advantages and 
disadvantages.
Approach Mechanism Advantages Disadvantages 
Indirect TCP splits TCP connection 

into two connections 
isolation of wireless 
link, simple 

loss of TCP semantics, 
higher latency at 
handover 

Snooping TCP “snoops” data and 
acknowledgements, local 
retransmission 

transparent for end-to-
end connection, MAC 
integration possible 

problematic with 
encryption, bad isolation 
of wireless link 

M-TCP splits TCP connection, 
chokes sender via 
window size 

Maintains end-to-end 
semantics, handles 
long term and frequent 
disconnections 

Bad isolation of wireless 
link, processing 
overhead due to 
bandwidth management 

Fast retransmit/ 
fast recovery 

avoids slow-start after 
roaming 

simple and efficient mixed layers, not 
transparent 

Transmission/ 
time-out freezing 

freezes TCP state at 
disconnect, resumes 
after reconnection 

independent of content 
or encryption, works for 
longer interrupts 

changes in TCP 
required, MAC 
dependant 

Selective 
retransmission 

retransmit only lost data very efficient slightly more complex 
receiver software, more 
buffer needed 

Transaction 
oriented TCP 

combine connection 
setup/release and data 
transmission 

Efficient for certain 
applications 

changes in TCP 
required, not transparent 

 

 

III. Influence of Mobility on TCP-Mechanisms

A. Congestion Control
As TCP assumes congestion if packets are dropped typically 
wrong in wireless networks, here we often have packet loss due 
to transmission errors.

B. Handovers
Mobility itself can cause packet loss i.e. handover, e.g. if a mobile 
node roams from one access point (e.g. foreign agent in Mobile 
IP) to another while there are still packets in transit to the wrong 
access point and forwarding is not possible.

IV. Conclusion
The following characteristics have to be considered when 
deploying applications over wireless links.

A. Data Rates
While typical data rates of today’s 2.5G systems are 10–20 
kbit/s uplink and 20–50 kbit/s downlink, 3G and future 2.5G 
systems will initially offer data rates around 64 kbit/s uplink and 
115–384 kbit/s downlink. Typically, data rates are asymmetric 
as it is expected that users will download more data compared to 
uploading. Uploading is limited by the limited battery power. In 
cellular networks, asymmetry does not exceed 3–6 times, however, 
considering broadcast systems as additional distribution media 
(digital radio, satellite systems), asymmetry may reach a factor of 
1,000. Serious problems that may reduce throughput dramatically 
are bandwidth oscillations due to dynamic resource sharing. To 
support multiple users within a radio cell, a scheduler may have 
to repeatedly allocate and deallocate resources for each user. This 
may lead to a periodic allocation and release of a high-speed 
channel.

B. Latency
All wireless systems comprise elaborated algorithms for error 
correction and protection, such as Forward Error Correction (FEC), 
check summing, and interleaving. FEC and interleaving let the 
Round Trip Time (RTT) grow to several hundred milliseconds up 
to some seconds. The current GPRS standard specifies an average 
delay of less than two seconds for the transport class with the 
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highest quality.

C. Jitter
Wireless systems suffer from large delay variations or ‘delay 
spikes’. Reasons for sudden increase in the latency are: link 
outages due to temporal loss of radio coverage, blocking due 
to high-priority traffic, or handovers. Handovers are quite often 
only virtually seamless with outages reaching from some 10 
ms (handover in GSM systems) to several seconds (intersystem 
handover, e.g., from a WLAN to a cellular system using Mobile 
IP without using additional mechanisms such as multicasting data 
to multiple access points).

D. Packet Loss
Packets might be lost during handovers or due to corruption. By 
using link-level retransmissions the loss rates of 2.5G/3G systems 
due to corruption are relatively low (but still orders of magnitude 
higher than, e.g., fiber connections!).
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