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Abstract
Grid computing is emerging as most promising and challenging 
platform for resource sharing on the web. The rapid growth of 
electronic data processing, data and resource sharing poses a 
big challenge for us to secure the grid environment especially in 
enterprise level setups. Virtual Private Networks can be regarded 
as a comprehensive solution to this problem as they provide secure 
access between two trusted networks over a untrusted network i.e. 
Internet. In this paper, we are trying to explain the advance security 
implementations which can help in securing our grid network and 
therefore the secure access to Grid resources.
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I. Introduction
The Grid vision has been described as a world in which 
computational power (resources, services, data) is as readily 
available as electrical power and other utilities, in which 
computational services make this power available to users with 
differing levels of expertise in diverse areas, and in which these 
services can interact to perform specified tasks efficiently and 
securely with minimal human intervention [4].
Grid computing can be seen as a journey along a path of integrating 
various technologies and solutions that move us closer to the final 
goal of resource sharing [5]. Its key values are in the underlying 
distributed computing infrastructure technologies that are evolving 
in support of cross-organizational application and resource 
sharing like virtualization across technologies, platforms, and 
organizations [13]. Grid computing can be seen as an environment 
that provides the ability to share and transparently access resources 
across a distributed and heterogeneous environment. It requires the 
technology to virtualize certain resources, but also technologies and 
standards in the areas of scheduling, security, accounting, systems 
management [13-14]. Grid computing involves an evolving set of 
open standards for Web services and interfaces that make services, 
or computing resources, available over the Internet [4].
Grid computing can be considered as a platform that will provide 
the uniform access to all the available computing resources, 
services and applications [5]. This will raise multiple security 
issues in grid computing infrastructure that will generate lot of 
threats to existing applications, resources, services and databases 
etc. this is because the Grid services that traverse multiple domains 
and hosting environments need to be able to interact with each 
other to allow domains to exchange messages, allow each party 
to specify security policy applied to a secure conversation, and 
provide mechanisms to identify a user from one domain in another 
domain [14].
Virtual Private Network (VPN) can solve this issue because 
multiple VPN technologies have been widely used to provide 
secure site-to-site connectivity and remote access of various 
resources, services and applications [7]. 

Virtual Private Network is a generic term used to refer to the 
capability of both private and public networks to support 
a communication infrastructure connecting geographically 
dispersed sites where users can communicate among them as if 
they were in a private network. VPN allows a trusted network to 
communicate with another trusted network over untrusted or public 
networks such as internet to implement secure and safe sharing 
of data and resources [7]. VPNs can offer security and privacy 
to the applications which generate file transfers across Grids by 
relying on data-access protocols that do not provide integrity and 
confidentiality. VPNs can support data isolation by separating, for 
each VPN, the forwarding control plane, the signaling and the 
routing information in the intermediate forwarding devices.
The Grid vision has been described as a world in which 
computational power (resources, services, data) is as readily 
available as electrical power and other utilities, in which 
computational services make this power available to users with 
differing levels of expertise in diverse areas, and in which these 
services can interact to perform specified tasks efficiently and 
securely with minimal human intervention [4].
Grid computing can be seen as a journey along a path of integrating 
various technologies and solutions that move us closer to the final 
goal of resource sharing [5]. Its key values are in the underlying 
distributed computing infrastructure technologies that are evolving 
in support of cross-organizational application and resource 
sharing like virtualization across technologies, platforms, and 
organizations [13]. Grid computing can be seen as an environment 
that provides the ability to share and transparently access resources 
across a distributed and heterogeneous environment. It requires the 
technology to virtualize certain resources, but also technologies and 
standards in the areas of scheduling, security, accounting, systems 
management [13-14]. Grid computing involves an evolving set of 
open standards for Web services and interfaces that make services, 
or computing resources, available over the Internet [4].
Grid computing can be considered as a platform that will provide 
the uniform access to all the available computing resources, 
services and applications [5]. This will raise multiple security 
issues in grid computing infrastructure that will generate lot of 
threats to existing applications, resources, services and databases 
etc. this is because the Grid services that traverse multiple domains 
and hosting environments need to be able to interact with each 
other to allow domains to exchange messages, allow each party 
to specify security policy applied to a secure conversation, and 
provide mechanisms to identify a user from one domain in another 
domain[14].
Virtual Private Network (VPN) can solve this issue because 
multiple VPN technologies have been widely used to provide 
secure site-to-site connectivity and remote access of various 
resources, services and applications [7]. 
Virtual Private Network is a generic term used to refer to the 
capability of both private and public networks to support 
a communication infrastructure connecting geographically 
dispersed sites where users can communicate among them as if 
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they were in a private network. VPN allows a trusted network to 
communicate with another trusted network over untrusted or public 
networks such as internet to implement secure and safe sharing 
of data and resources [7]. VPNs can offer security and privacy 
to the applications which generate file transfers across Grids by 
relying on data-access protocols that do not provide integrity and 
confidentiality. VPNs can support data isolation by separating, for 
each VPN, the forwarding control plane, the signaling and the 
routing information in the intermediate forwarding devices.

II. Virtual Private Network for Enterprise
VPN generally use the Internet to route Local Area Network (LAN) 
traffic from one private network to another by encapsulating the 
LAN traffic in Internet Protocol (IP) packets [7]. It has following 
characteristics:

Encrypted traffic to prevent eavesdropping• 
Remote site is authenticated• 
Multiple protocols are supported• 
Connection is point to point• 
Cost is reduced• 

VPN is different from an expensive system of owned or leased 
lines that can only be used by one organization [7]. It is important 
to note that the goal of VPN is to provide the same capabilities 
to the organization but at much lower cost. VPN offers following 
services in the Internet scenario:

Controlled data exchange• 
Secure communication• 
Validation• 

III. Virtual Private Networks: Classification
Although there are many ways to configure and setup a VPN 
according to the enterprise requirement, the two most popular 
approaches are as follows:

Remote Access VPN• 
Site-to-site VPN• 

The Remote Access VPN benefit an organization by allowing 
mobile users to work from remote locations such as home, hotels, 
airport internet kiosks and Internet cafes as if they were directly 
connected to their organization’s network. Organizations do not 
need to maintain a huge pool of modems and access servers to 
accommodate remote users. Additionally, they save money by not 
having to pay for the toll-free numbers and long distance phone 
charges. Some commonly used remote access VPN protocols are 
SSL VPN, IPsec, L2TP, L2TP over IPsec, and PPTP.
Following figure shows a deployment model in which different 
types of remote users are using the remote access VPN technologies. 
The fig. illustrates a mobile user, a home-office user, and a number 
of small branch office users accessing corporate resources using 
the remote access protocols.

Fig. 1: Remote Access VPN

Site-to-site VPN allows an organization to establish secure 
connections between two or more offices so that it can send traffic 
back and forth using a shared medium such as the Internet. These 
connections can also be used to connect the private or semiprivate 
networks of an organization with the private or semiprivate 
networks of a different organization over the shared medium [9]. 
This eliminates the need for dedicated leased lines to connect the 
remote offices to the organization’s network. IPsec, GRE, and 
MPLS VPN are commonly used site-to-site VPN protocols.

Fig. 2: Site-to-site VPN

IV. Virtual Private Networks: Security Architecture
In VPN, the communication is achieved through a technique called 
as Tunneling. A tunnel is a means of forwarding data across a 
network from one node to another, as if the two nodes were directly 
connected [9]. This is achieved by encapsulating the data in which 
an extra header is added to the data sent by the transmitting end 
of the tunnel, and data are forwarded by intermediate nodes based 
in this outer header without looking the contents of the original 
packet. A VPN involves two entities in the security techniques: 
the protected or ‘inside’ network, which provides physical and 
administrative security to protect the transmission, and a less 
trustworthy, ‘untrusted’, outside network which is usually through 
internet.

V. Tunneling Security Protocols
VPN transmits data by means of tunneling. Before a packet is 
transmitted, it is encapsulated (wrapped) in a new packet, with a 
new header. This header provides routing information so that it 
can traverse a shared or public network, before it reaches its tunnel 
endpoint. This logical path that the encapsulated packets travel 
through is called a tunnel. When each packet reaches the tunnel 
endpoint, it is “decapsulated” and forwarded to its final destination. 
Both tunnel endpoints need to support the same tunneling protocol 
[10]. Tunneling protocols are operated at either the OSI (Open 
System Interconnection) layer two (data-link layer), or layer three 
(network layer). The most commonly used tunneling protocols are 
IPsec, L2TP, PPTP and SSL. A packet with a private non-routable 
IP address can be sent inside a packet with globally unique IP 
address, thereby extending a private network over the Internet. 
Tunneling enables the encapsulation of a packet from one type of 
protocol within the datagram of a different protocol. For example, 
VPN uses PPTP to encapsulate IP packets over a public network, 
such as the Internet. Following protocols are being implemented 
in VPN security as per the type of VPN setup:

A.  Secure Socket Layer (SSL) Protocol
The SSL protocol was developed by Netscape to promote 
e-commerce sites that required data encryption and user 
authentication. With online banking, for example, the user session 
is securely established by using this protocol. Even though it was 
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originally designed to provide secure web access, organizations 
are increasingly leveraging this protocol to provide secure access 
to commonly used applications, such as Simple Mail Transfer 
Protocol (SMTP), Post Office Protocol version 3 (POP3), and 
Internet Message Access Protocol (IMAP).

Fig. 3: SSL protocol

The greatest strength of SSL VPN comes from the fact that SSL 
is a mature protocol and is readily available in virtually all web 
browsers. Using SSL VPN, you can securely navigate your 
internal web server, or even check your e-mails, from a kiosk 
or Internet café. You can customize the SSL VPN solution to 
meet any business requirement. This includes not only providing 
access to corporate resources without loading a VPN client but 
also providing strong data confidentially while using a cost-
effective and flexible method [10]. The Cisco solution enhances 
the SSL VPN functionality to provide many deployment modes 
that include the following [4]:

1. Clientless Mode
Provides secure access to corporate resources, specifically web 
and e-mail servers, without loading any applets or other clients.

2. Thin Client Mode
Provides access to most of the TCP-based protocols, such as 
SMTP, POP, Secure Shell (SSH), Terminal, and Telnet by loading 
a Java applet on the client machine.

3. Full Tunnel Mode
Provides full access to corporate resources as if you were 
connected directly to the network. This mode requires you to 
use a dynamically downloadable SSL VPN client before access 
is granted
SSL VPN offers the advantage that it is platform independent. Using 
any browser that supports SSL, you can access resources without 
worrying about the underlying operating system. Secondly, you 
do not have to troubleshoot a third-party VPN client, should the 
connection not work as expected. Additionally, SSL VPN solves 
the network traversal problem, as many organizations restrict most 
forms of VPN traffic, such as IPsec and PPTP, to pass through 
their networks [1].

B.  Secure Socket Tunneling Protocol (SSTP)
This is a new tunneling protocol that uses the HTTPS protocol over 
TCP port 443 to pass traffic through firewalls and Web proxies 
that might block PPTP and L2TP/IPsec traffic. SSTP provides a 
mechanism to encapsulate PPP traffic over the Secure Sockets 
Layer (SSL) channel of the HTTPS protocol. The use of PPP 
allows support for strong authentication methods, such as EAP-
TLS. SSL provides transport-level security with enhanced key 
negotiation, encryption, and integrity checking.
When a client tries to establish a SSTP-based VPN connection, 

SSTP first establishes a bi-directional HTTPS layer with the SSTP 
server. Over this HTTPS layer, the protocol packets flow as the 
data payload [3].
Encapsulation: SSTP encapsulates PPP frames in IP datagrams for 
transmission over the network. SSTP uses a TCP connection (over 
port 443) for tunnel management as well as PPP data frames.
Encryption: The SSTP message is encrypted with the SSL channel 
of the HTTPS protocol.

C. Internet Protocol Security (IPSec)
IPsec is the most widely used VPN technology. Because it 
provides protection at the IP level (Layer 3), it can be deployed 
to secure communication between a pair of gateways, a pair of 
host computers, or even between a gateway and a host computer. 
It offers the security features that are required in the enterprise and 
service provider infrastructures. IPsec was designed to provide 
data integrity to ensure that packets have not been modified during 
transmission, packet authentication to make sure that packets 
are coming from a valid source, and data encryption to assure 
confidentiality of the content.
Internet Key Exchange (IKE) uses the framework provided by 
the Internet Security Association and Key Management Protocol 
(ISAKMP) and parts of two other key management protocols, 
namely Oakley and Secure Key Exchange Mechanism (SKEME). 
The purpose of IKE, as defined in RFC 2409, “The Internet Key 
Exchange,” is to negotiate different security associations (SA) by 
using the available key management protocols [1].
ISAKMP negotiates using two phases. In Phase 1, ISAKMP 
creates a secure and authentic communication channel between 
the peers. By using this bidirectional channel, the VPN peers 
can agree on how the further negotiation should be handled by 
sending protected messages to one another. Phase 2 negotiations 
then create two unidirectional channels that are used to secure 
and authenticate the actual data packets.

Fig. 4: IPSec Phases

The Cisco IPsec remote access solution introduces two additional 
sets of negotiations to successfully negotiate an IPsec tunnel [1]. 
These negotiations also referred to as Phase 1.5, include extended 
authentication (X-AUTH) and mode configuration (mode config) 
to provide additional security enhancements. Figure 4 illustrates 
these different phases. During X-AUTH, the VPN client is 
prompted to provide user credentials for authentication. After 
successful authentication, the IPsec gateway pushes a number 
of configuration parameters and security policies to the end-user 
connection in mode config [2].

D. Point-to-Point Tunneling Protocol
Point-to-Point Tunneling Protocol (PPTP) is a client-server 
network protocol that allows remote users to access network 
resources over the Internet. PPTP was developed by Microsoft 
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and is documented in RFC 2637. PPTP packages data within 
Point-to-Point Protocol (PPP) and then wraps the data within IP 
packets [6]. PPTP uses an extended version of Generic Routing 
Encapsulation (GRE) Protocol as the encapsulating mechanism 
to make the IP packets routable.
PPTP encapsulates PPP frames in IP datagrams for transmission 
over the network [12]. PPTP uses a TCP connection for tunnel 
management and a modified version of Generic Routing 
Encapsulation (GRE) to encapsulate PPP frames for tunneled 
data [11]. The payloads of the encapsulated PPP frames can be 
encrypted, compressed, or both. The following figure shows the 
structure of a PPTP packet containing an IP datagram.

Fig. 5: Structure of a PPTP Packet Containing an IP Datagram

With PPTP, the client uses TCP port 1723 to initiate the 
connection to the PPTP gateway. The gateway prompts the user 
for authentication credentials [9]. After successfully authenticating 
the user and negotiating other parameters, such as compression 
and encryption, the client encapsulates data packets in GRE 
and transmits them to the gateway over an insecure connection. 
The gateway de-encapsulates the packets and places them on 
the private network. Fig. 5, illustrates the communication and 
transport channels of PPTP. The data confidentiality is provided 
through 40-bit or 128-bit encryption using Microsoft Point-to-
Point Encryption (MPPE), similar to L2TP.

Fig. 6: PPTP Connections

PPTP functionality is freely available in most versions of Microsoft 
Windows operating systems. Consequently, it is the preferred 
choice for organizations that do not want to load a third-party 
VPN client and use solely Windows-based operating systems [8]. 
However, PPTP is not a widely deployed remote access technology 
because of security flaws in its protocol implementation [1, 2].

E. Layer 2 Tunneling Protocol (L2TP)
It documented in RFC 2661, combines features from Layer 2 
Forwarding (L2F) from Cisco Systems and PPTP from Microsoft. 
Documented in RFC 3931, enhancements were made in version 
3 to add security features and improved encapsulation that meet 
the emerging industry requirements [3, 6]. It packages data within 
Point-to-point Protocol (PPP) and uses registered User Datagram 
Protocol (UDP) port 1701 for both tunnel negotiations and data 
encapsulation [13].

Fig. 7: L2TP Model

Encapsulation for L2TP/IPsec packets consists of two layers: A 
PPP frame (an IP datagram) is wrapped with an L2TP header and 
a UDP header [12]. The resulting L2TP message is then wrapped 
with an IPsec Encapsulating Security Payload (ESP) header and 
trailer, an IPsec Authentication trailer that provides message 
integrity and authentication, and a final IP header [3]. In the IP 
header is the source and destination IP address that corresponds 
to the VPN client and VPN server. (Fig 8 and 9)
 

Fig. 8: Structure of an L2TP Packet Containing an IP Datagram

Fig. 9: Encryption of L2TP Traffic with IPsec ESP

L2TP can replace remote access deployments that currently use 
PPTP and L2F technologies [9]. L2TP is usually deployed in two 
remote access models:
Voluntary tunnel model: This model works in a manner similar to 
PPTP, because the tunnel is initiated by an L2TP-enabled client 
and is terminated on an L2TP-enabled server [12]. Consequently, 
the L2TP tunnel is established between the client and the server, 
and the Internet Service Provider (ISP) does not need to have 
L2TP enabled in its infrastructure. Part (a) of fig. 1 to 5, illustrates 
this model.
Compulsory tunnel incoming call model: This model works 
in a manner similar to L2F, where a PPP session is established 
between the end workstation and the ISP gateway [2]. Based on 
user authentication, the L2TP session is initiated by the ISP L2TP 
Access Concentrator (LAC) to the L2TP network server (LNS) 
that is owned by the organization. Therefore, the end user does 
not even know that the L2TP tunnel exists between the ISP LAC 
and the corporate LNS, as depicted in part (b) of fig. 6 [9].
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VI. Conclusion
VPN (Virtual Private Network) technology provides a way of 
protecting information being transmitted over the Internet, by 
allowing users to establish a virtual private “tunnel” to securely enter 
an internal network, accessing resources, data and communications 
via an insecure network such as the Internet. It provide advanced 
security to enterprise level setups by providing high level security 
services like data encryption, data confidentiality, data integrity 
check and authentication in trusted and untrusted networks. These 
features can be effectively utilized in establishing a secure grid 
infrastructure by enhancing the security in the various enterprise 
level organizations. The ultimate goal of grid computing can be 
achieved by enforcing these types of security considerations. 
Although few aspects of connectivity in VPN are still not very 
secure but due to encryption and authentication these can be handled 
easily for sharing resources in the universal grid environment
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