
IJCST Vol. 3, ISSue 2, AprIl - June 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m926    InternatIonal Journal of Computer SCIenCe and teChnology 

Abstract
In this paper, the developing of IDS method in which the evolving 
growth of the internet topology and the growth of the internet users 
which makes the modeling of the network with attack free data 
is difficult. Real world test has shown overwhelming numbers 
of false alarms of attack and little success in filtering them out. 
The simplest IDS are a guard patrol. Guards who walk on the 
corridors and perimeter of a facility are very effective at identifying 
attempts of break-in on the premises. If anything goes wrong, they 
will either raise the alarm or attempt to challenge the intruder. 
IDS are designed to function like a burglar alarm on your house 
where these systems should record suspicious activity against 
the target system or network, and should alert the information 
security manager or support staff when an electronic break-in 
is underway. In this work an Intrusion Detection System (IDS) 
is a security layer used to detect ongoing intrusive activities in 
information systems. 
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A. Self-Similar Traffic

I. Introduction
An intrusion is technically defined as “an attempt by an unauthorized 
entity to compromise the authenticity, integrity, and confidentiality 
of a resource.” The role of an intrusion detection system (IDS) is 
to attempt to trap a hacker’s presence on a compromised network, 
to weed out any malfeasance as a result of the hacker’s presence 
[3], and to catalogue the activities so that similar attack scan be 
avoided in the future [1]. Intrusions include the following types 
of attacks:

Malign sensitive information on internal networks.• 
Appropriate confidential and proprietary information.• 
Dampen functionalities and resources available to possible • 
legitimate users.

IDSs are required to prevent problems arising out of an attack. 
Rectification of damage wrought by an attacker [3] and the 
subsequent legal issues can be far more costly and time consuming 
than detecting the attacker’s presence and 
removing him at an earlier stage. IDSs give a very good logged 
account of the means and modalities used by various attackers, 
which can be used to prevent and circumvent possible future attacks 
[8]. Thus, present day  intrusion detection capabilities provide 
organization with a good source for overall security analysis. 
The question as to what kind of intrusion detection system to 
deploy depends  on the size and scale of the organization’s internal 
networks [4],  the amount of   confidential information maintained 
on the network, and so on. From time to time, attackers will manage 
to compromise other security measures, such as cryptography 
[2], firewalls, and so on. It is crucial that knowledge of these 
compromises immediately flow to the administrators. Such tasks 
can be easily accomplished using intrusion detection systems. 
Negligence of administrators is a problem in network security. 

Deployment of intrusion detection systems can aid administrators 
in figuring out any missed vulnerability or exploits that a potential 
attacker [3] could perform.

A. Types of Intrusion Detection Systems
IDSs fall under many different categories depending on their 
functionality and architecture. Each type has its own specialized 
functionalities. An organization [15], wishing to install IDS 
normally goes through a comprehensive review of their needs 
and security requirements before choosing suitable IDS. Basically, 
IDSs are classified under the following categories [1]:

Host-based intrusion detection systems• 
Network-based intrusion detection systems• 

Underneath the hood, IDS products function either as a host-based 
intrusion detection system (HIDS) [2] or a network-based intrusion 
detection system (NIDS) [5]. There are positives and negatives 
with each type. With an HIDS product, the product protects the 
system by monitoring a single system. There are a number of 
different ways that an HIDS can monitor the system. One of the 
more common ways is for the HIDS product to monitor all network 
traffic [3] entering or leaving the host. The HIDS product can 
also function by monitoring the log files on the system itself. The 
disadvantage of using an HIDS product is that the product, by 
its very nature, cannot detect common network preamble attacks 
such as a ping sweep. A network-based intrusion detection system 
(NIDS) [5] works by monitoring a network segment to determine 
if the network traffic matches the pattern of a well known network 
attack. This type of system can detect preamble attacks such as 
a ping sweep, but can be fooled by high network congestion and 
encryption. Also, the NIDS [5] can have a lag time for new network 
attacks being written to the intrusion detection system profile. A 
new network attack may bypass the NIDS device until the attack 
pattern [4].

B. Host-Based Intrusion Detection Systems (HIDS)
Host-based IDSs (HIDS) [2] are designed to monitor, detect, 
and respond to activity and attacks one given host. In most 
cases, attackers target specific systems on corporate networks 
that have confidential information. They will often try to install 
scanning programs and other vulnerabilities that can record user 
activity on a particular host. A HIDS allows an organization or 
individual owners [4] of a host on a network to protect against 
and detect adversaries who may incorporate security loopholes 
or exploit other vulnerabilities. Some HIDS tools provide policy 
management, statistical analysis, and data forensics at the host 
level. HIDSs are best used when an intruder tries to access particular 
files or other services that reside on the host computer. In most 
cases, the HIDS are integrated into the operating systems that 
the host is running. Because attackers mainly focus on operating 
system vulnerabilities to break into hosts, such placement of the 
IDS proves very beneficial. Historically, [2] many HIDSs were 
installed on the respective hosts themselves, because no separate 
intrusion detection entity could be provided for large mainframes 
(which needed much security) in a cost effective manner. This 
method caused some security bottlenecks. An intruder able to 
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successfully overcome the IDS and the inherent security features 
of the host could disable the IDS for further actions [3]. Such 
disadvantages are overcome when the IDS is physically separated 
from the hosts themselves. With the advent of personal computers 
and cheaper hardware accessories, separate entities for placing 
IDSs are favored [1].

Fig. 1: Centralized IDS

II. Network-Based Intrusion Detection  
Network-based IDSs (NIDS) capture network traffic (usually on 
the network as a whole or from large segments of it) for their 
intrusion detection operations [15]. Most often, these systems 
work as packet sniffers that read through incoming traffic and use 
specific metrics to conclude that a network has been compromised. 
Various 
Internets and other proprietary protocols, such as Transmission 
Control Protocol/Internet Protocol (TCP/IP), [3] NetBEUI, XNS 
and so on, which handle messages between external and internal 
networks, are vulnerable to attack and have to rely on additional 
means to detect malicious events. Frequently, intrusion detection 
systems have difficulty in working with encrypted information 
and traffic from virtual private networks. Speed (over 1 Gbps) is 
a constraining factor, though recent releases of NIDSs [5] have 
the ability to work much faster.
NIDSs can be centralized or distributed in control. In centralized 
control mechanisms, a central entity is responsible for analyzing 
and processing the logged information provided by the various 
constituent IDSs. The constituent systems can also be HIDSs [2]. 
On the other hand, NIDSs can be on distributed architectures. 
Corporate networks can be spread over great distances. Some 
attacks target an organizations entire network spread over such 
big dimensions. Distributed systems could be integrated for 
performance and operations under such environments. Many 
features from distributed theory [3] (such as cooperative agents) 
[6] could be applied to realize operations under such IDSs. 
Cooperative agents are one of the most important components 
of distributed intrusion detection architecture. An agent, in 
general, is an entity that acts for or represents another entity. In 
the software area, an agent is an autonomous or semi-autonomous 
piece of software that runs in the background and performs useful 
tasks for another. Relative to IDSs, [1] an agent is generally a 
piece of software that senses intrusions locally and reports attack 
information to central analysis servers. The cooperative agent’s 
[6] themselves could form a network among themselves for data 
transmission and processing. The use of multiple agents across a 
network allows broader view of the network than may be possible 
with single IDS or centralized IDSs. At the interior nodes, packets 

are simply forwarded/scheduled according to the PHB associated 
with their DSCPs. Thus, this architecture achieves scalability by 
aggregating the traffic classification state, performed by the ingress 
routers, into the DSCPs. The DiffServ interior nodes do not have 
to maintain per flow states as is the case with, say, IntServ. In other 
words, in a DiffServ domain, the maintenance of per flow states 
is limited to the DiffServ cloud boundary, that is, the boundary 
(ingress) nodes  [11].

 
Fig. 2:  Distributed IDS

A. Methods and Modes of Intrusion Detection
IDSs can operate in different modes. Essentially, the purpose of 
designing such modes of operation is to have a basis for analysis 
of network packets. These metrics can be used to deduce whether 
a particular network or system has been compromised or not. In 
most cases, the information collected indicates to the administrator 
whether or not further action needs to be taken. The most important 
of these modes are listed here:

Anomaly detection• 
Misuse detection• 

Anomaly detection is the process of scanning for abnormal activity 
that is encountered on the network. Most systems maintain a good 
log of the kinds of activities that take place on their networks and 
sensitive hosts. Such information can be used for comparison and 
contrast of all activity that takes place on the network. Unless 
administrators define static rules for new kinds of activity on the 
network, any deviation from the normal activity would be referred 
to as an anomaly.IDS will alert network administrators when it 
encounters anomalous activity. A variety of metrics can be used 
for detecting anomalous activities. Some of the more prominent 
ones are as follows [11]:
(a) Most often an IDS uses parametric curves to account for 
historical data that it has logged. In some case, learning curves 
can be devised from a design perspective to fit the log data. Any 
new activity that does not properly fit into such curves or that 
shows heavy deviation from normal curve projections can be 
classified as anomalous features that represent a specific attack 
or pattern of attacks [3]. Signatures are generated in most cases 
following an actual Many commercial products store characteristic 
features of most of the known attacks that have been found and 
accounted for to compare them with future network activity. 
Sophisticated techniques, such as state-based analysis, are very 
useful in analyzing the signatures of attacks and the subsequent 
intrusion detection process. Normally when misuse detection 
techniques are employed, highly skilled administrators are not 
required to infer an attacker‟s activity. It becomes very easy for a 
moderately skilled administrator [13] to take evasive or remedial 
measures when attacks are detected by signature based IDSs. In 
addition to the aforementioned advantages, misuse based IDSs 
operate quickly and efficiently. Nonetheless, because signatures 
are predetermined based on the past history of attacks and attacks 
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that are already known, newer and covert attacks that do not fit 
the description of the designed signatures may succeed in passing 
through such IDSs [1]. A high profile survey of potential attacks 
and their signatures is required to make an effective design of 
such systems. This is reflected in the amount of cost involved in 
their architecture and implementation.
(b)Static rules can be set for file access, processor utilization, 
resource utilization, and so on from which anomalous activities can 
be inferred. For example, sudden and high utilization of Central 
Processing Unit (CPU) power on particular systems can be seen 
to be an anomaly. Extraneous processes could be a reason for the 
change in such processor activity. Permissible thresholds [13] 
can be set for resource utilization and sensitive resources can be 
continuously monitored for anomaly. Many kinds of denial-of-
service attacks can be weeded out under such a scheme. 
(c)When a remote system intended for use by remote users shows 
activity locally, this could because for alarm. User systems that 
show activity at abnormal hours when the intended user, who may 
be designated to use the system, should not be logged in might 
also be indicative of abnormal activities.
(d)Port scanners are tools that an attacker can use to scan through 
a host’s transmission control protocol (TCP) [3] or transport layer 
connection ports to evaluate host activity and find unused ports. 
One approach is to monitor normally unused ports present on 
a system. For example, if there is a sudden surge of activity on 
a particular port that has never been used, an alarm could be 
raised.
(e)In some instances, anomalies can be defined or modeled 
statically or heuristically using soft computing techniques such 
as fuzzy logic [7], neural networks, evolutionary computing, 
genetic algorithms, and so on. The performance of such systems 
is usually high end.
Even though anomaly based IDSs [1] are widespread and 
highly successful in most environments, they possess various 
disadvantages, too. The main drawback with anomaly based 
systems is that they can raise a high proportion of false alarms. 
False alarms are raised when legitimate activity that differs from 
observed patterns of history occur. Anomaly based IDSs can be 
very useful in creating and modifying signatures of user activity 
and accounts. Signatures are very useful metrics in misuse based 
IDSs.

III. Misuse Detection or Pattern Matching
Misuse detection is another method employed by IDSs. The main 
job of these systems is to compare activities with pre-generated 
signatures. Signatures are normally a set of characteristic. IDSs 
often have both accurate detections and missed attacks. Depending 
on the type of alarm raised [8] by the IDS and the actual intrusion 
scenario, the following types of detection results are possible.

True positive - Occur when an actual attack occurs and the • 
IDS responds to it by raising the appropriate alarm. Further 
action by the administrators to counter the attack is required 
when true positives occur.
True negatives - Normal activity as expected by the • 
administrators from the IDS. When no attacks happen, the 
intrusion detection system has no reason to raise alarms.
False positives - Typically known as false alarms, these occur • 
when an IDS reads legitimate or no activity as being an 
attack. This is a very serious drawback in intrusion detection 
systems.
False negative - When a potential or genuine attack is missed • 
by the IDS. The more occurrences of this scenario, the more 

doubtful the accountability of the IDS and its technology.

 Fig. 3: Detection Issues in IDSs

A. Responses to Intrusion Detection
Intrusion detection systems demand various modes of responses 
when alarms are triggered. The degree of responses depends on 
the type of attack carried out and the type of alarm generated. 
Many false positive alarms do not require the administrator to 
respond, yet it would be beneficial to the administrator to log 
when false positive alarms occur so that the information can be 
used in the future. Both active and passive modes of responses 
can be incorporated into the systems, some of which are shown 
in the following list [1]:

1. Block IP Address
IDSs can effectively block the internet protocol (IP) address from 
which the attack originated. This scheme may not be effective 
against a vigilant attacker who spoofs the source IP address 
during his attacks. Nonetheless, blocking IP addresses proves 
very effective against spam and denial-of-service attacks.

2. Terminate Connections
The connections or sessions that the intruder maintains with the 
compromised system can be disrupted. RESET TCP packets can 
be targeted at the attacker [16] so that he loses his established 
connections with the hosts. Routers and firewalls can be 
reconfigured to take appropriate actions depending on the severity 
of the intrusion.

3. Acquire Additional Information
Active responses can include collecting information onor 
observing the intruder over a period of time. Audit logs and sensory 
mechanisms can be alerted to work more carefully during such 
information gathering periods. The gathered information can 
be used subsequently to analyze the pattern of the attacker and 
make the whole IDS more robust. In addition, mechanisms can 
be devised to take legitimate actions against the intruder when 
sufficient knowledge about his origin is known.

B. Common Attacks
Many varieties of attacks can be detected using IDSs [1]. Many 
of the attacks focus on altering user records [3] and creating back 
doors for the attacker. Back doors serve as an entry point for 
attackers (the creator of the back door or others) to launch attacks 
at unexpected times. Vulnerability analysis deals with the detection 
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and removal of such back doors so that they cannot be used as 
exploits. In most cases, the attacker wants some personal gains 
out of an attack. Attackers may target bank accounts and financial 
organizations with the intention of embezzling money [9]. In such 
cases, personal profiling of the attacker is highly recommended. 
Some of the well known attack types are as follows:

1. Denial-of-Service
Attacks intended to deprive legitimate users from accessing 
network resources and functions. Constant attempts to log on to 
a server by the intruder can slow down the server’s processing 
abilities and decrease or eliminate its ability to service legitimate 
users. Financial organizations run the risk of losing disgruntled 
customers when such attacks are prevalent. A typical example of a 
denial-of-service attack is the ping of death. Ping-of-death attacks 
occur when an attacker causes a sudden surge in ping messages 
to a particular host or network. If the target system’s processing 
power is not well protected, a huge amount of power could be 
wasted in responding to the ping-of-death attack [9]. When the 
target system exceeds its processing threshold, the entire system 
collapses. Detriment to the capacity of resources such as memory, 
bandwidth, and so on can fall under this category.

2. Spam
Another well-known mode of interrupting legitimate activity on 
a network. A user receiving a flood of spam messages has to sort 
out these messages from legitimate e-mail, resulting in decreased 
efficiency at many organizations. IDSs should be capable of 
figuring out and fixing the spam issue.

3. Scanning
Scanning of network traffic [4] or data may be another activity 
of interest to attackers. Scanning activities may be used to gain 
knowledge about the following:

System parameters• 
Host activities• 
Types of network on the secured system• 
Types of resources involved• 
Type of services provided• 
Operating systems used• 
Vulnerabilities present on the network.• 

IV. Internet Network
Many networks exist in the world, often with different hardware 
and software. People connected to one network often want to 
communicate [14] with people attached to a different one. The 
fulfillment of this desire requires that different, and frequently 
incompatible networks, be connected, sometimes by means of 
machines called gateways to make the connection and provide the 
necessary translation, both in terms of hardware and software. A 
collection of interconnected networks is called an internet network 
or internet. These terms will be used in a generic sense, in contrast 
to the worldwide Internet (which is one specific internet), which we 
will always capitalize. A common form of internet is a collection of 
local area networks (LANs) [3] connected by a wide area network 
(WAN). In fact, if we were to replace the label subnet‟ in  WAN, 
nothing else in the figure would have to change. The only real 
technical distinction between a subnet and a WAN in this case 
is whether hosts are present. If the system within the gray area 
contains only routers, it is a subnet; if it contains both routers 
and hosts, it is a WAN. The real differences relate to ownership 
and use.

Fig. 4: Relation Between Hosts on LANs and the Subnet

An internet network is formed when distinct networks are 
interconnected. In our view, connecting a LAN and a WAN or 
connecting two LANs [3] forms an internet network, but there is 
little agreement in the industry over terminology in this area. One 
rule of thumb is that if different organizations paid to construct 
different parts of the network and each maintains its part, we 
have an internet network rather than a single network. Also, if the 
underlying technology is different in different parts (e.g., broadcast 
versus point-to-point), we probably [14] have two networks.

A. Differentiated Services (DiffServ)
Differentiated Services (DiffServ) [10,12] is architecture for 
implementing scalable service differentiation in the Internet (Blake 
et al., 1998). A DiffServ domain is a contiguous set of DiffServ 
nodes (routers) which operate with a common service provisioning 
policy and a common set of Per Hop Behavior (PHB) [17] groups 
implemented on each node. The domain consists of DiffServ 
boundary nodes and DiffServ interior nodes. A high profile survey 
of potential attacks and their signatures is required to make an 
effective design of such systems. This is reflected in the amount 
of cost involved in their architecture and implementation.

Fig. 5: A Simplified DiffServ Architecture

The traffic entering the domain is classified and possibly 
conditioned at the ingress boundary nodes, and assigned to 
different behavior aggregates. Each behavior aggregate is mapped 
into a single DiffServ Code Point (DSCP) [10,12], a value for a 
field in the IP protocol header, through a one-one or many-one 
mapping. Each behavior aggregate then receives a different PHB, 
which is defined as the externally observable forwarding behavior 
applied at a DiffServ compliant node to a [17] DiffServ behavior 
aggregate.
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V. Conclusion 
The primary focus of computer security is intrusion prevention, 
where the goal is to keep bad guys out of your system or network. 
Authentication can be viewed as a way to prevent intrusions, and 
firewalls are certainly a form of intrusion prevention, as are most 
types of virus protection. Intrusion prevention can be viewed as 
the information security analogy of locking the doors on your 
car. But even if you lock the doors on your car, it might still get 
stolen. In information security, no matter how much effort you 
put into intrusion prevention, occasionally the bad guys will be 
successful and an intrusion will occur. The purpose of an IDS 
is to detect attacks before, during, and after they have occurred. 
Automated intrusion detection is a natural outgrowth of such 
manual log file analysis.
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