
IJCST Vol. 3, ISSue 2, AprIl - June 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m886    InternatIonal Journal of Computer SCIenCe and teChnology 

Abstract
The limitations of client/server systems became a proof in large 
scale distributed systems for emerging of peer to peer systems, 
which is the basis for decentralized distributed computing. In peer 
to peer model each node takes both the roles of client and server. 
As a client, it can query and download its wanted data files from 
other nodes (peers) and as a server, it can provide data files to 
other nodes. This paper provides the taxonomy of p2p systems 
gives an overview of structured and unstructured p2p systems, 
also discusses the characteristics and applications of peer to peer 
systems".

Keywords
peer-To-peer, Distributed Systems, Structured p2p, Unstructured 
p2p Systems.  

I. Introduction 
A peer-to-peer (p2p) computing or networking is a distributed 
application architecture that partitions tasks or workloads between 
peers. peers are equally privileged, equipotent participants in the 
application. They are said to form a peer-to-peer network of nodes. 
A peer-to-peer (p2p) system is a self organizing system of equal, 
autonomous entities (peers) which aims for the shared usage of 
distributed resources in networked environment avoiding central 
service or p2p system is a complete decentralized self organizing 
and resource usage system. peers make a portion of their resources, 
such as processing power, disk storage or network bandwidth, 
directly available to other network participants, without the 
need for central coordination by servers or stable hosts. peers 
are both suppliers and consumers of resources, in contrast to the 
traditional client-server model where only severs supply, and 
clients consume.         
p2p systems have become, in a short period of the fastest growing 
and most popular applications. p2p applications are distributed 
systems, without any centralized control or hierarchical organization. 
All nodes, which are called peers, have equivalent functionality. 
Each pair of nodes can communicate each other directly or via 
other nodes, through the routing protocol. p2psystems have good 
performance, due to the fact that there is a balancing in load because 
of their decentralized character. In addition, the availability seems 
to be high, making the p2p systems very useful in p2p systems, 
there are two approaches to execute a searching operation: the 
centralized and the decentralized approach. In centralized systems, 
such as Napster, a basic problem is that in case of a failure there 
is a network failure, as well. That happens when the node that 
stores all the information about the network fails. Also, the system 
has a poor performance when the number of nodes is increased. 
The decentralized systems, such as Gnutella, Chord, CAN, try 
to overcome these disadvantages. They have no central directory 
server and each of them uses different techniques of storing data. 
“peer-to-peer” systems have been witnessed in the recent years. 
Such architectures are generally characterized by the direct sharing 
of computer resources (CpU cycles, storage, and content) rather 
than requiring the intermediation of a centralized server. peers are 
usually regarded as the nodes on the edge of the network, and each 
peer is able to act as a server, a client or a router simultaneously. 

Various types of networks include:

A. Centralized Networks
Centralized P2P protocols consist of a centralized file list. In this 
model a user can send a query for a file to  the centralized server. 
The server would then send back a list of peers that have the 
requested file. Once the user chooses which peer to download the 
file from the  centralized would then facilitate the connection of 
the peers then remove itself from the process as illustrated in Fig 
1. Examples of centralized networks are Napster and eDonkey 
in its early stages.

     
Fig. 1: Centralized p2p Network

B. Decentralized Networks
Decentralized p2p protocols seek to remove the central server 
that is found in the centralized networks. When a peer wants to 
connect to a decentralized network it connects to another peer and 
tells it that it is live. This peer will in turn tell all of the peers it 
is connected to that the initial peer is live, with all of these peers 
repeating the process. Once this is done a peer can search for a 
desired file by sending its request to any peers it is connected to. 
Those peers then send the request to its peers. When a peer notices 
it has the desired file it sends a reply back through the network. At 
that point the searching peer can download the file directly from 
any peers that replied back which is illustrated in fig. 2. Examples 
of decentralized networks are Gnutella and Gnutella 2.

                    
Fig. 2: Decentralized p2p Network
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C. Semi-Centralized Networks
Semi-centralized networks are a mix of the previous two types. 
Have server entities that server a purpose for the protocol. Such 
as, organizing the network so that peers with more bandwidth get 
more tasks such as in the FastTrack protocol. Also, letting anyone 
be a file index server which can loosely connected to form a core 
of servers that can be searched such as the later stages of the 
eDonkey protocol. In Fig 3 with BitTorrent there can be unlimited 
central “tracker” servers that keep metadata containing the name 
of a file and who has those files. Once a peer has this file he can 
connect to the other peers himself. These protocols allow the 
peers to connect to each other but require some type of central 
server(s) to have the full functionality. But because anyone can 
run one of these servers they are classified as semi-centralized 
rather than centralized.

                     
Fig. 3: Semi-Centralized p2p Network: BitTorrent

D. P2P vs. Client-Server 
In a p2p network, the more computers that are connected within 
the network, the faster and effective the data would be distributed. 
Compared to the client-server model, in the p2p network there 
are no clients or servers, but all peers play the roles of both client 
and server. In a client-server network, all connections within the 
networks travel through a central server. By having more peers 
participating in a client-server network, it usually would drag down 
the bandwidth and creates lag, whereas in a p2p network where 
peers provides bandwidth and would increase the speed. 

E. Distributed Systems
The Distributed system is defined as “a system in which hardware 
or software components located at networked computers 
communicate and coordinate their actions only by message passing 
and Tanenbaum defines it as “A collection of independent computers 
that appear to the users of the system as a single computer”.Various 
types of distributed systems and applications have been developed 
and are being used extensively in the real world.

1. Main Benefits of a Distributed System
A distributed system is built on top of a network and tries to hide the 
existence of multiple autonomous computers. It appears as a single 
entity providing the user with whatever services are required. A 
network is a medium for interconnecting entities enabling the 
exchange of messages based on well-known protocols between 
these entities, which are explicitly addressable. There are various 
types of distributed systems, such as Clusters [1], Grids [2], p2p 
(peer-to-peer) networks [3], distributed storage systems and so 
on. A cluster is a dedicated group of interconnected computers 
that appears as a single super-computer, generally used in high 
performance scientific engineering and business applications. A 
grid is a type of distributed system that enables coordinated sharing 
and aggregation of distributed, autonomous, heterogeneous 

resources based on users QoS requirements. Grids are commonly 
used to support applications emerging in the areas of e-Science and 
e-Business, which commonly involve geographically distributed 
communities of people who engage in collaborative activities to 
solve large scale problems and require sharing of various resources 
such as computers, data, applications and scientific instruments. 
p2p networks are decentralised distributed systems, which enable 
applications such as file-sharing, instant messaging, online 
multiuser gaming and content distribution over public networks. 
Distributed storage systems such as NFS (Network File System) 
provide users with a unified view of data stored on different file 
systems and computers which may be on the same or different 
networks.

2. The Main Features of a Distributed System Include 
[4-5]

(a). Functional Separation
Based on the functionality/services provided, capability and 
purpose of each entity in the system.

(b). Inherent distribution
 Entities such as information, people, and systems are inherently 
distributed. For example, different information is created and 
maintained by different people. This    information could be 
generated, stored, analysed and used by different systems or 
applications which may or may not be aware of the existence of 
the other    entities in the system.

(c). Reliability
Long term data preservation and backup (replication) at different 
locations.

(d). Scalability
Addition of more resources to increase performance or 
availability.

(e). Economy
Sharing of resources by many entities to help reduce the cost of 
ownership.

3. Goals of Distributed Systems
Various kinds of distributed systems operate today, each aimed 
at solving different kinds of problems. The challenges faced in 
building a distributed system vary depending on the requirements 
of the system. In general, however, most systems will need to 
handle the following issues [4-5]:

(a). Heterogeneity
Various entities in the system must be able to interoperate with one 
another, despite differences in hardware architectures, operating 
systems, communication protocols, programming languages, 
software interfaces, security models, and data formats.

(b). Transparency
The entire system should appear as a single unit and the complexity 
and interactions between the components should be typically 
hidden from the end user.

(c). Fault Tolerance and Failure Management
Failure of one or more components should not bring down the 
entire system, and should be isolated.
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(d). Scalability
The system should work efficiently with increasing number of 
users and addition of a resource should enhance the performance 
of the system.

(e). Concurrency
Shared access to resources should be made possible.

(f). Openness and Extensibility
Interfaces should be cleanly separated and publicly available 
to enable easy extensions to existing components and add new 
components.

(g). Migration and Load Balancing
Allow the movement of tasks within a system without affecting 
the operation of users or applications, and distribute load among 
available resources for improving performance.

(h). Security
Access to resources should be secured to ensure only known users 
are able to perform allowed operations.
The rest of the paper is organized as follows Section II, provides 
information about the terminology of p2p systems, Section III, 
provides the taxonomy of p2p systems, Section IV, gives the types 
of p2p systems, Section V, explains the goals and challenges in 
p2p systems Section VI, gives the characteristics of p2psystems, 
Section VII, describes the security risks of p2p systems, Section 
VIII, is about the applications of p2p systems, Section IX, provides 
the strengths and weaknesses, Section X, gives the scope of p2p 
in future and section XI, the conclusion.

II. Terminology of P2P Systems
The following terminology is used in the taxonomies and in the 
comparisons between p2p Systems.     

Centralized systems represent single-unit solutions, including 1. 
single- and multi-processor machines, as well as high-end 
machines, such as supercomputers and mainframes. 
Distributed systems are those in which nodes located at 2. 
networked computers communicate and coordinate their 
actions only by passing messages.
Client is generally defined as an module (node, program, 3. 
entity, etc.) that initiates requests but is not able to serve 
requests. If the client also serves the request, then it plays 
the role of a server.
Server is informally defined as an entity that serves requests 4. 
from other entities, but does not initiate requests. If the server 
does initiate requests, then it plays the role of a client. Typically, 
there are one or a few servers versus many clients.
Client-Server model represents the execution of entities with 5. 
the roles of clients and servers. Any entity in a system can 
play both roles but for a different purpose, i.e. server and 
client functionality residing on separate nodes. Similarly an 
entity can be a server for one kind of request and client for 
others.
Peer is informally defined as an entity with capabilities similar 6. 
to other entities in the system.
p2p model enables peers to share their resources (information, 7. 
processing, presence, etc.) with at most a limited interaction 
with a centralized server. The peers may have to handle a 
limited connectivity (wireless, unreliable modem links, etc.), 
support possibly independent naming, and be able to share the 
role of the server [Oram, 2000]. It is equivalent to having all 

entities being client and servers for the same purpose. Other 
terms frequently associated with p2p include:
Distributed computing, which is defined as “a computer 8. 
system in which several interconnected computers share 
the computing tasks assigned to the system”. Such systems 
include computing clusters, Grids and global computing 
systems gathering computing resources from individual pCs 
over the Internet. We use the term Distributed Computing to 
refer to systems that have inherent p2p properties.
Grid computing, which is defined as “coordinated resource  9. 
sharing and problem solving in large, multi-institutional 
virtual organization.” [Foster and Kesselman 1999]. Grid 
can be thought of as a distributed system with non-interactive 
workloads that involve a large number of files more specifically 
grid is an infrastructure for globally sharing compute-
intensive resources such as supercomputers or computational 
clusters. As far as transparency is concerned, Grid computing 
is orthogonal to p2p distributed computing systems.
Ad-hoc communication, which is defined as a system that 10. 
enables communication to take place without any preexisting 
infrastructure in place, except for the communicating 
computers. These computers form an adhoc network. This 
network and associated computers take care of communication, 
naming, and security. p2p systems can be used on top of an 
ad-hoc communication infrastructure.

III. P2P Taxonomy
A taxonomy of computer systems from the p2p perspective is 
presented in fig. 4. All computer systems can be classified into 
centralized and distributed. Distributed systems can be further 
classified into the client-server model and the P2P model.

Fig. 4: A Taxonomy of Computer Systems.

The client-server model can be flat where all clients only 
communicate with a single server or it can be hierarchical for 
improved scalability. In a hierarchal model, the servers of one 
level are acting as clients to higher level servers. Examples of a 
flat model include traditional middleware solutions, such as object 
request brokers and distributed objects. Examples of a hierarchical 
model include DNS server and mounted file systems. 
 The p2p model can either be pure or it can be hybrid. In a pure 
model, there does not exist a centralized server. Examples of a 
pure p2p model include Gnutella and Freenet. In a hybrid model, 
a server is approached first to obtain meta-information, such as 
the identity of the peer on which some information is stored, or 
to verify security credentials (see fig. 5(a)). From then on, the 
P2P communication is performed (see fig. 5(b)). Examples of a 
hybrid model include Napster, Groove, Aimster, Magi, Softwax, 
and iMesh. There are also intermediate solutions where with 
Superpeers, such as KaZaa. Superpeers contain some of the 
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information that others may not have. Other peers typically lookup 
information at SuperPeers if they cannot find it otherwise.

Fig. 5: Hybrid peer to peer Model, (a). Initial Communication with 
a Server, e.g., to Obtain the Location/Identity of a Peer, Followed 
by, (b). Direct Communication with a peer

Fig. 6, presents a coarse taxonomy of p2p systems. We classify 
p2p systems into distributed computing (e.g., SETI@home, Avaki, 
Entropia), file sharing (e.g., Napster, Gnutella, Freenet, Publius, 
Free Haven), collaboration (e.g., Magi, Groove, Jabber), and 
platforms (e.g., JXTA and .NET My Services). 

Fig. 6: A Taxonomy of p2p Systems

A. Distributed computing
These applications use resources from a number of networked 
computers. The general idea behind these applications is that 
idle cycles from any computer connected to the network can be 
used for solving the problems of the other computers that require 
extra computation. SETI@home is one example of such systems. 
SETI (Search for Extraterrestrial Intelligence) [6] is a scientific 
search project aimed at building a huge virtual computer based 
on the aggregation of the  computer power offered from internet 
connected computers during their idle periods. 

B. File Sharing
Content storage and exchange is one of the areas where p2p 
technology has been most successful. File sharing applications 
[7-9], focus on storing information on and retrieving information 
from various peers in the network. One of the best-known example 
of such p2p systems is Napster, it became famous as a music 
exchange system. Other instances are Gnutella [20], Freenet, 
Kazaa [21], Chord [22], etc.

C. Collaboration
Collaborative p2p applications aim to allow application level 
collaboration between users. These applications range from instant 
messaging and chat, to on line games, to shared applications that 
can be used in business, educational, and home environments. 
Such as Groove, Jabber. Jabber [10], is a set of streaming XML 
protocols and technologies that enable any two entities on the 
Internet to exchange messages, presence, and other structured 
information in close to real time. Groove [11], provides a variety 
of applications for communication, content sharing (files, images) 
and collaboration.

 D. Platforms 
p2p platforms provide infrastructure to support distributed 
applications using p2p mechanisms. p2p components used in this 
context are for instance naming, discovery, communication,security 
and resource aggregation. JXTA [12] is p2p platform that 
provides a general-purpose network programming and computing 
infrastructure. It creates a p2p system by identifying a small set 
of basic functions necessary to support p2p applications and 
providing them as building blocks for higher-level functions. It 
includes three layer: core, services and applications [13].

IV. Types of P2P Systems
Based on whether a regular topology is maintained among 
peers, peer-to-peer networks can be divided into two categories: 
structured peer-to-peer networks in which peers are connected by a 
regular topology, and unstructured peer-to-peer networks in which 
the topology is arbitrary. Structured peer-to-peer networks usually 
can provide efficient and accurate services but need to spend a lot 
of effort in maintaining the regular topology. On the other hand, 
unstructured peer-to-peer networks are extremely resilient to the 
frequent peer joining and leaving but this is usually achieved at 
the expense of efficiency.

A. Structured Peer-to-Peer Systems
Structured p2p network employ a globally consistent protocol 
to ensure that any node can efficiently route a search to some 
peer that has the desired file, even if the file is extremely rare. 
Such a guarantee necessitates a more structured pattern of overlay 
links.  The most common type of structured p2p network is the 
Distributed Hash Table (DHT). In structured systems data files 
are placed not at random nodes, but at specified locations. Two 
types of structured systems are 

Chord 1. 
CAN 2. 

1. Chord 
Chord is a distributed lookup protocol. In this protocol all nodes 
are uniformly distributed in a ring, which is called identifier 
circle or Chord ring. Data files are also uniformly distributed 
over the network. Chord is a protocol and algorithm for a peer-
to-peer distributed hash table. A distributed hash table stores key-
value pairs by assigning keys to different computers (known as 
“nodes”); a node will store the values for all the keys for which 
it is responsible. Chord specifies how keys are assigned to nodes, 
and how a node can discover the value for a given key by first 
locating the node responsible for that key. 

2. CAN 
CAN (Content-Addressable Network) is a distributed hash-based 
infrastructure that provides fast lookup functionality. Each node 
stores a chunk, which is called zone of the hash table. Also, a node 
maintains information about its neighbours in the network. 

B. Unstructured Peer-to-Peer Systems
An unstructured p2p network is formed when the overlay links are 
established arbitrarily. Such networks can be easily constructed 
as a new peer that wants to join the network can copy existing 
links of another node and then form its own links over time. In 
an unstructured P2P network, if a peer wants to find a desired 
piece of data in the network, the query has to be flooded through 
the network to find as many peers as possible that share the data. 
The main disadvantage with such networks is that the queries may 
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not always be resolved. popular content is likely to be available 
at several peers and any peer searching for it is likely to find the 
same thing. But if a peer is looking for rare data shared by only 
a few other peers, then it is highly unlikely that search will be 
successful. Since there is no correlation between a peer and the 
content managed by it, there is no guarantee that flooding will 
find a peer that has the desired data. Flooding also causes a high 
amount of signaling traffic in the network and hence such networks 
typically have very poor search efficiency. Most of the popular 
p2p networks are unstructured. 
P2P systems can be used to share files, telephony, discussion 
forms, and streaming media. Approximately six p2p protocols 
have seen a great deal of success with users of p2p applications, 
and each one of these protocols can be separated into different 
types of networks:

Napster• 
Gnutella • 
eDonkey• 
FastTrack• 
Bittorent• 
Freenet• 

1. Napster 
Napster is a popular p2p application based in the centralized 
model. In Napster, a central directory server maintains an index 
on the metadata of all the files in the network. The metadata might 
include file names, creation dates, and copyright information. 
The server also maintains a table of user connection information 
including user’s IP address and line speed. A file query is sent to 
the server first. A query consists of a list of desired words. When 
the server receives a query, it searches for matches in its index. 
The query results including a list of users who hold the file are 
sent back to the user who initiated the query. The user then opens 
a direct connection with the peer that has the requested file for 
downloading.

Fig. 7: Architecture of Napster 

2. Fast Track 
FastTrack is a semi-centralized network, where nodes are classified 
as ordinary nodes and supernodes. Supernode is a higher level 
node with more responsibilities than an ordinary node. In Gnutella 
network the same higher level node is called ultrapeer. Supernodes 
act as temporary index servers. Any node with sufficient CPU and 
network connection can become a supernode, and election is done 
without centralized control.
The most popular FastTrack client is KaZaA. Grokster and iMesh 
are two other clients that participate in the FastTrack overlay 
network. Some clients have modified participation level at the 
maximum value for better download performance. Overall 
download performance is good with multi-source downloading, 

but system doesn’t support sharing partial files. We must download 
a file completely before we can upload it.

3. Gnutella 
At first Gnutella was a decentralized protocol for distributed search 
on a flat topology of peers . Because the search mechanisms were not 
scalable and generated unexpected loads on the network, Gnutella 
has developed to the semi-centralized network implementing 
FastTrack-like overlay network. Gnutella like FastTrack doesn’t 
have any centralized control point. In Gnutella network nodes are 
classified as leaf nodes and higher level nodes as ultrapeers, which 
are high capacity nodes that act as proxies for lower capacity nodes. 
Most popular Gnutella clients are LimeWire and Shareaza, both 
are open source software. LimeWire supports sharing partial files 
with the partial file sharing option checked, but Gnutella protocol 
itself doesn’t support directly that feature. Like FastTrack there 
is no mechanism during download to prevent corrupted pieces of 
a file ruining the whole file. Complete file hashes with Gnutella  
can be used for file verification, but only after the download is 
fully completed. Gnutella has grown to one of the biggest p2p 
networks and Gnutella is the third biggest with 2.1 million users.     

Fig. 8: Architecture of Gnutella

4. eDonkey2000 
eDonkey2000 (ED2K) is a semi-centralized network developed 
by MetaMachine. There are loosely connected, separate index-
servers, but there is no single centralized server. With Multisource 
File Transmission Protocol (MFTP) eDonkey2000 supports 
simultaneous downloading from multiple sources and sharing 
partially downloaded files, so that a peer can upload a file while 
still downloading it. File hashes are used to identify files on 
the network. The complete hash set ensures that blocks of a 
file are always correct and helps spreading new and rare files. 
Corrupted blocks of a file during download won’t ruin the whole 
download. 
ED2K has two popular client software, eDonkey2000 and eMule. 
eMule is an open source project and the most popular client . 
However eDonkey2000 client is original, but it’s not open source 
and comes with adware. 
There are some differences between the eDonkey2000 and 
eMule developers. They use their own techniques to enhance 
the basic eDonkey2000 file-sharing protocol. In addition to the 
eDonkey2000 network, eDonkey2000 client can also connect to 
Overnet and eMule to Kad. Overnet and Kad both are based on 
Kademlia concept , which are not interoperable. eDonkey2000 
uses proprietary Horde system and eMule its own credit system. 
eMule uses also enhanced corrupt handling. There are signs of 
differences on the eDonkey2000 network because of the differences 
in the clients; a peer favors same client software more. However, 
eDonkey2000 is the most popular P2P network with 3.5 million 
users. 

5. Freenet 
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Freenet is a decentralized storage system that focuses on 
anonymity, but at the cost of unpredictable retrieval times. Each 
peer stores a routing table that contains its neighbors’ addresses 
along with numeric keys corresponding to items stored in them. 
This table also helps route requests to the peers storing nearest key 
values. The search works as a steepest-ascent hill climbing with 
a backtracking algorithm that forwards messages for a maximum 
number of hops and then backtracks to follow a different path if it 
does not a positive response. peers add a new entry in the routing 
table whenever they receive either an announcement message 
disclosed from a joining peer or a query message sent from an 
unknown peer. In Freenet, nodes can freely join and leave the 
network: file persistence is not requested, and files are replicated 
on multiple machines.

6. Bit Torrent 
Bit Torrent is a p2p system that uses a central location to manage 
users’ downloads. The central location is a tracker that is contacted 
when you launch a torrent for file downloading. The tracker 
keeps track of all the users who have the file (both partially and 
completely) and connects users to each other for downloading 
and uploading. 
Bit Torrent supports simultaneous downloading from multiple 
sources and sharing partially downloaded files, so that a peer can 
upload a file while still downloading it. “Info hashes” are used to 
identify files on the network. A torrent file includes a list of piece 
hashes, which ensures that blocks of the file are always correct and 
corrupted blocks during download won’t ruin the whole download. 
Corrupted blocks must be re-downloaded. 

V.Goals and Challenges in P2P Systems

A. Goals
As with any computing system, the goal of p2p systems is to 
support applications that satisfy the needs of users. Selecting a p2p 
approach is often driven by one or more of the following goals. 

1. Cost Sharing/Reduction 
Centralized systems that serve many clients typically bear the 
majority of the cost of the system. When that main cost becomes 
too large, a p2p architecture can help spread the cost over all the 
peers. For example, in the file-sharing space, the Napster system 
enabled the cost sharing of file storage, and was able to maintain 
the index required for sharing. 

2. Improved Scalability/Reliability 
With the lack of strong central authority for autonomous peers, 
improving system scalability and reliability is an important goal. 
As a result, algorithmic innovation in the area of resource discovery 
and search has been a clear area of research, resulting in new 
algorithms for existing systems [REFS], and the development of 
new p2p platforms (such as CAN  Chord [22]  and pASTRY). 

3. Resource Aggregation and Interoperability 
A decentralized approach lends itself naturally to aggregation 
of resources. Each node in the p2p system brings with it certain 
resources such as compute power or storage space. Applications 
that benefit from huge amounts of these resources, such as compute-
intensive simulations or distributed file systems, naturally lean 
toward a p2p structure to aggregate these resources to solve the 
larger problem. Distributed computing systems, such as SETI@
Home, distributed.net, and Endeavours are obvious examples of 

this approach. By aggregating compute resources at thousands 
of nodes, they are able to perform computationally intensive 
functions. File sharing systems, such as Napster, Gnutella, and 
so forth, also aggregate resources. 

4. Increased Autonomy 
In many cases, users of a distributed system are unwilling to rely on 
any centralized service provider. Instead, they prefer that all data 
and work on their behalf be performed locally. p2p systems support 
this level of autonomy simply because they require that the local 
node do work on behalf of its user. The principle example of this 
is the various file sharing systems such as Napster [31], Gnutella 
[20], and FreeNet. In each case, users are able to get files that 
would not be available at any central server because of licensing 
restrictions. However, individuals autonomously running their 
own servers have been able to share the files because they are 
more difficult to find than a server operator would be.

5. Anonymity/Privacy 
Related to autonomy is the notion of anonymity and privacy. A user 
may not want anyone or any service provider to know about his or 
her involvement in the system .With a central server, it is difficult 
to ensure anonymity because the server will typically be able to 
identify the client, at least by Internet address. By employing a 
p2p structure in which activities are performed locally, users can 
avoid having to provide any information about themselves to 
anyone else. FreeNet is a prime example of how anonymity can 
be built into a p2p application. 

6. Dynamism 
p2p systems assume that the computing environment is highly 
dynamic. That is, resources, such as compute nodes, will be 
entering and leaving the system continuously. When an application 
is intended to support a highly dynamic environment, the p2p 
approach is a natural fit. 

7. Enabling Ad-Hoc Communication and Collaboration
Related to dynamism is the notion of supporting ad-hoc 
environments. By ad hoc, we mean environments where members 
come and go based perhaps on their current physical location or 
their current interests. Again, P2P fits these applications because 
it naturally takes into account changes in the group of participants. 
p2p systems typically do not rely on established infrastructure 
- they build their own, e.g., logical overlay in CAN [23] and 
pAST.

B. Challenges in P2P Systems
peer-to-peer systems offer a number of advantages over 
conventional client-server systems such as scalability, fault 
tolerance, performance. However, there are some challenges that 
these systems are dealing with: 

1. Security
Distributed implementations create additional challenges for 
security compared to client-server architecture. Since in peer-
to-peer systems the set of active peers is dynamic and also peers 
don’t trust each other, achievement a high level of security in peer-
to-peer systems is more difficult than non-peer-to-peer systems. 
Traditional security mechanisms to protect data and systems from 
intruders and attacks such as firewalls can not protect peer-to-peer 
systems since they are essentially globally distributed and also these 
mechanisms can inhibit peer-to-peer communication. Therefore 
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new security concepts are required that allows interaction and 
distributed processing in peer-to-peer systems [14].

2. Reliability
A reliable system is a system that can be recovered when a 
failure occurs. The factors which should be taken into account for 
reliability are data replication, node failure detection and recovery, 
existence of multiple guarantees for location information to avoid a 
single point of failure and the availability of multiple paths to data. 
Data replication increases reliability by increasing redundancy and 
locality. There are two strategies for replication, owner replication 
and path replication. In owner replication, when the search is 
successful, the data is stored at the requester node only. In path 
replication, when a search succeeds, the data is stored in all nodes 
along the path from requester node to provider node [15]. p2p 
communities can also replicate and replace the data as a function 
of their popularity to achieve satisfactory performance[16].
 In structured peer-to-peer overlay networks the messages are 
routed in a small number of hops using small per-node routing 
state. The overlays should update routing state automatically when 
nodes join or leave, and it should route messages correctly even 
when a large fraction of the nodes crash or the network partitions. 
To achieve reliability in such systems, nodes must consume 
network bandwidth to maintain routing state, so to reduce this 
cost the techniques should be employed that adapt to operating 
condition [17]. For increasing fault-tolerance and reliability in 
unstructured p2p systems, dynamically adding redundant links 
to the system has been addressed [18]. In this way no single 
disconnection should cause disconnection of system or too much 
increase of routing steps.

3. Flexibility
One of the important aspects in P2P systems is the autonomy 
of peers so that they can join and leave at their will. Recent 
peer-to-peer (p2p) systems are characterized by decentralized 
control, large scale and extreme dynamism of their operating 
environment. To deal with the scale and dynamism the properties 
of adaptation and self-organization are required to be considered 
in building p2p systems. More recent unstructured p2p systems, 
like KaZaA [21] and GIA [19], address the dynamic nature of the 
environment. In Kazaa queries are forwarded only to super nodes, 
which maintain a list with the file names of their connected peers, 
avoiding overloading all peers of the system. GIA is a Gnutella 
like system which aims to respond to high aggregate query rates. 
In GIA each peer calculates the maximum number of queries it 
can handle per second and based on this metric the number of 
neighbors to which the peer can connect or forward a request is 
computed [20].
In standard structured P2P systems, static identifiers are assigned to 
peers and distributed data structures are constructed based on these 
identifiers, so the overlay network structure is determined by the 
choice of these identifiers and in turn any self-organization of the 
system is prevented. Structured systems based on Distributed Hash 
Tables (DHTs) should perform lookups quickly and consistently 
while nodes arrive and leave the system [24-25]. For instance 
Chord [22], adapts as nodes join and leave the system, and answer 
queries even if the system is continuously changing. Discovering 
that a node has joined is achieved through a self-stabilization 
protocol that every node runs periodically [26]. Complex Adaptive 
Systems (CAS) which commonly used to explain the behavior of 
certain biological and social systems can be used as a model to 
build adaptive p2p networks [27].

4. Load Balancing
 Distribution of the data to be stored or computations to be carried 
out by the nodes is a critical issue for the efficient operation of 
peer-to-peer networks. A particular method for such distribution 
in peer-to-peer systems is the distributed hash table (DHT), in 
which each data item that is stored is mapped to unique identifier 
ID. The identifier space is partitioned among the nodes and each 
node is responsible for storing all the items that are mapped to 
an identifier in its portion of the space. In such approaches load 
balancing should be considered in both address-space balancing 
that balances the distribution of the key address space to nodes 
and item balancing in the case that distribution of items in the 
address space can not be randomized. In this method, each node 
is free to migrate anywhere and it has no restriction to be in a 
certain number of virtual node locations (it means the items can 
migrate among the nodes) [28-29].
Load balancing among the computing nodes in p2p systems can 
also be implemented by agent-based self organization models. 
Messor [30] is a Anthill load balancing algorithm. In Messor, 
ants adapt their behavior to the load conditions, wandering about 
randomly when the load is uniformly balanced and moving rapidly 
towards regions of the network with highly unbalanced loads. 
They are resilient to failures.

VI. Characteristics of P2P Systems
This section addresses issues in p2p technology: decentralization, 
scalability, anonymity, self-organization, performance, security, 
interoperability. These issues have a major impact on the 
effectiveness and deployment of p2p systems and applications.

A. Decentralization
p2p models question the wisdom of storing and processing 
data only on centralized servers and accessing the content via 
request-response protocols. In traditional client-server models, 
the information is concentrated in centrally located servers and 
distributed through networks to client computers that act primarily 
as user interface devices. Such centralized systems are ideal for 
some applications and tasks. For example, access rights and security 
are more easily managed in centralized systems. However, the 
topology of the centralized systems inevitably yields inefficiencies, 
bottlenecks and wasted resources. Furthermore, although hardware 
performance and cost have improved, centralized repositories are 
expensive to set up and hard to maintain. They require human 
intelligence to build, and to keep the information they contain 
relevant and current. In a fully decentralized system, every peer 
is an equal participant. This makes the implementation of the 
P2P models difficult in practice because there is no centralized 
server with a global view of all the peers in the network or the 
files they provide. 
In fully decentralized file systems, such as Freenet [32] and 
Gnutella, just finding the network becomes difficult. In Gnutella, 
for example, new nodes must know the address of another 
Gnutella node or use a host list with known Ip addresses of other 
peers. The node joins the network of peers by establishing a 
connection with at least one peer currently in the network. Then, 
it can begin discovering other peers and cache their Ip addresses 
locally. One way to categorize the autonomy of a P2P system 
is through the “pure p2p” versus “hybrid p2p” distinction. A 
more precise decomposition may be as presented in fig. 9. This 
categorization has a direct effect on the self-organization and 
scalability of a system, as the purest systems are loosely coupled 
to any infrastructure.
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Fig. 9: Examples of Levels of Decentralization in Various p2p 
Systems

B. Scalability
An immediate benefit of decentralization is improved scalability. 
Scalability is limited by factors such as the amount of centralized 
operations that needs to be performed, the amount of state that 
needs to be maintained, the inherent parallelism an application 
exhibits, and the programming model that is used to represent the 
computation. Napster attacked the scalability problem by having 
the peers directly download music files from the peers that possess 
the requested document. Achieving good scalability should not 
be at the expense of other desirable features, such as determinism 
and performance guarantees. To address this problem, hybrid p2p 
systems, such as Napster, intentionally keep some amount of the 
operations and files centralized. 

D. Anonymity
An important goal of anonymity is to allow people to use systems 
without concern for legal or other complexities. Oceanstore[39] 
maintains two-layered hierarchy of replicas and through monitoring 
of admin domains avoids sending replicas. A further goal is 
to guarantee that censorship of digital content is not possible. 
The authors of the Free Haven [Dingledine] have identified the 
following forms of anonymity:
• Author: A document’s author or creator cannot be identified
• Publisher: The person who published the document to the system 
cannot be identified
• Reader: People who read or otherwise consume data cannot be 
identified
• Server: Servers containing a document cannot be identified based 
on the document
• Document: Servers do not know what documents they are 
storing
• Query: A server cannot tell what document it is using to respond 
to a user’s query.       

E. Self-Organization
In p2p systems, self-organization is needed because of scalability, 
fault resilience, intermittent connection of resources, and the cost 
of ownership. p2p systems can scale unpredictably in terms of the 
number of systems, number of users, and the load. It is very hard 
to predict any one of them, requiring frequent re-configuration 
of centralized system. In pastry, self-organization is handled 
through protocols for node arrivals and departures based on a 
fault-tolerant overlay network [Druschel and Rowstron]. Client 
requests are guaranteed to be routed in less than steps on average. 
Also, file replicas are distributed and storage is randomizes for 
load balancing. 
The FastTrack product attributes quicker search and download 
to self-organizing distributed networks. In these networks, more 

powerful computers automatically become SuperNodes and act 
as search hubs. Any client can become a SuperNode if it meets 
processing, and networking criteria (bandwidth and latency). The 
distributed networks replace any centralized service. 
SearchLing [33], uses self-organization to adapt its network 
according to the type of search, resulting in reduced network 
traffic and less unreachable information.

F. Performance
Performance is a significant concern in P2P systems. P2P systems 
aim to improve performance by aggregating distributed storage 
capacity (e.g., Napster, Gnutella) and computing cycles (e.g., 
SETI@Home) of devices spread across a network. Because of the 
decentralized nature of these models, performance is influenced 
by three types of resources: processing, storage, and networking. 
In particular, networking delays can be significant in wide area 
networks. Bandwidth is a major factor when a large number of 
messages are propagated in the network and large amounts of 
files are being transferred among many peers. There are three 
key approaches to optimize performance: replication, caching 
and intelligent routing. 
Replication.  Replication puts copies of objects/files closer to the 
requesting peers, thus minimizing the connection distance between 
the peers requesting and providing the objects. Changes to data 
objects have to be propagated to all the object replicas. 
Caching. Caching reduces the path length required to fetch a file/
object and therefore the number of messages exchanged between 
the peers. Reducing such transmissions is important because the 
communication latency between the peers is a serious performance 
bottleneck facing p2p systems. 
Intelligent routing and network organization. To fully realize the 
potential of p2p networks, it is important to understand and explore 
the social interactions between the peers. The most pioneering 
work in studying the social connections among people is the 
“small-world phenomenon” initiated by Milgram [34].

G.  Security
p2p systems share most of their security needs with common 
distributed systems: trust chains between peers and shared objects, 
session key exchange schemes, encryption, digital digests, and 
signatures. Extensive research has been done in these areas, and we 
will not discuss it further in the present document. New security 
requirements appeared with p2p systems.

1. Multi-Key Encryption
File sharing systems such as publius intend to protect a shared 
object, as well as the anonymity of its author, publishing peer 
and hosting peer. The security scheme chosen by publius[37] 
developers is based on a asymmetric encryption mechanism 
derived from R. Shamir’s “shared secrets” encryption method 
[Shamir]. Byzantine attacks by malicious authenticated users have 
typically been an issue for such schemes

2. Digital Rights Management
P2P file sharing makes file copying easy. It is necessary to be 
able to protect the authors from having their intellectual property 
stolen. One way to handle this problem is to add a signature in the 
file that makes it recognizable (the signature remains attached to 
the file contents) although the file contents do not seem affected. 
This technique, referenced as watermarking [35] or steganography 
[36] has been experimented with by RIAA to protect audio files 
such as MP3s, hiding the Copyright information in the file in 
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inaudible ways.

3. Reputation and Accountability
In p2p systems, reputation is built on top of trust, and requires 
ways to measure how “good” or “useful” a peer is. For instance, 
if a given user shares lots of interesting files, its reputation 
should be high. Freeloader is a common term for a user who 
downloads files from P2P systems without offering files to others. 
A freeloader usually has a low reputation. To prevent this kind of 
non-cooperative behavior, some accountability mechanisms need 
to be devised. Current systems often rely on cross-ratings, but 
because it is based on a community of authenticated but untrusted 
users, it is difficult to produce a solid system. 

H. Interoperability
Although many p2p systems already exist there is still no 
support to enable these p2p systems to interoperate. Some of the 
requirements for interoperability include: 

How do systems determine that they can ineroperate• 
How do systems communicate, e.g., what protocol should be • 
used, such as sockets, messages, or HTTp
How do systems exchange requests and data, and execute • 
tasks at the higher level, e.g., do they exchange files or search 
for data
How do systems determine if they are compatible at the • 
higher protocol levels, e.g., can one system rely on another 
to properly search for a piece of information
How do systems advertise and maintain the same level of • 
security, QoS, and reliability

VII. Security Risks
Users of P2P file-sharing systems face many of the same security 
risks as other Internet users. Just as in other applications, p2p users 
must take care to only run programs from sources that they trust, 
and should be careful to check for viruses. They should safeguard 
their computer from attack when online. File sharing adds an extra 
dimension to these concerns due to the quantity and frequency 
of files traded the relatively unsophisticated user base, and the 
rise of self-help systems to prevent copyright infringement. At 
this time, P2P file-sharing applications are not known to be any 
less -- or any more -- securing than Internet applications on the 
market in other areas.

A. Viruses
Because peer-to-peer file sharing networks enable files to be 
transferred among millions of computers -- most of which are 
owned and operated by total strangers  there is an ever-present 
risk that files downloaded from a peer-to-peer file sharing network 
could carry various kinds of malicious software like viruses and 
“worms.”

B. Online Attacks
When peer-to-peer networks identify shared files to millions of 
users, they also identify the location of a user’s computer, and 
could even target that computer’s Ip address (Internet protocol 
address) with attempts to gain access. This is not a risk unique to 
peer-to-peer file sharing networks; all Internet communications 
involve an exchange of IP addresses. But because peer-to-peer file 
sharing networks search millions of computers, they can provide 
access to millions of Ip addresses.

C. Self-Help Attacks

A new form of security threat may be growing for peer-to-peer users 
in the rise of self-help techniques by copyright holders concerned 
about infringement on file-trading networks. More benign versions 
flood P2P networks with bogus copies of copyrighted works in 
order to fool people into downloading or storing them.

VIII. Applications of P2P systems
There are numerous applications of peer-to-peer networks. The 
most commonly known is for content distribution

A. Content Delivery
Many file sharing networks, such as gnutella, G2and the FastTrack 
popularized peer-to-peer technologies. From 2004 on, such 
networks form the largest contributor of network traffic on the 
Internet e.g. caches for improved performance such as Corelli 
caches [38]

B. Exchange of Physical Goods, Services, or Space
Peer-to-peer renting web platforms enable people to find and 
reserve goods, services, or space on the virtual platform, but carry 
out the actual p2p transaction in the physical world. 

C. Networking
DNS (Domain Name system) for internet information retrieval. 
Cloud computing  and Dalesa a p2p web cache for LANS.

D. Science
In bioinformatics drug candidate identification, the first program 
was begun in 2001 the Centre for Computational Drug Discovery 
at the University of Oxford in cooperation with the National 
Foundation for Cancer Research. There are now several similar 
programs running under the United Devices Cancer Research 
Project. The sciencenet p2p search engine.

E. Search
Distributed search engine, a search engine where there is no central 
server YaCy, a free distributed search engine, built on principles 
of peer-to-peer networks. FAROO [40], a Peer-to-peer Web search 
engine.

F. Communications Networks
Skype, one of the most widely used internet phone applications 
is using p2p technology. VoIp and usenet. Instant messaging and 
online chat.

G. General
Research like the Chord project, the pAST storage utility, the 
p-Grid, and the CoopNet content distribution system. JXTA, for 
peer applications-Sixearch

IX. Strengths and Weaknesses of P2P Networks
In p2p networks, all clients provide resources, which may include 
bandwidth, storage space, and computing power. As nodes arrive 
and demand on the system increases, the total capacity of the 
system also increases. This is not true of client-server architecture 
with a fixed set of servers, in which adding more clients could 
mean slower data transfer for all users. The distributed nature of 
p2p networks also increases robustness and in pure p2p systems 
by enabling peers to find the data without relying on a centralized 
index server. In the latter case, there is no single point of failure 
in the system. 
As with most network systems, unsecure and unsigned codes 
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may allow remote access to files on a victim’s computer or even 
compromise the entire network. In the past this has happened 
for example to the FastTrack network when anti p2p companies 
managed to introduce faked chunks into downloads and 
downloaded files (mostly mp3 files) were unusable afterwards 
or even contained malicious code. Consequently, the p2p networks 
of today have seen an enormous increase of their security and file 
verification mechanisms. Modern hashing, chunk verification and 
different encryption methods have made most networks resistant to 
almost any type of attack, even when major parts of the respective 
network have been replaced by faked or nonfunctional hosts. 
Usually Internet providers (ISps) don’t welcome p2p users in 
their networks. The reason is that p2p clients tend to increase the 
traffic. Compared to Web browsing, e-mail or most other uses of 
the internet, where data is only transferred in short intervals and 
relative small quantities, p2p consists usually in a relatively heavy 
use of the internet connection due to the ongoing file transfers 
and swarm/network coordination packets.

X. P2P in the Future
The researchers believe that there are at least three ways in which 
p2p may have impact in the future: 

p2p algorithms probably have the biggest chance of making • 
impact. As the world becomes increasingly decentralized and 
connected, there will be a growing need for p2p algorithms 
to overcome the scalability, anonymity, and connectivity 
problems. 
p2p applications are the next most likely to succeed in the • 
future. Examples, such as Napster are a convincing proof of 
such a possibility. 
p2p platforms are the third possible scenario for p2p. platforms • 
such as JXTA may be widely adopted, in which case many 
other p2p systems can also gain wide adoption.

XI. Conclusion
peer-to-peer concept became more popular by the advent of 
peer-to-peer applications for content and information sharing(e.g 
Napster, Gnutella) and distributed processing and sharing of 
resources(SETI@home). Here we discussed about peer-to-
peer substrate: structured(DHT) and unstructured peer-to-peer 
systems.peer-to-peer is very Heterogeneous work and research 
area. peer-to-peer concepts can be found at the application layer, 
in distributed systems and within communication subsystems. 
peer-to-peer concepts are used because they increase scalability, 
can improve performance and are inherently fault tolerant. peer-to-
peer systems are flexible and dynamic. The future of Peer-to-peer 
systems has great impact and biggest chance of improvement in 
terms of peer-to-peer algorithms,applications and platforms.
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