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Abstract
Cloud computing is becoming a powerful network architecture to 
perform large-scale and complex computing. Cloud Computing 
is a new innovative model for enterprise in which information 
is permanently stored on the servers and also manage, how and 
when different resources are allocated to the requested users. 
In this paper, we will survey the concepts and architecture of 
cloud computing the technologies related to it. The advantages 
and limitations as well as comparison between distributed, grid 
and cloud computing is discussed here.
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I. Introduction 
There are many definitions of Cloud Computing [1] we can simply 
define Cloud Computing as obtaining computer services/resources 
from the Internet rather than from local individual platforms. Other 
terms related to Cloud Computing are [2]:

Software-as-a-Service (SaaS) - software application services • 
obtained from the Internet. 
Platform-as-a-Service (PaaS) - the user utilizes the Internet as • 
a computing platform, rather than having his own individual, 
localized platform. 
Infrastructure-as-a-Service (IaaS) - a computing infrastructure • 
based on the Internet rather than local servers. 

A. Technological Enhancements towards Cloud 
Computing
Cloud computing is based on three main layers (tiers). The first 
layer is the (IaaS) hardware infrastructure consisting of two 
pillars. The first pillar is the CPU which lies at the heart of grid 
computing and which is the combination of computer resources 
from multiple administrative domains to achieve a common 
goal. The other major element of CPU power is virtualization 
[3].The ability to have multiple servers dynamically using the 
same CPU makes the cloud very affordable. With virtual servers 
there is no need to buy a dedicated server for every application. 
The main advantage of virtualization is that it is dynamic. Firms 
offering Cloud Computing services can easily manage to expand 
and provide smart backup capabilities, allocating it to different 
clients along with data protection and security. 
The second layer, the platform or PaaS, consists of three 
components: the operating system, the application development 
environment; and the database.
The third cloud layer is devoted to the applications themselves 
such as Customer Relationship Management (CRM), and project 
management software [4].

II. Technologies Related to Cloud Computing
The term ‘cloud computing’ is relatively new, the technologies 
that make it possible have been used for sometime [5] have been 
given below:

1. Grid Computing
Originally grid computing was developed as a way to share 
computers and data. From these beginnings, modern grid computing 
technologies have evolved as a way to harness inexpensive servers 
in a data center to solve a variety of business problems. Traditionally, 
grids have lacked the automation, agility and simplicity and these 
features are characterized by cloud computing.

2. Distributed Computing
It is referred to computer networks where individual computers 
were physically distributed within some geographical area [6]. The 
terms are nowadays used in a much wider sense, even referring 
to autonomous processes that run on the same physical computer 
and interact with each other by message passing [7]. 
Parallel computing may be seen as a particular tightly-coupled 
form of distributed computing, and distributed computing may be 
seen as a loosely-coupled form of parallel computing. 

3. Client Server
The client/server model is a computing model that acts as distributed 
application which partitions tasks or workloads between the 
providers of a resource or service, called servers, and service 
requesters, called clients. Often clients and servers communicate 
over a computer network on separate hardware, but both client 
and server may reside in the same system. A server machine is 
a host that is running one or more server programs which share 
their resources with clients [8].

4. Virtualization
Virtualized infrastructures are available on-demand and capable 
of supporting multiple users, but lack the automation required for 
the self-managing, self-healing property of the cloud.
Hosting: Hosting services provide space on servers for use by 
clients as well as providing IP-based connectivity, typically in a 
data center. Because hosting does not enable on-demand, elastic 
scalability, it cannot be considered cloud computing.

5. Web Services
Web services (Software-as-a-Service) offerings are often hosted 
on true clouds, SaaS is an application as a service and cloud 
computing is IT infrastructure as a service.
Utility computing: In the utility computing model, computing 
resources like applications, infrastructure and storage are packaged 
and sold as a service, with users paying only for what they consume. 
In many respects, we can say that cloud computing is closely 
related to the utility computing model, with cloud computing 
being a broader concept that relates to the underlying architecture 
in which the services are designed.

A. Differences between Cloud Computing and Web 
Services
Cloud services are services related to storing or processing data 
remotely. For example backup, storage, data processing. Usually, 
these services are provided on-demand, thus allowing scalability 
of the application. 
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Web services can mean one of 2 things: specific interaction 
protocol between 2 websites (e.g. SOAP) or services based on 
web pages.

III. Cloud Computing
Cloud computing exhibits the following key features [9]:

Agilit• y improves with users’ ability to re-provision 
technological infrastructure resources.
Application Programming Interfac• e (API) accessibility to 
software that enables machines to interact with cloud software 
in the same way the user interface facilitates interaction 
between humans and computers. 
Cos• t is claimed to be reduced and in a public cloud delivery 
model capital expenditure is converted to operational 
expenditure.This is purported to lower barriers to entry, as 
infrastructure is typically provided by a third-party and does 
not need to be purchased for one-time or infrequent intensive 
computing tasks. Pricing on a utility computing basis is fine-
grained with usage-based options and fewer IT skills are 
required for implementation (in-house).
Devic• e and location independence enable users to access 
systems using a web browser regardless of their location or 
device. As infrastructure is off-site (typically provided by a 
third-party) and accessed via the Internet, users can connect 
from anywhere.
Multi-tenanc• y enables sharing of resources and costs across 
a large pool of users.
Centralization of infrastructure in locations with lower costs • 
(such as real estate, electricity, etc.)
Peak-load capacity increases (users need not engineer for • 
highest possible load-levels).
Utilization and efficiency improvements for systems that are • 
often only 10–20% utilized.
Reliability is improved if multiple redundant sites are replaced • 
with one which is well-designed for cloud architecture and 
suitable for business continuity and disaster recovery.
Scalability and Elasticity via dynamic or on-• 
demand provisioning of resources on a fine-grained, self-
service basis near real-time, without users having to engineer 
for peak loads.
Performance is monitored and consistent and loosely coupled • 
architectures are constructed using web services as the system 
interface.

Security could improve due to centralization of data, increased 
security-focused resources, etc., but concerns can persist about 
loss of control over certain sensitive data, and the lack of security 
for stored kernels. Security is often as good as or better than under 
traditional systems, in part because providers are able to devote 
resources to solving security issues that many customers cannot 
afford. However, the complexity of security is greatly increased 
when data is distributed over a wider area or greater number 
of devices and in multi-tenant systems that are being shared by 
unrelated users. In addition, user access to security audit logs may 
be difficult or impossible. Private cloud installations are in part 
motivated by users’ desire to retain control over the infrastructure 
and avoid losing control of information security.
Maintenance of cloud computing   applications is easier, because 
they do not need to be installed on each user’s computer.

A. Advantages of Cloud Computing

1. Reduced Cost
Cloud technology is paid incrementally, saving organizations 
money. 

2. Increased Storage
Organizations can store more data than on private computer 
systems.

3. Highly Automated
System makes the software up to date automatically.

4. Flexibility
Cloud computing offers much more flexibility than past computing 
methods.

5. More Mobility
Employees can access information wherever they are, rather than 
having to remain at their desks.

6. Allows IT to Shift Focus
No longer will have to worry about constant server updates and 
other computing issues, organizations will be free to concentrate 
on innovations.
Global framework for business anytime, anywhere access to 
applications, agile structure for partnerships, and minimal IT 
footprint.

B. Risks and Disadvantages
There are major potential risks and disadvantages in using Cloud 
Computing: 

Losing management control [10] of applications or 1. 
infrastructure 
Loss of control on the backup and maintenance activities time 2. 
slot for core business activities. Choosing the right time slot 
minimizes interfering with daily business processes. 
Losing data protection management (security and reliability) 3. 
and the loss of privacy [11].

Katz et al. [12] identify some important features of cloud 
computing in higher education with respect to on demand SaaS, 
PaaS, and IaaS:

Increasing access to scarce IT expertise and talent.• 
Scaling IT services and resources.• 
Promoting further IT standardization.• 
Accelerating time to market through IT supply bottleneck • 
reductions.
Facilitating the transparent matching of IT costs, demand • 
and funding.
Increasing interoperability between disjoint technologies • 
within and between institutions.
Supporting a model of a 24x7x365 environment.• 
Enabling the sourcing of cycles and storage powered by • 
renewable energy.
Driving down capital and total costs of IT in higher • 
education.
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IV. Comparison of Client Server, Grid and Cloud Computing

Table 1: Comparison of Client-Sever Gride and Cloud Computing
Parameters Client-server computing Grid cloud
Scalability Limited Scalable Highly scalable
Data Allocation Centralized Decentralized Both
Resource allocation Centralized Distributed Both
Reliability No Not fully reliable Fully reliable
Security Yes Not fully secured No
User friendliness No Not fully Yes
Multi-tenancy No Yes Yes
Self service No Yes Yes
Heterogeneity No Yes Yes
Cost low High Very high
Switching cost Low Low High
Value added services No Not fully Yes

Virtualization No Not fully virtual Virtualization through 
guest operating system

Automation No Yes Highly automated

V. Results & Discussions
According to the above survey, we can see that the concept of 
cloud computing which incorporates many existing and some new 
technologies has attracted more interests from industry. But data 
security is still an issue and researches are going on to enhance 
security features.

VI. Conclusion
In this paper, we have presented Cloud Computing as an emerging 
technology and powerful technology. Comparison between 
different computing technologies had been presented here. 
Although, it had been originated from earlier technology but 
the features provided by Cloud Computing has drawn extensive 
attention from both academic and industry. It is a combination 
of a set of existing and new technology which is used to provide 
services over the internet. 
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