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Abstract
In Internet there are many types of worms (virus) which may 
corrupt directly or indirectly to our data. Some types of virus are 
like .exe, .bot. Some types of malicious codes known as computer 
worms. These will spread the attacks (virus, worms) against the 
computer networks, without any human interaction it will launch 
into the computers. The internet worm is the main worm amongst 
these worms, and it will spread all over the network based on 
communication. In past views there are many worms which spread 
all over the network (Morris, Nimda,.) and now a new type of 
worm is introduced into network that is Active worm which is 
self propagated across network by pre-generated target list as 
discovery technique, & these (C) worms is differ from past worms 
because of these are ability to scan traffic over time. For detection 
of a worm we want to identify the worm by its characteristics and 
behavior, after that we analyze worm and detect the worm by 
detection algorithms (worm characteristics by identify the type 
of worms). After Apprehension of worms, the next step is block 
of the worm (avoiding the transmission of worm in network), 
slow down and stop the worms. The worm can be prevented from 
being propagated across the network with help of Standalone 
applications like TCP dump.
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I. Introduction
A worm is a self-replicating virus that does not alter files but 
resides in active memory and duplicates itself. Worms use parts 
of an operating system that are automatic and usually invisible to 
the user. In internet there are a so many inter connected computers, 
there are many types of worms mainly Active worms, IRC worms, 
File Sharing Network Worms and many. Many active worms are 
used to infect a large number of computers, and here they form a 
bots, then it may be form as a botnets[15]. A botnet is a collection 
of compromised computers, each of which is known as a ‘bot’, 
connected to the Internet. When a computer is compromised by an 
attacker, there is often code within the malware that commands it 
to become part of a botnet. Here we can be use this as destroying 
very large amount of  data with large value of monitor [17], 
distribute large-scale unsolicited advertisement emails (as spam) 
or software (as malware), launch massive Distributed Denial-of-
Service (DDoS) attacks that disrupt the Internet utilities [16], and 
by botnet we can see different types of attacks. Adware, Spyware, 
Click fraud, Scareware. Super botnets would also be extremely 
versatile and resistant to countermeasures.
Due to the substantial damage caused by worms, there have been 
significant efforts on developing detection and defense mechanisms 
against worms. A network- based worm detection system plays 
a major role by monitoring, collecting, and analyzing the scan 
traffic (messages to identify vulnerable computers) generated 
during worm attacks. If a worm attacked to a one of the computer 
in a network, the automatically by denial of service attack will 
happen (where multiple systems autonomously access a single 
Internet system or service in a way that appears legitimate, but 

much more frequently than normal use and cause the system to 
become busy.) .In this part time domain and frequency domain 
to analyze the characteristic of worm [1] were discussed. In older 
days, based on some (tacit) assumption technique, every computer 
which is infected by worm definitely scans and propagate itself 
at a maximum rate of (possible) speed. Detection rate values for 
the existing detection schemes are relatively small. The detection 
time for detection schemes have relatively larger values. Anti-
worm detection systems fail to detect brand new worms. Detection 
systems based on analyzing the propagation traffic generated 
by worms. The scheme adopts the distribution of attack targets 
as the basic detection data to capture the key feature of worm 
propagation, to hide the detection use the evasive scan and traffic 
morphing technique [1,18]. Now these worm characteristics are 
Target finding scheme, Propagation scheme, Transmission scheme 
and payload format. Here in this we mainly concentrate on TCP 
& UDP.In a network a computer can get virus automatically the 
other system will infected by virus. Each node in the network is 
either infected or healthy. An infected node can infect its neighbors 
with an infection rate, but it is cured with curing rate .However, 
once cured and healthy, the node is again prone to the virus. 
Both infection and curing processes are independent. Network 
can be applied to the spread of email worms and other computer 
viruses, the Propagation of faults or failures, and, more generally, 
the spread of information (e.g., news, rumours, brand awareness, 
and marketing of new products) and epidemic dissemination or/
and routing in Ad-Hoc and Peer-to-peer networks.
A worm’s life consists of the following phases: target finding, 
transferring, activation and infection. Since worms involve 
network activities in the first two phases, their behaviors in these 
two phases are critical for developing detection algorithms. 
Therefore, this article first focuses on worm characteristics that 
facilitate their detection.

A. Worm
 A worm is a malicious piece of code that self propagates, often via 
network connections, exploiting security flaws in computers on the 
network. In general, worms do not need any human intervention 
to propagate; however, a category of worms called passive worms 
require certain host behavior or human intervention to propagate. 
For example, a passive worm only propagates itself until it is 
contacted by another host.

B. Virus
A virus is a malicious piece of code that attaches to other programs 
to propagate. It cannot propagate by itself, and normally depends on 
a certain user intervention, such as opening up an email attachment 
or running an executable file, to be activated [2].

C. Computer Worm
A computer worm is a self-replicating malware computer program. 
It uses a computer network to send copies of itself to other nodes 
(computers on the network) and it may do so without any user 
intervention. This is due to security shortcomings on the target 
computer. Unlike a virus, it does not need to attach itself to an 
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existing program. Worms almost always cause at least some harm 
to the network.

D. IRC Worm (Internet Relay Chat Worm)
IRC is usually a standalone program that uses IRC networks to 
spread itself. Such worm either tries to spread itself by establishing 
connection to an IRC server or it can drop specific scripts to an 
IRC client directory. The most affected IRC client is mIRC.Some 
of the IRC worms are Aplore, Maldal, Gokar, and Spester.

E. File-Sharing Networks Worms
These worms Copies itself into a shared folder, most likely located 
on the local machine. The worm will place a copy of itself in a 
shared folder under a harmless name. Now the worm is ready 
for download via the P2P network and spreading of the infected 
file will continue.

1. Internet Worms
Those which target low level TCP/IP ports directly, rather than 
going via higher level protocols such as email or IRC. A classic 
example is “Blaster” which exploited vulnerability in Microsoft’s 
RPC. An infected machine aggressively scans random computers 
on both its local network and the public Internet attempting an 
exploit against port 135 which, if successful, spreads the worm 
to that machine.

2. Active Worms
Active worms will identify the computers with which is injured and 
by them it will infected the other computers propagate the infection 
further to other vulnerable computers  With this understanding, 
effective detection and defense schemes could be developed to 
mitigate the impact of the worms. For this reason, tremendous 
research effort has focused on this area [1,7-11].

II. Literature Survey 
Some of the past (Active) worms are Morris Worm, Slammer/
Sapphire, Nimda, Witty, Blaster, Code Red I, Code Red II and 
C worms. 

A. Morris Worm
The Morris worm was one of the first Internet worms (computer 
worm) which is effected via Internet. Certainly it is first to gain 
significant mainstream media attention. It was launched on 
November 2, 1988 from MIT by a student Robert Tappan Morris 
at Cornell University [18], it is zero day attack, It generated target 
list as target discovery technique. The major effect of worm is that 
around that thousands of major unix systems were infected.

B. Code Red I and Code Red II
Code Red I use a blind scan scheme that scans the port ip address 
to get the vulnerable computers with in first 20 days after enter 
into the machine.it was seen in 2001 of July when running the 
Microsoft’s Internet Information Server (IIS) Web service. By 
infected of this virus website will display “HELLO (GET /default.
ida?NNNNN)
Code Red II was released on August 2001(which is a computer 
worm). It is a Multiplatform (variant) of the original Code 
Red. Employed scanning as its target discovery technique and 
Implemented scanning strategy as routable by avoiding probing. 
A typical signature of the Code Red II worm would appear in a 
web server log as: GET /default.ida?XXXXX Both versions of 
Code Red are self-carried and transfer via TCP connections.

C. Nimda
Nimda is a computer worm and it is file infector. It was found 
on 2001 of September and quickly spread around the world. It 
is a very high level complex virus with a mass mailing having 
worm component which spread in email attachments which can 
be like .EXE files. It affects Windows 95, Windows 98, Windows 
Me, Windows NT 4 and Windows 2000 users. Nimda is the first 
worm to modify existing web sites to start offering infected files 
for download. Also it is the first worm to use normal end user 
machines to scan for vulnerable web sites.
Lifecycle of Nimda can be split to four parts:
Infecting files, Mass mailing, Web worm
LAN propagation.
Nimda also uses the Unicode exploit to infect IIS web servers. 
It will be infected by email, open network shares, browsing of 
websites, exploitation of various Microsoft IIS 4.0 / 5.0 directories 
which is in vulnerability [19].
In addition, the high scanning rate of Nimda can result in bandwidth 
DoS attacks on networks infected hosts. 

D. Slammer/Sapphire
 It is a SQL slammer (computer worm). Slammer, also known as 
Sapphire, was one of the smallest worms ever seen. It was found in 
2003 of January which will be targeting of Microsoft SQL Server 
2000. Slammer uses UDP port 1434 to exploit a buffer overflow 
in an MS SQL server. The code size is 376 bytes. It uses a blind 
scan scheme where randomly generated numbers
are used as IP addresses in searching for vulnerable hosts. Slammer 
is a self carried and slammer is a mono morphic payload.
Slammer writes to the disks which is non infected machines, it 
only overloads the victim systems and slows down traffic [20].

E. Sasser
A worm that replicates by sending complete, independent copies 
of itself over a network. Sasser was found on 2004 of April. It is 
targeting systems on running Microsoft Windows XP or Windows 
2000. (that had not been patched for the vulnerability of Local 
Security Authority Subsystem Service (LSASS)). Sasser exploits 
a buffer overflow vulnerability of LSASS to gain access to remote 
systems and spread further. sasser uses a monomorphic payload.
if sasser is infected in a system it will act as FTP server & it is 
on TCP 5554. it finds infected computers by using the random 
ips [21].

F. Witty
Witty worm is a computer worm that attacks the firewall and 
other computer security, Internet Security Systems (ISS) now 
IBM Internet Security Systems. It was the first worm to take 
advantage of vulnerabilities in the very pieces of software designed 
to enhance network security, and carried a destructive payload, 
unlike previous worms [22] .It is so named because the phrase 
“(^.^) insert witty message here (^.^)” appears in the worm’s 
payload. On March 19, 2004, the ‘Witty’ worm began infecting 
hosts connected to the Internet. In a 30 min it will infect a huge 
number of computers.

G. C worm
A new worm from a active worm is called a Camouflaging worm. 
it is called a c worm in short. Here we analyze the worm by seeing 
the traffic generated by worms. Here we analyze the worm by 
frequency domain and we detect the worm by power spectral 
density [1]. 
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III. Life Cycles of Worms
Propagation can be viewed as an essential phase of the life cycle 
of worms. We introduce life cycles of worms from both long-term 
and short-term perspectives:
A long-term worm life cycle consists of the following four phases 
[5]:

Fig. 1: Phases in the Long-Term Life Cycles of Worms
Latency phase1. 
Growth phase2. 
Decay phase3. 
Persistence phase.4. 

A short-term worm life cycle consists of the following three phases 
[6]:

Initialization phase.• 
Payload Activation phase.• 
Network Propagation phase.• 

Fig. 2: Phases in the Short-Term Life Cycles of Worms

IV. Detection Methods
Signature• 
Anomaly based• 
Hybrid • 

A. Signature Detection
In the antivirus world, a signature is an algorithm or hash (a 
number derived from a string of text) that uniquely identifies a 

specific virus. Depending on the type of scanner being used, it 
may be a static hash which, in its simplest form, is a calculated 
numerical value of a snippet of code unique to the virus. Or, less 
commonly, the algorithm may be behavior-based, i.e. if this file 
tries to do X,Y,Z, flag it as suspicious and prompt the user for a 
decision. Depending on the antivirus vendor, a signature may be 
referred to as a signature, a definition file, or a DAT file.

B. Anomaly Detection Methods
Anomaly detection, also referred to as outlier detection [3], refers 
to detecting patterns in a given data set that do not conform to an 
established normal behavior [4]. The patterns thus detected are 
called anomalies and often translate to critical and actionable 
information in several application domains. Anomalies are also 
referred to as outliers, surprise, aberrant, deviation, peculiarity, 
etc.
Three broad categories of anomaly detection techniques exist. 

Supervised anomaly1. 
Semi-supervised anomaly2. 
Unsupervised anomaly3. 

1. Supervised anomaly detection techniques learn a classifier using 
labeled instances belonging to normal and anomaly class, and then 
assign a normal or anomalous label to a test instance. 
2. Semi-supervised anomaly detection techniques construct a model 
representing normal behavior from a given normal training data 
set, and then test the likelihood of a test instance to be generated 
by the learnt model. 
3. Unsupervised anomaly detection techniques detect anomalies 
in an unlabeled test data set under the assumption that majority 
of the instances in the data set are normal. Anomaly detection is 
applicable in a variety of domains, such as intrusion detection, 
fraud detection, fault detection, system health monitoring, 
event detection in sensor networks, and detecting eco-system 
disturbances. It is often used in preprocessing to remove anomalous 
data from the dataset

C. Hybrid Detection
A hybrid virus/worm is malicious code that combines characteristics 
of both those types of malware, typically featuring the virus’ ability 
to alter program code with the worm’s ability to reside in live 
memory and to propagate without any action on the part of the user. 
According to Ed Skoudis, author of Malware: Fighting Malicious 
Code, most modern viruses fall into the hybrid category because, 
in addition to infecting files like a virus, they use the worm’s 
propagation method to spread throughout a network.

V. Proposed Method
Anomaly-based algorithms are categorized based on connection 
attempts or packet payload or traffic. By connection attempts, 
the schemes may rely on connection count/traffic rate, failure 
connection rate, success/failure ratio, or destination-source 
correlation in their detection.
If illegal traffic scheme may monitor honey pots. By using a packet 
payload try to measure anomaly by comparing the pay load when 
during normal traffic is made.
Connection attempts[23]:

Successful TCP connection• 
TCP destination port closed• 
UDP destination port closed• 
Destination• 

IP address does not exist.
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Fig. 3: A Successful TCP Connection

A. Detection of Encrypted Worms
The decryption loop is constant1. 
We can simply search for the encryption loop itself, and/or 2. 
the virus in it’s encrypted form
Encrypted virus are almost as easy to process as unencrypted 3. 
ones
Polymorphic viruses are more of a problem4. 

B. Detection of Polymorphic Worms
Originally detection was done using only our ‘Virus Definition 1. 
Language’ (VDL) to follow the decryption loop
The identities were very complex and have to be run on every 2. 
executable file
Care was required to avoid the identity being too slow 3. 
Distribution of Capacity 

C. Detection of worm using Distribution Method 
(Spectrum based)
In the Distribution Analysis, the worm’s behavior is monitored 
continuously, Based on the behavior of the worm for a period of 
time, we could able to find whether the worm is static or dynamic 
behavior. Usually the static behavior worms can be controlled 
by the usual Traditional method. Its behavior alerted also. So we 
apply Distribution method to identify the behavior of the worms. 
Once we find the behavior is altered, the system will be alerted 
to detect the worm. 
Worms may be dynamic propagating worm or static propagating 
worm. Which are distributed across the Internet at hosts, routers, 
and firewalls, etc. Each monitor is responsible for monitoring 
suspicious traffic (e.g., scans to unoccupied IP addresses or ports) 
and reporting them to the admin. The admin then analyzes the 
collected traffic logs and detects worm attacks.

D. Spectral Flatness Measure (Tonality Coefficient)
Spectral flatness also known as Wiener entropy is a measure used 
in digital signal processing to characterize an audio spectrum. 
Typically measure in decibels, the spectral flatness is calculated 
by dividing the geometric mean of the power spectrum by the 
arithmetic mean of the power spectrum

VI. Blocking the Worm Across the Network
The process of blocking the worm is simple and straight forward. 
The worm is directed an application that attracts this worm, once 
the worm is entered into the applications it will be running in that 
application forever and ever. This technique is called Honeypot. 
A honeypot is a vulnerable system on the network that does not 
provide any real services. The agent application performs certain 
statistics on the behavior of the worm with predefined constraints, 
once these constrains are met, the worm is directed to the honeypot 
to stop or block it not being self replicated in the network.
There are two major approaches to blocking. One is to block 
off packets with certain content, and the other is to block traffic 
to and/or from certain addresses. The content blocking is more 
efficient and more effective than address blocking.

VII. Conclusions
We have identified the characteristics of existing and hypothetical 
worms during the target finding and propagation phases of a 
worm’s life cycle. They are classified based on target finding, 
propagation, transmission scheme, and payload format.
Our investigation showed that, although the Worm successfully 
camouflages its propagation both domains, by observing Tonality 
Coefficient we easily detect the worm. Active worms self-propagate 
across a network exploiting security or policy flaws by employing 
scanning, pre-generated target list, or internally generated target 
lists as their target discovery technique. A spectral-flatness measure 
has been developed numerical value from 0 to 1. Our strategy can 
effectively contain both fast scan worms and slow scan worms.
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