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Abstract
We have seen that the GEM algorithm is an efficient and practical 
algorithm for firewall packet matching. We implemented it 
successfully in the Linux kernel, and tested its  packet-matching 
speeds on live traffic with realistic large releases. GEM’s matching 
speed is far better than the naive linear search and it is able to 
increase the throughput of iptables by an order of magnitude. On 
rule-bases generated according to realistic statistics, GEM’s space 
complexity is well within the capabilities of modern hardware. 
Thus we believe that GEM may be a good candidate for use in 
firewall matching engines. We note that there are other algorithms 
that may well be candidates for software implementation in the 
kernel. We believe it should be quite interesting to implement 
all of these algorithms and to test them on equal footing, using 
the same hardware, rule-bases, and traffic load. Furthermore, it 
would be interesting to do this comparison with real rule-bases, 
in addition to synthetic Perimeter-model rules. We leave such a 
“bake-off” for future work. As for GEM itself, we would like to 
explore the algorithm’s behavior when using more than 4 fields, 
e.g., matching on the TCP flags, meta data, interfaces, etc. The 
main questions are: How best to encode the non-range fields? Will 
the space complexity still stay close to linear? What will be the 
best order of fields to achieve the best space complexity? Another 
direction to pursue is how GEM would perform with of IPv6, in 
which IP addresses have 128 bits.

Keywords
Network Communication, Network-level Security and 
Protection

I. Introduction
The firewall is one of the central technologies allowing high-
level access control to organization networks. Packet matching 
in firewalls involves matching on many fields from the TCP and 
IP packet header. At least five fields (protocol number, source and 
destination IP addresses, and ports) are involved in the decision 
which rule applies to a given packet. With available bandwidth 
increasing rapidly, very efficient matching algorithms need to 
be deployed in modern firewalls to ensure that the firewall does 
not become a bottleneck. Modern firewalls all use “first match” 
semantics [5, 40]: The firewall rules are numbered from 1 to n, 
and the firewall applies the policy (e.g., pass or drop) associated 
with the first rule that matches a given packet. See fig. 1, for 
an illustrated example. Firewall packet matching is reminiscent 
of the well studied router packet matching problem. However, 
there are several crucial differences which make the problems 
quite different. First, unlike firewalls, routers use “longest prefix 
match” semantics. Next, the firewall matching problem is 4- or 
5- dimensional, whereas router matching is usually 1- or 2- 
dimensional: A router typically matches only on IP addresses, 
and does not look deeper, into the TCP or UDP packet headers. 
Finally, major firewall vendors support rules that utilize IP Part 
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Point and Juniper—the main exception is Cisco, that only supports 
individual IP addresses or subnets. Therefore, firewalls require 
their own special algorithms.  Most modern firewalls are stateful. 
This means that after the first packet in a network flow is allowed 
to cross the firewall, all subsequent packets belonging to that flow, 
and especially the return traffic, is also allowed through the firewall. 
This statefulness has two advantages. First, the administrator does 
not need to write explicit rules for return traffic—and such return-
traffic rules are inherently insecure since they rely on source-port 
filtering (see in Check Point’s patent [29]). So stateful firewalls 
are fundamentally more secure than simpler, stateless, packet 
filters. Second, state lookup algorithms are typically simpler 
and faster than rule match algorithms, so statefulness potentially 
offers important performance advantages. Firewall statefulness 
is commonly implemented by two separate search mechanisms: 
(i) a slow algorithm that implements the “first match” semantics 
and compares a packet to all the rules, and (ii) a fast state lookup 
mechanism that checks whether a packet belongs to an existing 
open flow. In many firewalls, the slow algorithm is a naive linear 
search of the rule-base, while the state lookup mechanism uses a 
hash-table or a search-tree: This is the case for the open source 
firewalls [24] and iptables [23]. There are strong indications that 
commercial firewalls use linear search for the slow rule-match as 
well: E.g., Check Point rules are translated into an assembly-like 
macro language called INSPECT [40], with linear semantics, 
and the INSPECT language is simply translated into bytecode. 
Moreover, the standard advise for improving firewall performance, 
for all vendors, is to place the most popular rules near the top 
of the rule-base [7, 14]. This advise doesn’t make much sense 
if the firewall rearranges the rules into a complex search data 
structure. Note that a stateful firewall’s two-part design provides its 
highest performance on long TCP connections, for which the fast 
state lookup mechanism handles most of the packets. However, 
connectionless UDP2 and ICMP traffic, and short TCP flows, like 
those produced in extremely high volume by Distributed Denial 
of Service attacks (cf. [19]), only activate the “slow” algorithm, 
making it a significant bottleneck. Our main result is that the 
“slow” algorithm does not need to be slow, even in a software-only 
implementation running on a general-purpose operating system. 
We show that the GEM algorithm has a matching speed that is 
comparable to that of the state lookups: In isolation the algorithm 
required under 1μsec per packet, and our Linux GEM-iptables 
implementation sustained a matching rate of over 30,000 packets-
per-second (pps), with 10,000 rules, without losing packets, on 
a standard PC workstation. In this paper we revisit a classical 
algorithm from computational geometry [10, 22], and apply it to 
the firewall packet matching. In the firewall context we call this 
algorithm the Geometric Efficient Matching (GEM) algorithm. 
This algorithm performs matching in O(d log n) time, where n is 
the number of rules in the firewall rule-base and d is the number 
of fields to match. The worst-case space complexity of GEM is 
O(nd). For instance, for TCP and UDP we have d = 4, giving a 
search time of O(log n) and worst case space complexity of O(n4). 
The GEM data structure allows easy control over the order of fields 
to be matched. The data structure can be used for any number of 
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dimensions d, but typical values for firewall packet matching are 
either d = 2 for opaque protocols like IPsec
(protocol 50 or 51) or d = 4 for TCP, UDP, and ICMP. We  focus 
on the more difficult case for the algorithm, with d = 4, in which 
the match fields are: source IP address, destination IP address, 
and source and destination port numbers. This fits TCP and 
UDP filtering, and also ICMP (using the 8-bit message type and 
code instead of 16-bit port numbers). Note that the worst-case 
space complexity can only be caused by an unlucky rule-base 
structure, and not by the packets that the firewall encounters. 
Furthermore, knowledge of the rule-base does not help an attacker 
force the firewall into poor performance since the search time is 
deterministically logarithmic in the worst case—so GEM is not 
subject to algorithmic complexity attacks [3, 8]. To address the 
worst-case space complexity, we propose two approaches. One 
approach involves optimization heuristics. The other is a time-
space trade-off, which at the cost of a factor ℓ slowdown in the 
search time, provides an ℓd−1 decrease in the space complexity. 
The next step in our evaluation of the GEM algorithm was an 
extensive simulation study. Our simulations showed that, in 
isolation, the algorithm required under 1μsec per packet, on a 
standard PC, even for rule-bases of 10,000 rules. Furthermore, we 
found that the worst case space complexity manifests itself when 
the rule-base consists of uniformly-random rules. However, real 
firewall rule-bases are far from random. Rule-bases collected by 
the Lumeta (now AlgoSec) Firewall Analyzer show that, e.g., the 
source port field is rarely specified, and the destination port field is 
usually a single port number (not a range) taken from a set of some 
200 common values. Based on statistics we gathered from real 
rule-bases, we created a non-uniform model for random rule-base 
generation, which we call the Perimeter rule model. On rule-bases 
generated by this model, we found that the order of field evaluation 
has a strong impact on the data structure size (several orders of 
magnitude difference between best and worst). We found that the 
evaluation order which results in the minimal space complexity 
is: destination port, source port, destination IP address, source 
IP address. With this evaluation order, the growth rate of the 
data structure is nearly linear with the number of rules. The data 
structure size for rule bases of 5,000 rules is ≈ 13MB, which is 
entirely practical. Using more aggressive space optimizations 
allows us to greatly reduce the data structure at a cost of a factor 
of 2 or 3 slowdown. For instance, using 3-part heuristic division, 
we get a data structure size of 2MB for 10,000 rules.

II. Existing System 
The firewall packet matching problem finds the first rule that 
matches a given packet on one or more fields from its header. Every 
rule consists of set of ranges [li, ri] for i = 1, . . . , d, where each 
range corresponds to the i-th field in a packet header. The field 
values are in 0 ≤ li, ri ≤ Ui, where Ui = 232 − 1 for IP addresses, 
Ui = 65535 for port numbers, and Ui = 255 for ICMP message 
type or code. For notation convenience later on, we assign each of 
these fields a number, which is also listed in the table. Remarks: 
• Most firewalls allow matching on additional header fields, such 
as IP options, TCP flags, or even the packet payload (so called 
“deep packet inspection”). However, real rule-bases very rarely 
use such futures. Nearly all the firewall rules that we have seen 
only refer to the five fields.
• The description above, and the GEM algorithm, is mostly suitable 
to firewalls whose rules use contiguous ranges of IP addresses. 
This is not a limitation for enterprise firewalls—we have never 
encountered an enterprise firewall that uses non-contiguous masks. 

• We use ‘∗’ to denote wildcard: An ‘∗’ in field i means any value 
in [0,Ui]. • We are ignoring the action part of the rule (e.g., pass or 
drop), since we are only interested in the matching algorithm.

A. The Sub-Division of Space
In one dimension, each rule defines one range, which divides space 
into at most 3 parts. It is easy to see that n possibly overlapping rules 
define a subdivision of one-dimensional space into at most (2n − 1) 
simple ranges. To each simple range we can assign the number 
of the winner rule. This is the first rule which covers the simple 
range. In d-dimensions, we pick one of the axes and project all 
the rules onto that axis, which gives us a reduction to the previous 
one-dimension case, with a subdivision of the one dimension 
into at most (2n − 1) simple ranges. The difference is that each 
simple range corresponds to a set of rules in (d − 1) dimensions, 
called active rules. We continue to subdivide the (d−1) dimensional 
space recursively. We call each projection onto a new axis a level 
of the algorithm, thus for a 4- dimensional space algorithm we 
have 4 levels of subdivisions. The last level is exactly a one-
dimensional case—among all the active rules, only the winner 
rule matters. At this point we have a subdivision of d-dimensional 
space into simple hyper-rectangles, each corresponding to single 
winning rule. We shall see how to efficiently create this subdivision 
of d-dimensional space, and how it translates into an efficient 
search structure. Before delving into the details of the search 
data structure, we first consider the protocol header field. The 
protocol field is different from the other four fields: very few of 
the 256 possible values are in use, and it makes little sense to 
define a numerical “range” of protocol values. This intuition is 
validated by the data gathered from real firewalls The only values 
we saw in the protocol field in actual firewall rules were those of 
specific protocols, plus the wildcard ‘∗’, but never a non-trivial 
range. Thus, the GEM algorithm only deals with single values 
in the protocol field, with special treatment for rules with ‘∗’ 
as a protocol. We preprocess the firewall rules into categories, 
by protocol, and build a separate search data structure for each 
protocol (including a data structure for the ‘∗’ protocol). The 
actual geometric search algorithm only deals with 4 fields. Now, 
a packet can only belong to one protocol—but it is also affected 
by protocol = ‘∗’ rules. Thus every packet needs
to be searched twice: once in its own protocol’s data structure, and 
once in the ‘∗’ structure. Each search yields a candidate winner 
rule.3 We take the action determined by the candidate with the 
lower number. In the remainder of this paper, we focus on the 
TCP protocol, which has d = 4 dimensions, although the same 
discussion applies for UDP and ICMP. We shall see that TCP alone 
accounts for 75% of rules on real firewalls, and collectively, TCP, 
UDP, and ICMP account for 93% of the rules.
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Fig. 1:

Fig. 2:

The packet header contains the protocol number, source and 
destination address and port numbers fields. First, we check the 
protocol field and go to the protocol array of the search data 
structure, to select the corresponding protocol database header. 
From this point, we apply a binary search with the corresponding 
field value on every level, in order to find the matching simple 
range and continue to the next level. The last level will supply us 
with the desired result—the matching rule number. For example, 
suppose we have an incoming TCP packet. Assume that the GEM 
protocol header for TCP shows that the order of levels is 1203. 
The first level - 1 – denotes the destination address. We execute a 
binary search of the destination address value from packet header 
against the values of the array in the first level. The simple range 
associated with the found array item points us to the corresponding 
node from the second level. The second level, in our example (2) 
denotes the source port number. By binary search on the second 
level array we find a new simple range, which contains the packet 
source port number. Similarly, we search for the source address 
(field 0) and destination port (field 3). In the last level node we 
find the winner rule information. We repeat the search procedure 
for protocol ‘∗’, and get another “winner” rule. From the two 
candidates we choose the one with the lower rule number.
Search time: In each level we execute a binary search on an array 
of at most 2n entries, where n is the maximal number of active 

rules. We process two searches: one with the packet’s protocol 
and one in the ‘∗’ data structure. Thus, for d levels, the search 
time is O(d log n). For a constant d = 4, we get an O(log n) search 
time. Note that the ‘∗’ search data structure only has 2 levels (for 
IP addresses), thus the search time is dominated by the time to 
search the 4 levels of the TCP search data structure.

III. Proposed Work
The Fibonacci search technique is a method of searching a sorted 
array using a divide and conquer algorithm that narrows down 
possible locations with the aid of Fibonacci numbers. Compared 
to binary search, Fibonacci search examines locations whose 
addresses have lower dispersion. Therefore, when the elements 
being searched have non-uniform access memory storage (i.e., 
the time needed to access a storage location varies depending on 
the location previously accessed), the Fibonacci search has an 
advantage over binary search in slightly reducing the average 
time needed to access a storage location. The typical example of 
non-uniform access storage is that of a magnetic tape, where the 
time to access a particular element is proportional to its distance 
from the element currently under the tape’s head. Note, however, 
that large arrays not fitting in CPU cache or even in RAM can also 
be considered as non-uniform access examples. Fibonacci search 
has a complexity of O(log(x)) (see Big O notation).
Let k be defined as an element in F, the array of Fibonacci numbers. 
n = Fm is the array size. If the array size is not a Fibonacci number, 
let Fm be the smallest number in F that is greater than n.
The array of Fibonacci numbers is defined where Fk+2 = Fk+1 + Fk, 
when k ≥ 0, F1 = 1, and F0 = 0.
To test whether an item is in the list of ordered numbers, follow 
these steps:
Set k = m.
If k = 0, stop. There is no match; the item is not in the array.
Compare the item against element in Fk−1.
If the item matches, stop.
If the item is less than entry Fk−1, discard the elements from 
positions Fk−1 + 1 to n. Set k = k − 1 and return to step 2.
If the item is greater than entry Fk−1, discard the elements from 
positions 1 to Fk−1. Renumber the remaining elements from 1 to 
Fk−2, set k = k − 2, and return to step 2.
Alternative implementation (from “Sorting and Searching” by 
Knuth):
Given a table of records R1, R2, ..., RN whose keys are in 
increasing order K1 < K2 < ... < KN, the algorithm searches for 
a given argument K. Assume N+1 = Fk+1
Step 1. [Initialize] i ← Fk, p ← Fk-1, q ← Fk-2 (throughout the 
algorithm, p and q will be consecutive Fibonacci numbers)
Step 2. [Compare] If K < Ki, go to Step 3; if K > Ki go to Step 4; 
and if K = Ki, the algorithm terminates successfully.
Step 3. [Decrease i] If q=0, the algorithm terminates unsuccessfully. 
Otherwise set i ← i - q, and set (p, q) ← (q, p - q); then return 
to Step 2
Step 4. [Increase i] If p=1, the algorithm terminates unsuccessfully. 
Otherwise set i ← i + q, p ← p - q, then q ←q - p; and return to 
Step 2

IV. Results
In order to implement these three algorithms on the basis on time 
complexity and space complexity.
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Fig. 3: Line  Chart on Basis on Time Complexity

Fig. 4: Line Chart on Basis on Time Complexity

Fig. 5: Line Chart on Basis on Space Complexity

Fig. 6: Bar Chart on Basis on Space Complexity

V. Conclusions
Since firewalls need to filter all the traffic crossing the network 
perimeter, they should be able to sustain a very high throughput, 
or risk becoming a bottleneck. Firewall packet matching can be 
viewed as a point location problem: Each packet (point) has 5 fields 
(dimensions), which need to be checked against every firewall 
rule in order to find the first matching rule. Thus, algorithms from 
computational geometry can be applied. In this paper we consider 
a classical algorithm that we adapted to the firewall domain. We 
call the resulting algorithm “Geometric Efficient Matching” 
(GEM). The GEM algorithm enjoys a logarithmic matching time 
performance. However, the algorithm’s theoretical worst-case 
space complexity is O(n4) for a rule-base with n rules. Because 
of this perceived high space complexity, GEM-like algorithms 
were rejected as impractical by earlier works. Contrary to this 
conclusion, this paper shows that GEM is actually an excellent 
choice. Based on statistics from real firewall rule-bases, we created 
a Perimeter rules model that generates random, but non-uniform, 
rulebases. We evaluated GEM via extensive simulation using the 
Perimeter rules model. Our simulations show that on such rule-
bases, GEM uses near linear space, and only needs approximately 
13MB of space for rule-bases of 5,000 rules. Moreover, with use 
of additional space improving heuristics, we have been able to 
reduce the space requirement to 2-3MB for 5,000 rules.
But most importantly, we integrated GEM into the code of the 
Linux iptables open-source firewall, and tested it on real traffic 
loads. Our GEM-iptables implementation managed to filter over 
30,000 packets-per-second on a standard PC, even with 10,000 
rules. Therefore, we believe that GEM is an efficient, and practical, 
algorithm for firewall packet matching. 
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