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Abstract
During this time the Internet provides essential communication 
between tens of millions of people and is being increasingly used 
as a tool for commerce. Due to the enormous development in 
communication technology the security of data has now become 
a very essential issue in data communication network. In order to 
protect data from unauthorized intruder data must be transmitted 
in encrypted form. To achieve this goal, network security and 
cryptography has now become an emerging research area to 
develop strong encryption technique to defeat the intruder from 
intercepting the message. This paper presents a block cipher based 
private key cryptographic technique, which deals with successful 
encryption of messages with reduction in size without data loss. 
In this technique, after decomposing the entire binary string into 
blocks depending on the random number length, each block is 
subtracted from the block having maximum decimal value and 
the result after processing through mathematical permutation is 
used to represent the respective block with same or reduced block 
size. The reverse process is applied on the encrypted message to 
get back the original message with original size.
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I. Introduction
Cryptography is an essential tool of data security through 
mathematical manipulation of data with an Incomprehensible 
format for unauthorized person [1]. Symmetric-key cryptography 
defines a class of   algorithms that use trivially related, often 
identical, cryptographic keys for both decryption and encryption. 
All the symmetric key cryptographic protocols encourage using 
large key size and complex procedure and multiple keys in the 
ciphering process to achieve confidentiality. But these mechanisms 
not only increase the complexity for the attacker to crack, but also 
put a lot of computational overhead. 
To overcome these hazards, here I have introduced a new 
cryptographic mechanism in this paper, which assures confidentiality 
and message integrity but with reduced computational overhead. 
Incorporation of size-reduction introduces a special dimension in 
the scope of encryption. For encryption, a key has to be generated. 
Key length and bit stream is chosen at random. At first plain 
text is decomposed into finite number of blocks having same 
size of random number. The technique deals with replacing each 
block by a value less than the original decimal value of the block 
by subtracting each block from the block having maximum 
value. Then each block goes through same set of mathematical 
permutation to generate the encrypted text.
In decryption process the encrypted text first divided into some 
segments. Getting desirable information from key, reverse process 
of encryption has been applied on each segment.
In section II, the algorithm is defined. Section III, describes the 
whole process with an example. An analysis has been done in 
section IV, along with conclusion in section V.

II. Algorithm
In this section, encryption process is discussed in section A.The 
section B and C, discussed about the structure of key and decryption 
respectively.

A. Encryption Process
Step 1: Source file is converted into binary form and source bit 
stream S is generated.
Step 2: A random number, say R, is generated by the user, which 
is defined in the key.
Step 3: The source bit stream is decomposed into L number of 
distinct blocks. Each block having length same as the length of 
the random number.
Step 4: After decomposition of the binary stream into L number 
of distinct blocks, if there is any block having length less than the 
length of the random number, then the block is kept as unchanged 
block, say UB, and will not take part in the entire encryption 
process. The length of UB is kept in the key.
Step 5: The decimal value of each distinct block is calculated. 
The blocks with maximum decimal value, say M and minimum 
decimal value, say N, are identified and defined in the key.
Step 6: The decimal value of each distinct block is subtracted from 
the block having maximum value i.e. M. The result of subtraction 
for each decimal value is used to represent the respective block.
Step 7: The minimum number of bits, say d, required to represent 
the difference between M and N are calculated.
Step 8:  All the integers which are representable with d bits are 
sequentially arranged in even and odd columns, where 0 is used 
to represent even column and 1is used for odd column.
Step 9: Each distinct block is represented with combination of 
0’s and 1’s by using divide and assign procedure. First 0 or 1 
is assigned depending on whether the subtracted decimal value 
of the block is even or odd. Then the value is divided by 2 and 
assigned 0 or 1 depending on the quotient. After each iteration 
the quotient of previous iteration is taken as dividend for the next 
division and assigned 0 or 1 respectively. The process continues 
until the quotient is 1.
Step 10: After completion of division process, 0’s are appended 
at the rightmost end of distinct blocks if the length of the blocks 
are less than d.
Step11: The consecutive distinct blocks are concatenated and 
lastly the unchanged block is appended to generate the encrypted 
text.

B. Key Structure
Table 1, Shows the Structure of the Key

Table 1: Formation of key

Segment Description Maximum number of 
bits required(size)

1
The block having 
maximum decimal 
value

m
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2
The block having 
minimum decimal 
value

n

3 Length of UB x
4 Random number r
Total Key size m + n + x + r

C. Decryption Process
Step 1: Having information from the key, the rightmost x bits 
discarded from the encrypted text and kept in UB as unchanged 
block. 
Step 2: Getting information about M and N from the key again 
the difference between M and N and the bit required to represent 
the difference i.e. d are calculated.
Step 3: Again even (represented by 0) and odd (represented by 1) 
columns are arranged sequentially with the integers representable 
with d bits.
Step 4: The encrypted text is decomposed into L number of 
distinct blocks having length of d.
Step 5: For any distinct block that contain 0’s at the right end, 
0’s are discarded until the rightmost 1 is encountered. If any 
block contains all zeros, it would be assumed as the block having 
maximum value. So the m bit defined in key will replace the 
block.
Step 6:   For each distinct block, the rightmost bit is used to 
represent the position and second rightmost bit is to represent 
column to get the subtracted decimal value of the block. After 
getting a value the previous bit is used as column identifier and 
decimal value defines the position. This process continues until 
the leftmost bit is encountered.
Step 7: The decimal value of each distinct block except M, is 
subtracted from M to get back the original decimal value of the 
block.
Step 8: The decimal value of each distinct block is converted 
into binary form with minimum bit representation.
Step 9: If needed, zero’s are appended with each distinct block to 
equate the length of each block with length of the random number, 
defined in key.
Step 10: These consecutive decrypted distinct blocks are appended 
and lastly the content of the unchanged block UB is concatenated at 
the end of the decrypted text to recover the original plain text.

III. Example
To illustrate this algorithm an example has been shown. The 
algorithm can be operated on a binary stream S which acts as the 
plain text for the example.
Let, S is 101010011001001010110011

A. Encryption Process
Let us start with the encryption process first. Random number, 
say R is taken from user. 
Let R is 1011001
Decompose the binary stream S in finite blocks whose length is 
equal to R.
So here distinct blocks are 
b1=1010100
b2=1100100
b3=1010110
The last block having 011 is kept in UB as unchanged block. So 
UB= 011
Now calculating decimal value for each of the blocks we get, b1= 

84; b2= 100; b3= 86. 
So here, 
M=b2=100 and 
 N=b1=84
Subtracting each block from M we get,
b1=100-84=16;  
b2=100-100=0;
b3=100-86=14
So,  d= M – N =100 – 84 = 16 = minimum bits required to 
represent 16 = 5 bits
Now, arranging integers in table 3.1.1 ranging from 0 to (25-1) 
in even (represented by 0) and odd (represented by 1) columns 
we get,

Table 2: Even – Odd Records
Index Even (0) Odd(1)
0 0 1
1 2 3
2 4 5
3 6 7
4 8 9
5 10 11
6 12 13
7 14 15
8 16 17
9 18 19
10 20 21
11 22 23
12 24 25
13 26 27
14 28 29
15 30 31

Now the quotients are divided repeatedly by 2 and assigned 0 or 
1 accordingly
For 
    b1                b2        b3
16= even=0    0=even=0 14=even=0
16/2=8=0   14/2=7=1
8/2=4=0                 7/2=3=1
4/2=2=0                 3/2=1=1
2/2=1=1 
Now we get, b1= 00001; b2=0; b3=0111  
After appending 0’s at the rightmost end of b2 and b3 we get, 
00000 and 01110 respectively
So concatenating all the blocks and appending UB at the last we 
get the encrypted text as
CT = 000010000001110011

B. Decryption Process
Now we will start the decryption process to recover the original 
text. 
From the key structure we get length of UB (11) so 3 bits from the 
right end (011) are discarded first and kept in UB as unchanged 
block.
Now from key, we get maximum valued block i.e. M (1100100) 
and minimum valued block i.e. N (1010100).
By performing step 2 of decryption process we get,
d= M – N = 100 – 84 = 16 = minimum bits required to represent 
16 = 5 bits.
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Again using step 3 of decryption, the integers ranging from 0 to 
31 are arranged in a table as shown in Table 2.
Now decomposing rest of the bits of encrypted text 
(i.e.000010000001110) into finite blocks having length d we 
get,
 c1   c2  c3
00001  00000  01110
Now from this bit representation of c3, we discard the 0 appended 
at the right end of the block and get c3= 0111.
Now from bit representation of c2 we see that the block contains 
all 0’s. According to step 5 of decryption process of the algorithm 
any block containing all 0’s must be M. 
So c2 is replaced directly by M (i.e. 100=1100100), defined in 
the key. Now we get, c2= 1100100
Now we will calculate the subtracted value for c1 and c3 by applying 
step 6 of the decryption process in the following manner:
    c1
              C           P
0 0 0 0 1

From 0th column and 1st position we get, 2. 
Now the block contain            
      C           P

0 0 0 2
 Again repeating the same process for 0th column and 2nd position 
we get 4
              C       P

0 0 4
 Now for 0th column 4th position we get 8
      C       P

0 8
Lastly from 0th column and 8th position we get 16 which is the 
subtracted value for b1.
Applying the same technique for c3 we get
     c3
C        P 

0 1 1 1
 From 1st  position of the 1st column we get, 3
Now c3 contain
                C      P 

0 1 3
From 3rd position of 1st column we get, 7
Now c3 contain 
     C      P 

0 7
Finally, from 7th position of 0th column we get 14 which is the 
subtracted value for b3
Now for b1 and b3 the these values are subtracted from M to get 
the original value for each block

 C1   c2  c3
M – 16                            100            M – 14
=84              =86
=1010100            =1100100          =1010110
Finally c1, c2, c3 are concatenated and UB is appended to get 
back the original plain text as
PT = 101010011001001010110011

IV.  Analysis and Conclusion
The technique can encrypt any kind of file as it is implemented in 
bit level. It can also be applicable on any size of file as it does not 
imply any restriction on the size of the file. For bigger block size 
more security is achieved and it will not create any mathematical 
problem. Due to that large block size is recommended for increasing 
complexity and getting more efficient effect. The block length is 
directly proportional to the length of the random number. Increase 
in block length will result in a small range, within which all the 
subtracted values will contain. If the block length is n then instead 
of considering values from  0 to  (2n-1) , a very small range is to 
be considered as there is a lesser chance of getting a block having 
all 0’s or all 1’s. Hence the range of the differences will decrease 
depending on the increase in the length of the random number.
As the decimal values for each block is represented by a very 
small value, reduction in block length, as well as, in file length can 
also be achievable. The 0’s are appended at the right most end of 
each block as according to this technique each block will always 
end with 1.So discarding of appended bits will also be easier to 
understand. The key contain length of UB so that, in any case 
if UB = d, it will not create any confusion for the user whether 
the block is unchanged block or an encrypted block. The block 
containing all 0’s assumed to be maximum valued block (i.e. M) 
and a block containing single 1 followed by all 0’s assumed to 
have value M – 1. So blocks having these compositions will not 
need any computation and hence the technique is also helpful for 
reducing computational overhead. 
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