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Abstract
Share refreshing must tolerate missing sub shares and erroneous 
sub shares from compromised servers. A compromised server 
may not generate any sub shares. However, as long as correct 
servers agree on the set of sub shares to use, they can generate 
new shares. Proactive security system allows refreshing all shares. 
Refreshment protocol allows refreshing all shares by using AES, 
DES and blowfish cryptography function which is available on 
the server. To keep a protocol consistency, all share holders must 
cooperative with its procedure. Threshold cryptography is a novel 
approach for distribution of trust. Firstly we generate trust by using 
threshold cryptography and then apply refreshment protocol on 
it’s for refreshing key.
In this paper, we have developed refreshment protocol within each 
node to refresh all sub share which is distributed by threshold 
cryptography and also threshold value is decided for each and 
every node because refreshment of key is depend on it.
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I. Introduction 
Refreshment protocol scheme protect secrets by distributing 
them over different locations (share holders). Security is assured 
throughout the entire life-time of the secret. For long-lived and 
sensitive secrets this protection scheme is powerful. We propose an 
efficient protocol in proactive secret sharing scheme for refreshing 
shares, where shares are periodically renewed using different 
cryptography function which is available on the each server 
[1,11]. A proactive signature scheme involves three phases: the 
key generation phase, the joint signature-generation phase and 
finally a special proactive key refreshment phase of the servers’ key 
shares which is done periodically. The signature is generated in a 
distributed fashion from the shares of the key. Moreover, it has to 
hold that despite proactivization of the signing key, the signature 
on a message m, computed under any of the representations of the 
key is the same. The scheme withstands attackers that eventually 
break into all servers, as long as only a limited number of the 
servers are broken into between two consecutive invocations of 
the refreshment protocol.

II. Distributed Cryptography
Distributed cryptography spreads the operation of a cryptosystem 
among a group of servers (or parties) in a fault-tolerant way [Des 
94]. We consider the threshold failure model with n servers, of 
which up to t are faulty; such distributed cryptosystems are called 
threshold cryptosystems. Distributed cryptosystems are based 
on secret sharing and are typically known only for public-key 
cryptosystems because of their “nice” algebraic properties. Here 
we consider a public-key cryptosystem and a digital signature 
scheme [5]. Distributed cryptography, introduced in 1987, makes it 
possible to design cryptographic systems in which some operations 
require the collaboration of several users. Concretely, a distributed 

cryptosystem is a public key cryptosystem in which the secret key 
is shared among a set of users. Only some qualified subsets of 
users will be able to perform the operation related to the secret key 
(decrypting or signing). In this way, the security of the system is 
increased, because the loss or theft of several shares of the secret 
key does not necessarily break the system’s security.

III. Problem with Key Refreshment
In the existing paper, key refreshment is depending on other 
nodes. Each share holder tries to refresh its own share using 
some concurrent scheme, where all share holders just perform 
communication and computation in parallel, inconsistency may 
happen, and a new node may receive inconsistent shares and then 
cannot generate the secret key. If a new node requests to get shares 
during PSS, share holders should make the node wait for their 
PSS and give their new shares afterward. Or, if a new node tries 
to get shares just before PSS is started, each share holder should 
put the PSS on hold until the node successfully get current shares 
[4]. These matters imply that a share holder (master node) needs 
to know when a new share can be used as own share and when 
the new share can be given to a new node. As well as such timing 
issue, there is another concern related to untraceable sub-share 
transmission. The considerable matter is, while a share holder 
can understand whether it has gotten sub-shares generated by 
other share holders successfully, it does not know other share 
holders also have gotten necessary sub-shares successfully. Or, if 
a share holder does not get sub-shares from corresponding share 
holders due to loss of connectivity with them, it should not keep 
waiting for the reply from the share holders for a long span of 
time. This situation will be especially happened in a distributed 
environment [1].

Fig. 1. Share Refreshment Process

IV. Solution Approach
In this paper, we have to developed refreshment protocol for 
refreshing multiple shares, after distribution the private key by 
threshold cryptography. Refreshment protocol is a technique to 
refresh shares but condition is that each node refresh own share 
by using different cryptography function (such as DES, AES and 
Blowfish) which is available on the server.
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A. Our Contribution
Threshold cryptography can indeed enhance the security against 
break-in attacks in many scenarios. However, it is also limited: 
Given sufficient amount of time, an attacker can break into the 
servers one by one, thus eventually compromise the security of 
the system. This danger is particularly eminent in systems that 
must remain secure for long periods of time (such as certification 
authorities) or where secure recovery may be difficult.
Proactive security is a mechanism for protecting against such 
long-term attacks. The approach calling for distribution of trust 
with the one of periodic refreshment:
Refreshment protocol will allow servers to automatically recover 
from possible, undetected break-ins, and in particular will provide 
the servers with new shares of the sensitive data while keeping the 
sensitive data unmodified. Very importantly, information gathered 
by an attacker before a refreshment period becomes useless to 
attack the system in the future. The security of the system will 
be guaranteed as long as not too many of the servers are broken 
into between two consecutive executions of the refreshment 
protocol. Notice that in this approach, security is preserved even 
if, over a long span of time, every server can be broken into 
at some time or another. In other words, a proactively secure 
system does not wait until a break-in is detected[4][6]. Instead, it 
invokes the refreshment protocol periodically in order to maintain 
uninterrupted security.

B. Algorithm for Refreshment Protocol
1. Randomly choose two prime no. p & q
Compute a(n) = (p-1)*(q-1)
Determine server’s private key (d) as
           d = e-1 mod a(n)
where d is server’s public key.
2. Evaluate the Shares Share generation is based on Shamir’s    
Scheme.
Secret is a value S in the set of integers [0……….p-1] where p 
is prime number.    
Server (who is sharing the secret)   
generates t random numbers (a1… at) and put these values into 
given the polynomial.
         f (X) = (S + a1X +…….+ atXt) 
3.  If f(X) is calculated for different nodes i.e. node 1, node 2, 
node .
Where X = 1, 2, 3………respectively.
4. Each node receives own share or part of private key which is 
known as share.
5. After that each node generates threshold and compare with the 
random number. If random number is equal or less than threshold 
then share is not refreshed otherwise it will be refreshed. 
6. Then we apply refreshment protocol on partial private key and 
generate new sub shares for every node which is participated in 
the network.

Node 1 has DES cryptography function for refreshing key.                   • 
Node 2 has AES cryptography function for refreshment of • 
shares.
Node 3 has Blowfish cryptography function. • 

V. Conclusion
Refreshment protocol provides a method for maintaining the 
overall security of a system, even when individual components are 
repeatedly broken into and controlled by an attacker. In particular 
it provides for automated recovery of the security of individual 
components, avoiding the use of expensive and inconvenient 

manual processes. The technique calls for the distribution of trust 
among several servers, together with refreshments of the share 
held by the servers. This way, the refreshment approach guarantees 
uninterrupted security as long as not too many servers are broken 
into at the same time. Proactive security shows how to maintain 
the overall security of a system even under such conditions. 
The technique combines two well-known approaches to enhance 
the security of the system: distributed (or threshold) cryptograph, 
which ensures security as long as a threshold (say half) of the 
servers are not corrupted; and refresh or update of the sensitive 
data (e.g. keys) using different cryptography function which is 
held by the servers.     
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