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Abstract
A Mobile Ad-Hoc Network (MANET) is a self-organizing, 
infrastructure less, multi-hop network. The wireless and distributed 
nature of MANETs poses a great challenge to system security 
designers. Although security problems in MANETs have attacked 
much attention in the last few years, most research efforts have 
been focused on specific security areas, such as establishing trust 
infrastructure, securing routing protocols, or intrusion detection 
and response, none of the previous work proposes security solutions 
from a system architectural view. In this paper, we discuss security 
issues for types of attacks in different layers, challenges and 
their challenges current solutions in the mobile ad hoc network. 
Although security issues in MANETs have been a major focus 
in the recent years, the development of most secure schemes for 
these networks has not been entirely achieved till now.
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I. Introduction
A Mobile Ad-Hoc Network (MANET) is a network consisting of 
a collection of nodes capable of communicating with each other 
without help from a network infrastructure. It means network 
without any central authority, e.g., a central server. Without a 
central administration, network packets are forwarded from 
one machine to another by the nodes within the network. Ad 
-Hoc networks are subject to various kinds of attacks. Wireless 
communication links can be eavesdropped on without noticeable 
effort and communication protocols on all layers are vulnerable 
to specific attacks.
This means that each mobile station acts as both a machine and 
a router. Since nodes have to rely on each other to forward the 
network packets to destinations, in an ideal case, the sender 
generates a signature for each packet with its private key, which 
is called signing, and each receiver checks the validity of the 
signature with the sender’s public key, which is called verifying. 
If the verification succeeds, the receiver knows the packet is 
authentic. Authentication is simply a process carried out by two 
parties in order to identify one another. Without authentication, an 
unauthorized node could easily “come in” and use the available 
resources within the network. The problem gets worse if the 
unauthorized node is a malicious user. Therefore, it is necessary 
to have a mechanism for preventing an “outsider” from being 
part of the network. The mobile ad hoc network has the following 
typical features [4]:

Unreliability of wireless links between nodes. Because of the • 
limited energy supply for the wireless nodes and the mobility 
of the nodes, the wireless links between mobile nodes in the 
ad hoc network are not consistent for the communication 
participants.
Constantly changing topology. Due to the continuous motion • 
of nodes, the topology of the mobile ad hoc network changes 
constantly: the nodes can continuously move into and out of 
the radio range of the other nodes in the ad hoc network, and 

the routing information will be changing all the time because 
of the movement of the nodes.
Lack of incorporation of security features in statically • 
configured wireless routing protocol not meant for ad hoc 
environments. Because the topology of the ad hoc networks 
is changing constantly, it is necessary for each pair of adjacent 
nodes to incorporate in the routing issue so as to prevent some 
kind of potential attacks that try to make use of vulnerabilities 
in the statically configured routing protocol.

II. Challenges in Securing THE MANETs
MANETs are much more vulnerable to attack than wired network. 
This is because of following reasons:

A. Absence of Infrastructure 
Ad hoc networks operate independently of any infrastructure, 
which makes inapplicable any classical solutions based on 
certification authorities and on line servers.

B. Limited Physical Security
Mobile wireless networks are generally more prone to physical 
security threats than a fixed- cable nets. The increased possibility 
of eavesdropping, spoofing, and denial-of-service attacks should 
be carefully considered. Existing link security techniques are often 
applied within wireless networks to reduce security threat.

C. Restricted Power Supply 
Due to mobility of nodes in the ad hoc network, nodes will rely 
on battery as their power supply method, the problem that may 
be caused by restricted power supply is denial-of-service attacks 
and selfish manner.

D. Dynamically Changing Network Topology 
Nodes are free to move arbitrarily. The network topology may 
change randomly and have no restriction on their distance from 
other nodes. As a result of this random movement, the whole 
topology is changing in an unpredictable manner, which in turn 
gives rise to both directional as well as unidirectional links 
between the nodes [5].

Fig. 1: Changing Network Topology

E. Lack of Centralized Monitoring
Absence of any centralized monitoring makes the detection of 
attacks a very difficult problem because it is not easy to monitor 
the traffic in a highly and large scale ad hoc network. It is rather 
common in the ad hoc network that benign failures such as 
transmission impairments and packet dropping.
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III. Security Goals in Ad-Hoc Networks
The goals of security mechanism of MANETs are similar to that 
of other networks. Security is a great issue in network especially 
in MANETs where security attacks can affect the nodes limited 
resources and consume them or waste the time before rote chain 
broke. Security is a vectored term of multi systems, procedures 
and functions that works together to reach certain level of security 
attributes. Providing adequate security measures for ad hoc 
networks is a challenging task. In a security concept, typically 
striving for goals like authenticity, integrity, confidentiality, non-
repudiation and availability, authentication of communicating 
entities is of particular importance as it forms the basis for 
achieving the other security goals: e.g., encryption is worthless 
if the communication partners have not verified their identities 
before [2-3].

 
Fig. 2: Types of Security Goals

A. Availability 
The main  goal  of  availability  is  to node will be  available  to  
its users  when  expected,  i.e.  Survivability of network services 
despite denial of service attack. For example, on the physical and 
media access control layers, an adversary could employ jamming 
to  interfere  with  communication  on  physical  channel  while  on 
network layer it could disrupt the routing protocol and continuity 
of services of  the network. Again,  in higher  levels, an adversary  
could  bring  down  high-level  services  such  as  key management 
service, authentication service .

B. Confidentiality 
The goal of confidentiality is to keeping information secret from 
unauthorized user or nodes. In other words, ensures payload data 
and header information is never disclosed to unauthorized nodes. 
The standard approach for keeping information confidential is to 
encrypt the data with a secret key that only intended receiver’s 
posses, hence achieving confidentiality.

C. Integrity 
The goal of integrity is to guarantee the message being transmitted 
is never corrupted. Integrity guarantees the identity of the messages 
when they are transmitted. Integrity can be compromised mainly 
in two ways.

1. Malicious Altering
A message can be removed, replayed or revised by an adversary 
with malicious goal.

2. Accidental  Altering
If the message is lost or its content is changed due to some benign 
failures, which may be transmission errors in communication or 
hardware errors such as hard disk failure.

D. Authentication
He goal of authentication is too able to identify a node with 
which it is communicating and to prevent impersonation. In 
infrastructure-based wireless network, it is possible to implement 
a central authority at a point such as base station or access point. 
But in MANETs, no central administration so it is difficult to 
authenticate an entity.

E. Non Repudiation 
The main goal of non repudiation is sender of a message cannot 
deny having sent the message. This is useful when for detection 
and isolation of compromised nodes. When node P receives an 
erroneous message from M, non repudiation allows P to access 
M using this message and to convince other nodes that M is 
compromised.

F. Authorization 
Authorization  is  a  process  in  which  an  entity  is  issued  a 
credential, which  specifies  the privileges and permissions  it has 
and cannot be falsified, by the certificate authority. Authorization is 
generally used to assign assign different access rights to different 
level of users. 
Among all the security services, authentication is probably the 
most complex and important issue in MANETs since it is the 
bootstrap of the whole security system. Without knowing exactly 
who you are talking with, it is worthless to protect your data from 
being read or altered. Once authentication is achieved in MANET, 
confidentiality is a matter of encrypting the session using whatever 
key material the communicating party agrees on. Note that these 
security services may be provided singly or in combination. 

 
Fig. 3: Security Goals in Organization Systems

IV. Security Architecture for MANETS 
A layered architecture can provide such advantages as modularity, 
simplicity, flexibility, and standardization of protocols. Follow 
this thought; we present here a layered secure architecture for 
MANETs in below Figure. The figure depicts five-layer security 
architecture for MANETs, and the functionalities of each layer 
are illustrated as below:
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SL5 End-to-End Security
SL4 Network Security
SL3 Routing Security
SL2 Communications Security
SL1 Trust Infrastructure

A. SL1, Trust Infrastructure Layer
refers to the basic trust relationship between nodes, for example, 
like a well deployed PKI environment. Since in MANETs, there 
is no centralized authority to help establish the trust relationship 
between communicating nodes, the security mechanisms in this 
layer are expected to be constructed in a distributed manner and 
are the basic building block of the whole security system. Thus, 
SL1 poses a great challenge to system security designers. The 
security association established in trust infrastructure layer must 
serve for the upper layer security mechanisms. 

B. SL2, Communications Security Layer
refers to the security mechanisms applied in transmitting data 
frames in a node-to-node manner, such as security protocol WEP 
working in data link layer in OSI model, or physical protection 
mechanisms like frequency hopping. Security Mechanisms 
deployed in this layer may keep data frame from eavesdropping, 
interception, alteration, or dropping from unauthorized party along 
the route from the source to the destination.

C. SL3, Routing Security Layer
refers to security mechanisms applied to routing protocols. In 
MANET, nodes exchange information about their knowledge of 
neighborhood connectivity and construct a view of the network 
topology so that they can route the data packets to the correct 
destinations. Every node is required to participate in the routing 
activity and routing is an important part to keep the network 
connected. Hence, SL3 is of particular significance in MANETs. 
In fact, the routing security layer involves two aspects: secure 
routing and secure data forwarding. In secure routing aspect, nodes 
are required to cooperate to share correct routing information to 
keep the network connected efficiently; in secure data forwarding 
aspect, data packets on the fly should be protected from tampering, 
dropping, and altering by any unauthorized party. 

D. SL4, Network Security Layer
refers to the security mechanisms used by the network protocols 
which perform sub-network access operations from end system 
to end system. For example, we can achieve the security services 
like peer entity authentication, confidentiality and integrity as the 
network layer security protocol IPSec provides.

E. SL5, End-to-End Security Layer
refers to end system security, such as SSL, SSH, and any 
application-specific security protocol. The security protocols in 
this layer is independent of the underlying networking technology 
since the related security mechanisms are restricted to only 
intended parties. The provision of any security service in this 
layer is highly dependent upon security requirements related to 
specific applications.

V. Security Attacks on MANET
Attacks on the security of network usually can be classified to 
four or more categories according to the functions of computer 
network as providing information. In the following we give a brief 

description of attacks by no means of an exhaustive list, but giving 
readers some idea of security attacks in networks. Malicious and 
selfish nodes are the ones that fabricate attacks against physical, 
data link, network, and application-layer functionality [Fig. 6]. 
Current routing protocols are exposed to two types of attacks: 
active and passive attacks.

 
Fig. 4: Security Attack

A. Interruption
An asset of the system is destroyed or becomes unavailable or 
unusable. Some examples are: destruction of a piece of hardware 
(hard disk, communication line etc.), computer worms (some 
independent program that does not modify other programs, but 
reproduces itself over and over again until it slow down or shuts 
down a computer system or a network), clogging (replaying some 
applications or using a lot of space and time of CPU to do useless 
computing) or Flooding (a very large amount of bogus traffic is 
sent to a node, such as a server of router).

B. Interception
An unauthorized party gains access to an asset. Examples include 
wiretapping to capture data in a network (sniffing), illicit copying 
of files or programs, Trojan horse virus (some programs hiding 
in a useful software, which collect information from the host and 
send the information back to the hacker).

C. Modification
An unauthorized party not only gains access to but tampers 
with an asset. Examples include changing values in a data file, 
altering a program so that it performs differently, and modifying 
the content of messages being transmitted in a network, some 
computer virus, computer bomb (time trigger or logic trigger), 
salami (small alteration of numbers in a file, a small piece of an 
eventual large salami).

D. Fabrication
An unauthorized party inserts counterfeit objects into the system. 
Examples include the insertion of spurious messages in a network 
or the addition of records to a file (setting a faked bank web 
page to collect private information, sending emails using faked 
addresses).
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Fig. 5: Security Threats

There are different kinds of attackers to perform their desired or 
undesired attacks to a network. Usually we may divide them into 
two categories as follows:

A. Passive Attacks 
In a passive attack, a malicious node either ignores operations 
supposed to be accomplished by it. That mainly consists of lack of 
cooperation with the purpose of energy saving Nodes that perform 
passive attacks with the aim of saving battery life for their own 
communications are considered to be selfish. Selfish nodes can 
severely degrade network performances and eventually partition 
the network. Passive attack is one in which an attacker only 
monitors the transmission and accesses the data in an unauthorized 
manner. For example, user A sends a confidential message to user 
B and user C captures it or accesses it without the knowledge of 
A and B.

Fig. 6: Passive Attack

In passive attacks, the attacker only watches the transmission 
and does not try to modify data packets or don’t do anything that 
user may realize that someone's watching him. But in case of an 
Active attack, the scenario is totally different. In this method, an 
attacker modifies the data stream or creates his own flash message 
along with watching of transmission. Further it is divided into 
two types:

1. Release of Message Contents
The attacker only looks the messages and reads them in an 
unauthorized way. A telephone conversation, an E-mail messages, 

and file transfer can be easily accessed without affecting the 
message.

2. Traffic Analysis
The attacker mask (does not change) the message in such a way 
that the authorized user either cannot access it or cannot understand 
the message properly.

(i). Snooping
Snooping is unauthorized access to another person's data. It is 
similar to eavesdropping but is not necessarily limited to gaining 
access to data during its transmission. Snooping can include casual 
observance of an e-mail that appears on another's computer screen 
or watching what someone else is typing. More sophisticated 
snooping uses software programs to remotely monitor activity 
on a computer or network device.
Malicious hackers (crackers) frequently use snooping techniques 
to monitor key strokes, capture passwords and login information 
and to intercept e-mail and other private communications and 
data transmissions. Corporations sometimes snoop on employees 
legitimately to monitor their use of business computers and track 
Internet usage. Governments may snoop on individuals to collect 
information and prevent crime and terrorism.
Although snooping has a negative aspect in general but in 
computer technology snooping can refer to any program or utility 
that performs a monitoring function. For example, a snoop server 
is used to capture network traffic for analysis, and the snooping 
protocol monitors information on a computer bus to ensure 
efficient processing.

B. Active Attacks
In an active attack, information is inserted to the network and thus 
the network operation or some nodes may be harmed. Through 
which the misbehaving node has to bear some energy costs in 
order to perform some harmful operation, and Nodes that perform 
active attacks with the aim of damaging other nodes by causing 
network outage are considered to be malicious.

Fig. 7: Classification of Attacks

1. Denial of Service (Multi-Layer Attacks)
Attack aim is to crab the availability of certain node or even the 
services of the entire ad hoc networks. In the traditional wired 
network, the DoS attacks are carried out by flooding some kind of 
network traffic to the target so as to exhaust the processing power 
of the target and make the services provided by the target become 
unavailable. Nevertheless, it becomes not practical to perform the 
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traditional DoS attacks in the mobile ad hoc networks because 
of the distributed nature of the services. Moreover, the mobile 
ad hoc networks are more vulnerable than the wired networks 
because of the interference-prone radio channel and the limited 
battery power. In the practice, the attackers exactly use the radio 
jamming and battery exhaustion methods to conduct DoS attacks 
to the mobile ad hoc networks.
In this attack malicious node floods irrelevant data to consume 
network bandwidth or to consume the resources (e.g. power, 
storage capacity or computation resource) of a particular node. 
With fixed infrastructure networks, we can control denial of service 
attack by using “Round Robin Scheduling”, but with mobile ad hoc 
networks, this approach has to be extended to adapt to the lack of 
infrastructure, which requires the identification of neighbor nodes 
by using cryptographic tools, and cost is very high.

Fig. 8: DoS Attack

For example, consider the following fig. 8. Assume a shortest 
path exists from X to Z and R and Z cannot hear each other, that 
nodes Q and R cannot hear each other, and that Y is a malicious 
node attempting a denial of service attack. Suppose X wishes to 
communicate with Z  and  that X has an unexpired  route  to Z  in 
its route cache. Transmits a data packet toward Z with the source 
route X  –> P  –> Q  –> Y  –> R  –>  S  –> Z  contained  in  the 
packet’s  header. When  Y  receives  the  packet,  it  can  alter  the 
source  route  in  the packet’s header, such as deleting S  from  the 
source  route. Consequently, when R receives the altered packet, 
it attempts to forward the packet to Z. Since Z cannot hear R, the 
transmission is unsuccessful.

Fig. 9: Denial of Service Attack

2. Impersonation( Multi-Layer Attacks)
It is a severe threat to the security of mobile ad hoc network [4]. 
Impersonation is not such a proper authentication mechanism 
among the nodes; the adversary can capture some nodes in the 
network and make them look like benign nodes. In this way, the 
compromised nodes can join the network as the normal nodes 

and begin to conduct the malicious behaviors such as propagate 
fake routing information and gain inappropriate priority to access 
some confidential information.

3. Wormhole(Network Layer Attacks)
Tunneling attack is also called wormhole attack. In a tunneling 
attack, an attacker receives packets at one point in the network, 
“tunnels” them to another point in the network, and then replays 
them into the network from that point. It is called tunneling attack 
because the colluding malicious nodes are linked through a private 
network connection which is invisible at higher layers [fig. 10].

Fig. 10: Wormhole Attack

4. Attacks Against Routing (Network Layer Attacks)
Routing is one of the most important services in the network; 
therefore it is also one of the main targets to which attackers 
conduct their malicious behaviors. It is generally classified into 
two categories: attacks on routing protocols and attacks on packet 
forwarding/delivery [6]. Attacks on routing protocols aim to block 
the propagation of the routing information to the victim even 
if there are some routes from the victim to other destinations. 
Attacks on packet forwarding try to disturb the packet delivery 
along a predefined path. 
The main influences brought by the attacks against routing protocols 
include network partition, routing loop, resource deprivation and 
route hijack [6]. There are some attacks against routing that have 
been studied and well known [10-13]:

Impersonating another node to spoof route message.• 
Advertising a false route metric to misrepresent the • 
topology.
Sending a route message with wrong sequence number to • 
suppress other legitimate route messages.
Flooding Route Discover excessively as a DoS attack.• 
Modifying a Route Reply message to inject a false route.• 
Generating bogus Route Error to disrupt a working route.• 
Suppressing Route Error to mislead others.• 

Because of the mobility and constantly changing topology of the 
mobile ad hoc networks, it is very difficult to validate all the route 
messages [6]. There are some more sophisticated routing attacks, 
which include Wormhole attacks [14], Rushing attacks [15] and 
Sybil attacks [16]. The second category of attacks against routing is 
attacks on packet forwarding/delivery, which are not easy to detect 
and prevented [6]. There are two main attack strategies in this 
type: one is selfishness, in which the malicious node selectively 
drops route messages that are assumed to forward in order to save 
it own battery power; the other is denial-of-service, in which the 
adversary sends out overwhelming network traffic to the victim 
to exhaust its battery power.
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5. Sybil Attack
Malicious  nodes  in  a  network  may  not  only impersonate 
one node,  they could assume  the  identity of several nodes, by 
doing so undermining(destroy) the redundancy(repeating) of many 
routing protocols. 
This attack is called the Sybil attack. Sybil attack tries to degrade 
the integrity of data, security and resource utilization that the 
distributed algorithm attempts to achieve. Sybil attack can be 
performed for storage, routing mechanism, air resource allocation 
and misbehavior detection. Basically, any peer-to-peer network 
(especially wireless adhoc networks) is vulnerable to Sybil 
attack.

Fig. 11: Sybil Attack

6. Session Hijacking (Transport Layer Attacks)
Session hijacking is a critical error and gives an opportunity 
to the malicious node to behave as a legitimate system. All the 
communications are authenticated only at the beginning of session 
setup. The attacker may take the advantage of this and commit 
session hijacking attack. At first, he or she spoofs the IP address 
of target machine and determines the correct sequence number. 
After that he performs a DoS attack on the victim. As a result, the 
target system becomes unavailable for some time. The attacker 
now continues the session with the other system as a legitimate 
system.

7. Repudiation (Application Layer Attacks)
In simple terms, repudiation refers to the denial or attempted denial 
by a node involved in a communication of having participated 
in all or part of the communication. Example of repudiation 
attack is a commercial system in which a selfish person could 
deny conducting an operation on a credit card purchase or deny 
any on-line transaction Non-repudiation is one of the important 
requirements for a security protocol in any communication 
network.

8. Jamming (Physical Layer Attacks)
In this form of attack, the attacker initially keeps monitoring the 
wireless medium in order to determine the frequency at which 
the destination node is receiving signals from the sender. It then 
transmits signals on that frequency so that error-free reception 
at the receiver is hindered. Frequency hopping spread spectrum 
(FHSS) and direct sequence spread spectrum (DSSS) are two 
commonly used techniques that overcome jamming attacks.

9. SYN Flooding (Transport Layer Attacks)
In this form of attack, a malicious node sends a large amount of 
SYN packets to a victim node, spoofing the return addresses of 
the SYN packets. The SYN-ACK packets are sent out from the 

victim right after it receives the SYN packets from the attacker 
and then the victim waits for the response

V. Solution of Security in MANETS
Table 1: Security Solutions for MANETs

S.No Layer Attacks Solution

1 Application 
Layer

Repudiation,  data 
corruption

Detecting and 
preventing virus, 
worms, malicious codes 
and application abuses 
by use of Firewalls, IDS.

2 Transport 
Layer

Session  hijacking, SYN 
Flooding

Authentication and 
securing end-to-end 
or point-to-point 
communication 
use of public 
cryptography(SSL, TLS, 
PCT) etc.

3 Network 
Layer

Routing  protocol 
attacks  (e.g. DSR, 
AODV etc.),Wormhole, 
black hole, Byzantine, 
flooding,  resource 
consumption, location 
disclosure attacks

Protecting the ad hoc 
routing and forwarding 
protocols

4 Data Link 
Layer

Traffic  analysis, 
monitoring, disruption  
MAC (802.11),  WEP 
weakness etc.

Protecting the wireless 
MAC protocol and 
providing link layer 
security support.

5 Physical 
Layer

Eavesdropping, 
Jamming, Interceptions.

Preventing signal 
jamming denial-of-
service attacks by 
using Spread Spectrum 
Mechanism.

Example of some attacks in network:
1. Gain unauthorized access to information (violate secrecy or 
privacy)
2. Impersonate another user either to shift responsibility or else 
to use the other’s license for the purpose of

originating fraudulent information• 
modifying legitimate information• 
using fraudulent identity to get unauthorized access• 
fraudulently authorizing transactions or endorsing them• 

3. Disavow responsibility or liability for information the cheater 
did originate
4. Claim to have received from some other user information that 
the cheater created (i.e. fraudulent attribution of responsibility)
5. Claim to have sent to a receiver (at a specified time) information 
that was not sent (or was sent at a different time)
6. Either disavows receipt of information that was in fact received, 
or claim a false time of receipt
7. Enlarge cheater’s legitimate license (for access, origination, 
distribution, etc.)
8. Modify (without authority to do so) the license of others 
(fraudulently enroll others, restrict or enlarge existing licenses, 
etc.)
9. Conceal the presence of some information (a covert 
communication) in other information (the overt 
communication)
10. Insert self into a communication link between other users as 
an active (undetected) relay point
11. Learn who accesses which information (sources, files, etc.) 
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and when the accesses are made even if the information itself 
remains concealed (e.g., a generalization of a traffic analysis from 
communication channels to data bases, software, etc.)
12. Impeach an information integrity protocol by revealing 
information the cheater is supposed to (by the terms of the 
protocol) keep secret
13. Pervert the function of software, typically by adding a covert 
function
14. Undermine confidence in a protocol by causing apparent 
failures in the system
15. Prevent communication among other users, in particular, 
surreptitious interference to cause authentic communication to 
be rejected as unauthentic

VI. Sample Applications of MANETS
With the increase of portable devices as well as progress in wireless 
communication, ad hoc networking is gaining importance with 
the increasing number of widespread application.

A. MANET Applications – Military
Ad hoc networking would allow the military to take advantage 
of commonplace network technology to maintain an information 
network between the soldiers, vehicles, and military information 
head quarters.
Consider a scenario as shown in fig. 12, is deployed over a 
battlefield. The ad hoc network formed by the air vehicle in the sky 
can provide a backbone for land based platforms to   communicate 
when they are out of direct range, or when obstacles prevent direct 
communication. The ad hoc network therefore extends down to the 
land based forces and allows communication across the battlefield. 
Voice and video, as well as sensing and data applications can be 
supported.

Fig. 12: Military Applications

B. MANET Applications – Disaster Relief
In cases of disasters, the existing infrastructure is often damaged or 
destroyed. Natural disasters e.g. lead to the loss of electricity and 
Internet connectivity. Emergency rescue operations must take place 
where non-existing or damaged communications  infrastructure 
and rapid deployment of a communication network is needed. An 
ad hoc network can be used  in emergency/rescue operations for 
disaster relief  efforts, e.g. in fire, flood, or earthquake,, to overcome 
the problems incurred by missing infrastructure, helping to better 

cope with the consequences of such calamities. Mobile units carry 
networking equipment to support routing operations. Information 
is relayed from one rescue team member to another over a small 
handheld. Other commercial scenarios include e.g. ship-to-ship 
ad hoc mobile communication, law enforcement etc.

Fig. 13: Disaster Relief Applications 
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