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Abstract
As enterprise systems, Grids, and other distributed applications 
scale up and become increasingly complex, their authorization 
infrastructures—based predominantly on the request-response 
paradigm—are facing the challenges of fragility and poor 
scalability. We propose an approach where each application server 
recycles previously received authorizations and shares them with 
other application servers to mask authorization server failures 
and network delays. The design of our cooperative secondary 
authorization recycling system and its evaluation using simulation 
and prototype implementation. The results in our approach 
improves the availability and performance of authorization 
infrastructures. By sharing authorizations, the cache hit rate—an 
indirect metric of availability—can reach 70 percent, even when 
only 10 percent of authorizations are cached.
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I. Introduction
Architectures of modern access control solutions [1-5] are based 
on the request-response paradigm, illustrated in the dashed box 
in fig. 1. in this paradigm, a Policy Enforcement Point (PEP) 
intercepts application requests, obtains access control decisions 
(authorizations) from the policy decision point (PDP), and 
enforces those decisions. in large enterprise systems, PDPs are 
commonly implemented as logically centralized authorization 
servers, providing important benefits:

Consistent policy enforcement across multiple PEPs • 
Reduced administration costs of authorization policies.• 

As with all centralized architectures, this architecture has two 
critical drawbacks:

The PDP is a single point of failure• 
As a potential performance bottleneck.• 

The single point of failure property of the PDP leads to reduced 
availability: the authorization server may not be reachable due to 
a failure (transient, intermittent, or permanent) of the network, of 
the software located in the critical path (e.g., os), of the hardware, 
or even from a miss configuration of the supporting infrastructure. 
However, redundancy and other general purpose fault-tolerant 
techniques for distributed systems scale poorly and become 
technically and economically infeasible when the number of 
entities in the system reaches thousands [7-8]. (for instance, ebay 
has 12,000 servers and 15,000 application server instances [9]).
In a massive-scale enterprise system with nontrivial authorization 
policies, making authorization decisions is often computationally 
expensive due to the complexity of the policies involved and 
the large size of the resource and user populations. Thus, the 
centralized PDP often becomes a performance bottleneck [10]. 
Additionally, the communication delay between the PEP and 
the PDP can make authorization overhead prohibitively high. 
The state-of-the-practice approach to improving overall system 
availability and reducing authorization processing delays observed 
by the client is to cache authorizations at each PEP. Existing 

authorization solutions commonly provide PEP-side caching 
[1-3]. 
To improve authorization system availability and reduce delay, 
Crampton et al. [11], propose the Secondary and Approximate 
Authorization Model (SAAM), which adds a Ssecondary Decision 
Point (SDP) to the request-response paradigm (Fig. 1). The SDP 
is collocated with the PEP and can resolve authorization requests 
not only by precise recycling but also by computing approximate 
authorizations from cached authorizations. The use of approximate 
authorizations improves the availability and performance of the 
access control subsystem, which ultimately improves the observed 
availability and performance of the applications themselves. 
In SAAM, each SDP serves only its own PEP, which means that 
cached authorizations are reusable only for the requests made 
through the same PEP. In this paper, we propose an approach where 
SDPs cooperate to serve all PEPs in a community of applications. 
Our results show that SDP cooperation further improves the 
resilience of the authorization infrastructure to network and 
authorization server failures and reduces the delay in producing 
authorizations. 

Fig. 1: SAAM Adds an SDP to the Traditional Authorization 
System Based on the Request-Response Paradigm

This approach is especially applicable to the distributed systems 
involving either cooperating parties, such as Grid systems, or 
replicated services, such as load-balanced clusters. In that 
authorizations can often be shared among parties or services, 
bringing benefits to each other.
This paper makes the following contributions:  We propose the 
concept of Cooperative Secondary Authorization Recycling 
(CSAR), analyze its design requirements, and propose a concrete 
architecture. We use simulations and a prototype to evaluate 
CSAR’s feasibility and benefits. Evaluation results show that by 
adding cooperation to SAAM, our approach further improves 
the availability and performance of authorization infrastructures. 
Specifically, the overall cache hit rate can reach 70 percent even 
with only 10 percent of authorizations cached. This high hit rate 
results in more requests being resolved locally or by cooperating 
SDPs, when the authorization server is unavailable or slow, thus 
increasing the availability of authorization infrastructure and 
reducing the load of the authorization server. Additionally, our 
experiments show that request processing time can be reduced 
by up to a factor of two. The rest of this paper is organized as 
follows: Section II, presents SAAM definitions and algorithms. 

Exploring on Cooperative Secondary 
Authorization Recycling

1D. Ravi Raj, 2M. Srinivas, 3Madhira Srinivas
1,2,3Dept. of CSE, SBIT, Khammam, AP, India



IJCST Vol. 3, ISSue 2, AprIl - June 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m390    InternatIonal Journal of Computer SCIenCe and teChnology 

Section III, describes CSAR design. Section IV, evaluates CSAR’s 
performance through simulation and a prototype implementation. 
Section V, discusses related work. We conclude our work in 
Section VI.

II. Secondary and Approximate Authorization Model 
(SAAM)
SAAM [11] is a general framework for making use of cached PDP 
responses to compute approximate responses for new authorization 
requests. An authorization request is a tuple (s, o, a, c, i) where 
s is the subject, o is the object, a is the access right, c is the 
request contextual information, and i is the request identifier. Two 
requests are equivalent if they only differ in their identifiers. An 
authorization response to request (s, o, a, c, i) is a tuple (r, i, e, d) 
where r is the response identifier, i is the corresponding request 
identifier, d is the decision, and e is the  evidence. The evidence 
is a list of response identifiers that were used for computing a 
response and can be used to verify the correctness of the response. 
In addition, SAAM defines the primary, secondary, precise, and 
approximate authorization responses. The primary response is 
a response made by the PDP, and the secondary response is a 
response produced by an SDP. A response is precise if it is a 
primary response to the request in question or a response to an 
equivalent request. Otherwise, if the SDP infers the response based 
on the responses to other requests, the response is approximate. In 
general, the SDP infers approximate responses based on cached 
primary responses and any information that can be deduced from 
the application request and system environment. The greater the 
number of cached responses, the greater the  information available 
to the SDP. As more and more PDP responses are cached, the 
SDP will become a better and better PDP simulator. The above 
abstractions are independent of the specifics of the application and 
access control policy in question. For each class of access control 
policies, however, specific algorithms for inferring approximate 
responses—generated according to a particular access control 
policy—need to be provided. This paper is based on the SAAMBLP 
algorithms [11]—SAAM authorization recycling algorithms for 
the Bell-LaPadula (BLP) access control model [12]. The BLP 
model specifies how information can flow within the system based 
on security labels attached to each subject and object. A security 
function λ maps SUO to L, where S and O are sets of subjects and 
objects, and L is a set of security labels. Collectively, the labels 
form a lattice. The “≤” is a partial order relation between security 
labels (read as “is dominated by”). Subject s is allowed read access 
to object o if s has discretionary read access to o and λ(o) ≤  λ(s), 
while append access is allowed if s has discretionary write access 
to o and    λ(o) ≥  λ(s) . The SAAMBLP inference algorithms use 
cached responses to infer information about the relative ordering 
on security labels associated with subjects and objects. If, for 
example, three requests, (s1, o1, read, c1, i1), (s2, o1, append 
c2; i2) and (s2, o2, read, c3, i3) are allowed by the PDP, and the 
corresponding responses are r1, r2 and r3, it can be inferred that 
λ(s1) > λ(o1) > λ(s2) > λ(o2). Therefore, a request s1, o2, read, 
c4, i4 should also be allowed, and the corresponding response is 
r4, i4, ½r1, r2, r3, allow. SAAMBLP uses a special data structure 
called dominance graph to record the relative ordering on subject 
and object security labels and evaluates a request by finding a path 
between two nodes in this directed acyclic graph. 
Crampton et al. [11] present simulation results that demonstrate 
the effectiveness of their approach. With only 10 percent of 
authorizations cached, the SDP can resolve over 30 percent more 
authorization requests than a conventional PEP with caching. 

III. Cooperative Secondary Authorization Recycling 
(CSAR)
This section presents the design requirements for cooperative 
authorization recycling, the CSAR system architecture and, finally, 
the detailed CSAR design. 

A. Design Requirements
The CSAR system aims to improve the availability and performance 
of access control infrastructures by sharing authorization information 
among cooperative SDPs. Each SDP resolves the requests from 
its own PEP by locally making secondary authorization decisions 
by involving other cooperative SDPs in the authorization process 
and/or by passing the request to the PDP. 
Since the system involves caching and cooperation, we consider 
the following design requirements:

1. Low Overhead
As each SDP participates in making authorizations for some 
nonlocal requests, its load is increased. The design should therefore 
minimize this additional computational overhead. 

2. Ability to Deal with Malicious SDPs
As each PEP enforces responses that are possibly offered by 
nonlocal SDPs, the PEP should be prepared to deal with those SDPs 
that after being compromised become malicious. For example, it 
should verify the validity of each secondary response by tracing 
it back to a trusted source.

3. Consistency
Brewer [13], conjectures and Gilbert and Lynch [14] prove that 
distributed systems cannot simultaneously provide the following 
three properties: availability, consistency, and partition tolerance. 
We believe that availability and partition tolerance are essential 
properties that an access control system should offer. We thus 
relax consistency requirements in the following sense: with respect 
to an update action, various components of the system can be 
inconsistent for at most a user configured finite time interval.

4. Configurability
The system should be configurable to adapt to different performance 
objectives at various deployments. For example, a deployment with 
a set of latency-sensitive applications may require that requests 
are resolved in minimal time. A deployment with applications 
generating a high volume of authorization requests, on the other 
hand, should attempt to eagerly exploit caching and the inference 
of approximate authorizations to reduce load on the PDP, the 
bottleneck of the system.  

5. Backward Compatibility
The system should be backward compatible so that minimal 
changes are required to existing infrastructures—i.e., PEPs and 
PDPs—in order to switch to CSAR. 

B. System Architecture
 This section presents an overview of the system architecture and 
discusses our design decisions in addressing the configurability 
and backward compatibility requirements. 
As illustrated in fig. 2, a CSAR deployment contains multiple 
PEPs, SDPs, and one PDP. Each SDP is host 
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Fig. 2: CSAR Introduces Cooperation Between SDPs

Collocated with its PEP at an application server. Both the PEP 
and SDP are either part of the application or of the underlying 
middleware. The PDP is located at the authorization server 
and provides authorization decisions to all applications. The 
PEPs mediate the application requests from clients, generate 
authorization requests from application requests, and enforce the 
authorization decisions made by either the PDP or SDPs. 
For increased availability and lower load on the central PDP, 
our design exploits the cooperation between SDPs. Each SDP 
computes responses to requests from its PEP and can participate 
in computing responses to requests from other SDPs. Thus, 
authorization requests and responses are transferred not only 
between the application server and the authorization server but 
also between cooperating application servers. 
CSAR is configurable to optimize the performance requirements 
of each individual deployment. Depending on the specific 
application, geographic distribution, and network characteristics 
of each individual deployment, performance objectives can 
vary from reducing the overall load on the PDP to minimizing 
client-perceived latency and to minimizing the network traffic 
generated. 
Configurability is achieved by controlling the degree of concurrency 
in the set of operations involved in resolving a request: (1). the 
local SDP can resolve the request using data cached locally, (2). 
the local SDP can forward the request to other cooperative SDPs 
to resolve it using their cached data, and (3). the local SDP can 
forward the request to the PDP. If the performance objective is 
to reduce latency, then the above three steps can be performed 
concurrently, and the SDP will use the first response received. If the 
objective is to reduce network traffic and/or the load at the central 
PDP, then the above three steps are performed sequentially. 

C. Discovery Service
One essential component enabling cooperative SDPs to share 
their authorizations is the Discovery Service (DS), which helps 
an SDP find other SDPs that might be able to resolve a request. 
A naive approach to implementing the discovery functionality is 
request broadcasting: whenever an SDP receives a request from 
its PEP, it broadcasts the request to all other cooperating SDPs. 
All SDPs attempt to resolve the request, and the PEP enforces 
the response it receives first. This approach is straightforward 
and might be effective when the number of cooperating SDPs is 
small, and the cost of broadcasting is low. However, it has two 
important drawbacks. First, it inevitably increases the load on 

all SDPs. Second, it causes high traffic overhead when SDPs are 
geographically distributed. 
To address these two drawbacks, we introduced the DS to achieve 
a selective requests distribution: an SDP in CSAR selectively 
sends requests only to those SDPs that are likely to be able to 
resolve them. 
For an SDP to resolve a request, the SDP’s cache must contain 
at least both the subject and object of the request. If either one 
is missing, there is no way for the SDP to infer the relationship 
between the subject and object and thus fails to compute a secondary 
response. The role of the DS is to store and retrieve the mapping 
between subject/object and SDP addresses. In particular, the DS 
provides an interface with the following two functions: put and 
get. Given a subject or an object and the address of an SDP, the 
put function stores the mapping (subject/object, SDPaddress). A 
put operation can be interpreted as “this SDP knows something 
about the subject/object.” Given a subject and object pair, the get 
function returns a list of SDP addresses that are mapped to both 
the subject and object. The results returned by the get operation 
can be interpreted as “these SDPs know something about both the 
subject and object and thus might be able to resolve the request 
involving them.” 
Using DS avoids broadcasting requests to all cooperating SDPs. 
Whenever an SDP receives a primary response to a request, it calls 
the put function to register itself in the DS as a suitable SDP for 
both the subject and object of the request. When cooperation is 
required, the SDP calls the get function to retrieve from the DS 
a set of addresses of those SDPs that might be able to resolve 
the request. 

D. Adversary Model 
In our adversary model, an attacker can eavesdrop, spoof, or replay 
any network traffic or compromise an application server host with 
its PEP(s) and SDP(s). The adversary can also compromise the 
client computer(s) and the DS. Therefore, there could be malicious 
clients, PEPs, SDPs, and DS in the system. As a CSAR system 
includes multiple distributed components, our design assumes 
different degrees of trust in them. The PDP is the ultimate authority 
for access control decisions, and we assume that all PEPs trust1 
the decisions made by the PDP. We also assume that the policy 
change manger is trusted because it is collocated and tightly 
integrated with the PDP. We further assume that each PEP trusts 
those decisions that it receives from its own SDP. However, an 
SDP does not necessarily trust other SDPs in the system. 

E. Mitigating Threats
A malicious DS can return false or no SDP addresses, resulting 
in threats of three types: (1). The SDP sends requests to those 
SDPs that actually cannot resolve them, (2). All the requests are 
directed to a few targeted SDPs, (3). The SDP does not have 
addresses of any other SDP. In all three cases, a malicious DS 
impacts system performance through increased network traffic, 
or response delays, or computational load on SDPs, and thus can 
mount a denial-of-service (DoS) attack. However, a malicious 
DS cannot not impact system correctness because every SDP 
can always resort to querying just the PDP if the SDP detects 
that the DS is malicious. To detect a malicious DS, an SDP can 
track how successful the remote SDPs whose addresses the DS 
provides are in resolving authorization requests. A benign DS, 
which always provides correct information, will have a relatively 
good track record, with just few SDPs unable to resolve requests. 
Even though colluding SDPs can worsen the track record of a 
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DS, we do not believe such an attack to be of practical benefit 
to the adversary.
Verification of each approximate response unavoidably introduces 
additional computational cost, which depends on the length of the 
evidence list. A malicious SDP might use this property to attack the 
system. For example, a malicious SDP can always return responses 
with a long evidence list that is computationally expensive to 
verify. One way to defend against this attack is to set an upper 
bound to the time that the verification process can take. An SDP 
that always returns long evidence lists will be blacklisted. 
We defined four execution scenarios, listed below, to help manage 
the computational cost caused by response verification. Based 
on the administration policy and deployment environment, the 
verification process can be configured differently to achieve 
various trade-offs between security and performance. 

Total verification: All responses are verified.• 
Allow verification: Only “allow” responses are verified. This • 
configuration protects resources from unauthorized access 
but might be vulnerable to DoS attacks.
Random verification: Responses are randomly selected for • 
verification. This configuration can be used to detect malicious 
SDPs but cannot guarantee that the system is perfectly correct, 
since some false responses may have been generated before 
the detection.

Fig. 3: The Architecture Enabling the Support for Policy 
Changes

Offline verification: There is no real-time verification, but • 
offline audits are performed.

F. Consistency
CSAR needs to deal with cache consistency issues. In our system, 
SDP caches may become inconsistent when access control policy 
changes at the PDP. 
Our design allows a CSAR deployment to support any combination 
of the three types. In the rest of this section, we define each type 
of policy change and discuss the consistency properties. 
Critical changes of authorization policies are those changes 
that need to be propagated urgently throughout the enterprise 
applications, requiring immediate updates on all SDPs. When 
an administrator makes a critical change, our approach requires 
that she also specifies a time period t for the change. CSAR will 
attempt to make the policy change by contacting all SDPs involved 
and must inform the administrator within time period t either a 
message that the change has been successfully performed or a list 
of SDPs that have not confirmed the change.
We developed a selective-flush approach to propagating critical 
policy changes. In this approach, only selected policy changes are 
propagated, only selected SDPs are updated, and only selected 
cache entries are flushed. We believe that this approach has the 

benefits of reducing server overhead and network traffic. In the 
following, we sketch out the propagation process. 
Time-sensitive changes in authorization policies are less urgent 
than critical ones but still need to be propagated within a known 
period of time. When an administrator makes a time-sensitive 
change, it is the PCM that computes the time period t in which 
caches of all SDPs are guaranteed to become consistent with 
the change. As a result, even though the PDP starts making 
authorization decisions using the modified policy, the change 
becomes in effect throughout the CSAR deployment only after 
time period t. Notice that this does not necessarily mean that the 
change itself will be reflected in the SDPs’ caches by then, only that 
the caches will not use responses invalidated by the change. 
CSAR employs a Time-To-Live (TTL) approach to process time-
sensitive changes. Every primary response is assigned a TTL that 
determines how long the response should remain valid in the 
cache, e.g., one day or one hour. The assignment can be performed 
by either the SDP, the PDP itself, or a proxy, through which all 
responses from the PDP pass before arriving to the SDPs. The 
choice depends on the deployment environment and backward 
compatibility requirements. Every SDP periodically purges from 
its cache those responses whose TTL elapses.

G. Eager Recycling
An eager approach to recycling past responses. The goal is to 
further reduce the overhead traffic and response time. The essence 
of cooperation is SDPs helping each other to reduce the cache 
miss rate at each SDP. We considered two types of cache misses: 
compulsory misses, which are generated by a subject’s first attempt 
to access an object, and communication/consistency misses, which 
occur when a cache holds a stale authorization. With cooperation, 
the SDP can avoid some of these misses by possibly getting 
authorizations from its cooperating SDPs. 

IV. Evaluations
In evaluating CSAR, we wanted first to determine if our design 
works. Then, we sought to estimate the achievable gains in terms 
of availability and performance and determine how they depend on 
factors such as the number of cooperating SDPs and the frequency 
of policy changes.
We used both simulation and a prototype implementation to 
evaluate CSAR. The simulation  enabled us to study availability 
by hiding the complexity of underlying communication, while the 
prototype enabled us to study both performance and availability 
in a more dynamic and realistic environment. Additionally, 
we have integrated our prototype with a real application to 
study the integration complexity and the impact of application 
performance. 
We used a similar setup for both the simulation and prototype 
experiments. The PDP made access control decisions on either 
read or append requests using a BLP-based policy stored in an 
XML file. The BLP security lattice contained four security levels 
and three categories, 100 subjects and 100 objects, and uniformly 
assigned security labels to them. The total number of possible 
requests was 100×100×2=20;000. The policy was enforced by all 
the PEPs. Each SDP implemented the same inference algorithm. 
While the subjects were the same for each SDP, the objects could 
be different in order to simulate the request overlap. 
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V. Related Work
CSAR is related to several research areas, including authorization 
caching, collaborative security, and cooperative caching. This 
section briefly reviews the work in these fields. To improve the 
performance and availability of access control systems, caching 
has been employed in a number of commercial systems [1-3], as 
well as several academic distributed access control systems [20-
21]. None of these systems involves cooperation among caches, 
and most of them adopt a TTL-based solution to manage cache 
consistency.
To further improve the performance and availability of access 
control systems, Beznosov [22], introduces the concept of 
recycling approximate authorizations, which extends the precise 
caching mechanism. Crampton et al. [11], develop SAAM by 
introducing the design of SDP and concrete inference algorithms 
for BLP model. CSAR builds on SAAM and extends it by enabling 
applications to share authorizations. 

IV. Conclusions
Our CSAR approach exploits the increased hit rate offered by a 
larger distributed cooperative cache of access control decisions. 
We believe that this solution is especially practical in distributed 
systems involving cooperating parties or replicated services due 
to the high overlap in their user/resource spaces and the need for 
consistent policy enforcement. 
This paper defines CSAR system requirements and presents a 
detailed design that meets these requirements. We have introduced 
a response verification mechanism that does not require cooperating 
SDPs to trust each other. Cache consistency is managed by dividing 
all of the policy changes into three categories and employing 
efficient consistency techniques for each category.
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