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Abstract
Onion routing is a distributed P2P application that allows two peers 
to communicate anonymously over the network. The main focus 
is to have a practical network application allowing two users to 
have anonymous communication and at the same time be resistant 
to many network security attacks. Onion Routing is a technique, 
which enables users to have anonymous communication and yet is 
so reliable from eavesdroppers and traffic analyzers. The ultimate 
goal of an Onion routing protocol is to protect the identities of all 
of its users with sender and receiver anonymity and sender-receiver 
unlinkability. The communications in general are bi-directional 
and real time. Here we have implemented multimedia data security 
using public key cryptographic technique with onion routing.
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I. Introduction
Onion Routing is a distributed overlay network designed to 
anonymize TCP-based applications like web browsing, secure, 
shell, and instant messaging. Onion routing was conceived in 1996 
by David.M.Goldschlag, Michael.G.Reed and Paul.F.Syverson for 
the Naval Research Laboratory’s research group in high assurance 
system [1, 12].
Onion Routing is a flexible, communication infrastructure 
for private communication over a public network. It provides 
anonymous connections that are strongly resistant to both 
eavesdropping and traffic analysis. Onion routing’s anonymous 
connections are bidirectional and near real time, and can be used 
anywhere a socket connection can be used. Any identifying 
information must be in the data stream carried over an anonymous 
connection. An onion is a layered data structure that is treated as 
the destination address by onion routers; thus, it is used to establish 
an anonymous connection. Onions themselves appear differently 
to each onion router as well as to network observers. The same 
goes for data carried over the connections they establish and data 
transfer by proxy. Proxy aware applications, such as web browsing 
and e-mail, require no modification to use onion routing, and do 
so through a series of proxies [1-2].
In Onion routing, instead of establishing a direct connection 
between the two hosts that want to communicate, the connection 
is routed through a set of routers called onion routers and thereby 
allow the communication to be anonymous. Every node only has 
information about its previous hop and the next hop i.e., the person 
who he is communicating with and the person with whom he is 
supposed to communicate. The information passed on between 
the routers is modified accordingly so that no other information is 
passed on. Thus any router does not have any idea of who is the 
initiator of the connection neither does he have the information on 
the destination. Only the last node on the route which establishes 
a connection with the destination finally has information on the 
destination. Data appearing at each onion router is different and 
padded at different levels to keep the length of the data constant 
[5-7].  

Fig. 1, shows architecture of Onion routing is basically is associated 
with a set of proxies which help in communication. The initiator 
first establishes an initiating connection with Application Proxy 
on his machine through which the communications are routed to 
the Onion Proxy which defined the route to the destination and 
constructs the onion, the data structure that is passed between the 
nodes [7]. Onion Proxy establishes the connection with the Entry 
Funnel of the first node in the route and passes on the onion to 
it. The Entry Funnel on receiving the onion sends it to its own 
router, which basically strips of a layer of onion to get details 
about the next node on the route and accordingly modifies the 
onion and sends it to the next router. This way the onion moves 
in between the routers defined in the route and finally reaches the 
last node in the route where the onion is passed to the Exit Funnel 
of that particular node which establishes connection with the final 
destination for communicating information.

Fig. 1: Architecture of Onion Routing

Each layer contains information about the next hop and also a key 
seed material which basically helps in deriving keys which will 
be used successive encryption of data to be transmitted. Once the 
communication is established between initiator and destination, 
data can be exchange between the two. The data is transmitted 
by repeatedly encrypting it with the keys derived from the key 
seed material. The encryption is done with the key of the last 
route first and so on and finally with the key of the first router. 
The encrypted message moves through the nodes removing a 
layer of encryption at each node and finally the data reaches the 
destination in plain text [1-2].

II. Proposed System
Our proposed system is based on two different approaches. The 
system architecture is same for Onion Routing, first approach 
is find shortest path in defined topology ,and second approach 
is that send the multimedia data on chosen path from sender to 
receiver. However the system is not implemented for WAN, but 
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we work on a LAN system with the same approach to evaluate 
the concept.
Onion Routing is flexible communication infrastructure that is 
resistant to both eavesdropping and traffic analysis. Onion Routing 
accomplishes this goal by separating identification from routing. 
It is a bi-directional, near real-time, and can be used for both 
connection based and connectionless traffic [1-6].

Fig. 2: Layered Structure of Onion

The primary innovation in Onion Routing (OR) is the concept 
of the routing onion. Routing onions are data structures used to 
create paths through which many messages can be transmitted. 
To create an onion, the router at the head of a transmission selects 
a number of onion routers at random and generates a message 
for each one, providing it with symmetric keys for decrypting 
messages, and instructing it which router will be next in the path. 
Each of these messages, and the messages intended for subsequent 
routers, is encrypted with the corresponding router’s public key. 
This provides a layered structure as shown in fig. 2, in which it 
is necessary to decrypt all outer layers of the onion in order to 
reach an inner layer [2-3].
The onion metaphor describes the concept of such a data structure. 
As each router receives the message, it “peels” a layer from the 
onion by decrypting with its private key, thus revealing the routing 
instructions meant for that router, along with the encrypted 
instructions for all of the routers located farther down the path. 
Due to this arrangement, the full content of an onion can only 
be revealed if it is transmitted to every router in the path in the 
order specified by the layering. Once the path has been specified, 
it remains active to transmit data for some period of time. While 
the path is active, the sender can transmit equal-length messages 
encrypted with the symmetric keys specified in the onion, and 
they will be delivered along the path. As the message leaves each 
router, it peels off a layer using the router’s symmetric key, and 
thus is not recognizable as the same message. The last router 
peels off the last layer and sends the message to the intended 
recipient [2-8].
Fig. 3, show the basic structure of the onion is based on the route 
to the responder that is chosen by the initiator’s proxy. Based on 
this route, the initiator’s proxy encrypts first for the responder’s 
proxy, then for the preceding node on the route, and so on back to 
the first routing node to whom he will send the onion [2].

Fig. 3: Onion Key Structures

When the onion is received, each node knows who sent him the 
onion and to whom he should pass the onion. But, he knows 
nothing about the other nodes, nor about how many there are in 
the chain. What a node PX receives looks like this. {exp_time, 
next hop, Ff, Kf, Fb, Kb, payload} PKx. Here PKx is a public 
encryption key for routing node PX, who is assumed to have the 
corresponding decryption key [2-9].
When we talk about the key length of an RSA key, we are referring 
to the length of the modulus, n, in bits. The minimum recommended 
key length for a secure RSA transmission is currently 1024 bits. 
A key length of 512 bits is now no longer considered secure, 
although cracking it is still not a trivial task for the likes of you 
and me. The longer your information is needed to be kept secure, 
the longer the key you should use [1-2].

A. RSA Algorithm
Rivest-Shamir-Adleman is the most commonly used public key 
encryption algorithm. It can be used both for encryption and for 
digital signatures. The security of RSA is generally considered 
equivalent to factoring, although this has not been proved. RSA 
computation occurs with integers modulo n = p * q, for two large 
secret primes p, q. To encrypt a message m, it is exponentiated 
with a small public exponent e. For decryption, the recipient of 
the cipher text c = me (mod n) computes the multiplicative reverse 
d = e-1 (mod (p-1)*(q-1)) (we require that e is selected suitably 
for it to exist) and obtains cd = m e * d = m (mod n). The private 
key consists of n, p, q, e, d (where p and q can be omitted); the 
public key contains only n and e. The problem for the attacker is 
that computing the reverse d of e is assumed to be no easier than 
factorizing n. The key size should be greater than 1024 bits for a 
reasonable level of security. Keys of size, say, 2048 bits should 
allow security for decades [10]. 

B. Dijsktra’s Algorithm
Here also uses the Dijkstra’s algorithm for find the shortest path. 
Dijsktra’s algorithm solves the problem of finding the shortest 
path from a point in a graph (the source) to a destination. It turns 
out that one can find the shortest paths from a given source to all 
points in a graph in the same time [11].

III. Secure Distributed Onion Routing
Here Distributed Network Security implemented using Onion 
Routing technique which is called as Secure Distributed Onion 
Routing system (SDOR). This is implemented here to secure the 
multimedia data like text file audio file, video file, and image file. 
etc. when these are transmitting on the distributed environment. 
SDOR protocol is actually implemented for maintain the more 
security on the multimedia objects or data exchange. An existing 
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system SDAR (Secure Distributed Anonymous Routing) [13].  
Which guarantees security, anonymity and high reliability of the 
established route in a hostile environment, by encrypting routing 
packet header and abstaining from using unreliable intermediate 
node? The major objective of this system is to allow trustworthy 
intermediate nodes to participate in the path construction protocol 
without jeopardizing the anonymity of the communicating node 
provide the security and maintain anonymity of data on the 
network. But in this system the protocol can send only text data. 
So here is an inspiration to extend the idea for the multimedia 
applications that for all type of data we can exchange on the 
distributed network through shortest path with more security and 
more anonymity.

IV. Experimental Setup
The simulation environment consists of onion nodes. Each node 
runs a client-server application over TCP/IP. The data rate of each 
node is 10 Mbps. The nodes are in distributed environment. The 
nodes are random and follow the shortest path. One of the nodes 
is assigned as a server. The initial scenario is shown in fig. 4. 
Experiments were conducted to simulate the following 
scenarios:

Execution of Server.• 
Execution of Client.• 
Send file from Source to Destination through shortest path.• 
Encryption and Decryption for intended data at each node.• 
File received at Destination.• 
Screen shows the received file at Destination.• 

Here from the different scenarios we can observe that how the 
data or file can transmit from one end to other end with more 
security, which is achieved by encryption layers using public key 
on each data packet over every onion routers. Then onion is send 
through shortest path and decrypts the layer at each onion router 
by its private key. At the end, an intended receiver can receive 
the plain data.

Fig. 4: The Scenario in Simulated Environment.

The graphical outputs for some of the runs are presented below. 
The graphs are plotted between the following parameter:

1. Number of nodes participating in Onion Routing and Delay 
incurred in transferring message or file.
2. Number of nodes participating in Onion Routing and Bandwidth 

utilization incurred in transferring message or file.
For the first parameter we have taken some values which are 
shown in the following table:

Table 1: Delay Vs No. of Nodes
No. of Nodes Delay  (Milliseconds)

05 50
10 100
15 150
20 200
25 300
30 400

Fig. 5, shows the message transmission delays incurred in 
milliseconds between the source and destination when transmitted 
through the onion routing network with varying transmission 
probability and with OR composed of different node counts. On an 
observation, the result shows that if number of nodes is increased 
then overhead also increases.
The graph shows the overhead measurements. It is clear that 
Onion Routing has more overhead; especially when the network 
size is larger. These are the results which are taken on some 
probability.

Fig. 5: Overhead Increase with No. of Nodes

Fig. 6: Overhead Increase with No. of Nodes with Shortest Path
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If we reconsider it for the nodes with shortest path, then the 
following graph shows the result.
Fig. 6, Shows the message transmission delays incurred in 
milliseconds between the source and destination when transmitted 
through the onion routing network with varying transmission 
probability and with OR composed of different node counts with 
shortest path.
We have taken the second parameter as bandwidth with some 
values, which are shown in the following table:

Table 2: Bandwidth Vs No. of Nodes

No. of Nodes Bandwidth in Mbps

05 0.21

10 0.18

15 0.12

20 0.14

25 0.12

30 0.13

The lines in the graph show a better bandwidth measurement, 
which indicates higher speeds.

Fig. 7:  Bandwidth Increase with No. of Nodes

The bandwidth graph represented in fig. 7, above shows the 
amount of data sent using a protocol divided by the amount of 
time it took to send the data.
 The overhead graph simply represents the amount of time it took 
to send the data (the bandwidth divisor). Hence, for speed, high 
bandwidth and low overhead are desirable. If number of nodes 
is increased, then bandwidth should also be increased. 

V. Conclusion 
Here we have presented Secure Distributed Onion Routing (SDOR) 
Protocol. The purpose of Onion Routing is to protect the anonymity 
of a user who wants to communicate over a network. To judge 
the level of anonymity it is important to take the intention of the 
attacker into account because it has to be evaluated if the effort is 
worth the benefit for an attacker. SDOR provides protection against 
adversaries who what to gather a large amount of information by 
doing traffic analysis for example for commercial reasons. For 

such adversaries there is no benefit of getting only communication 
data of a small number of persons and attacking a large number 
of parties costs too much effort. But if the goal is too really hide 
with who one is communicating it is always possible to reveal 
that. Anonymous connections may be used as a new primitive 
that enables novel applications in addition to facilitating secure 
versions of existing services for multimedia data. In future one 
can implement the proposed system to transfer multimedia data 
with more security over WAN or Wireless Network.
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