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Abstract
Wireless sensor networks face a challenge while transmitting data 
which is under jamming. Jammer interferes with the physical 
transmission and affects the traffic in the network. Jamming 
may occur due to various causes like sending multiple packets 
through single path or sending multiple packets through multiple 
paths.  It may occur even when continuous noise is generated with 
sufficient power near the transmitting or receiving nodes. Jammer 
causes this noise which may also lead to path loss. There are many 
mechanisms and techniques to overcome this problem. Various 
source routing protocols like Dynamic Source Routing,  AODV are 
used to route the packets to the path where jamming does not occur. 
One of the main problems in jamming is Centralized Optimization 
problem which is solved by using distributed algorithm. Another 
important technique which is used to solve flow optimization 
problem is portfolio selection theory which finds the less risky 
paths so that the packets can be directed towards it. In this paper, 
we use a protocol to prevent jamming. Our proposed mechanism 
is Geographical Routing Protocol and queuing manager algorithm 
which sets priority to the packets that sends it across the nodes.
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I. Introduction
A Wireless Sensor Network (WSN) consists of spatially distributed 
autonomous sensors to monitor physical or environmental 
conditions, such as temperature, sound, vibration, pressure, 
motion or pollutants and to cooperatively pass their data through 
the network to a main location. The more modern Networks 
are bi-directional, also enabling control of sensor activity. The 
development of wireless sensor networks was motivated by 
military applications such as battlefield surveillance; today such 
networks are used in many industrial and consumer applications, 
such as industrial process monitoring and control, machine health 
monitoring, and so on. Wireless Sensor Networks (WSN) enable 
simultaneous, high-speed sensing and data acquisition from 
multiple wireless strain gauges, accelerometers, temperature, and 
millivolt inputs. Our range of wireless sensing systems are ideal 
for both small scale applications requiring a few sensor nodes 
and large scale applications requiring hundreds of sensor nodes. 
OEM options are available for embedded applications.  Wireless 
sensor nodes feature data logging and a range of measurement 
options including strain, acceleration, displacement, pressure, 
load, torque, and temperature.

Fig. 1: Wireless Sensor Network

Jamming can easily put out of order even WSNs that utilize 
strong high layer security  mechanisms as it represents the most 
serious security threat in the field of Wireless Sensor Networks 
(WSNs). Jamming interferes with the radio frequencies used by 
network nodes and is defined as the act of intentionally directing 
electromagnetic energy towards a communication system to disrupt 
or prevent signal transmission in the context of WSNs. In the event 
that an attacker uses a rather powerful jamming source, disruptions 
of WSNs’ proper function are likely to occur. WSNs suffer from 
many constraints, including low computation capability, limited 
memory and energy resources, susceptibility to physical capture 
and the use of insecure wireless communication channels so the 
use of counter measures against jamming in WSN environments 
is of immense importance.
The applications for wireless sensor networks are broad. 
Commercial and industrial applications include monitoring 
equipment to which it is difficult to attach wired sensors, or in 
older buildings where it is difficult to retrofit a wired network. 
Environmental monitoring (e.g., coastal monitoring) applications 
abound due to the ease of deployment, and the minimal impact 
on the environment. Sensor networks not only eliminate the need 
for wires, but also do not typically require large power supplies. 
Common applications for sensor networks include: environmental 
monitoring, habitat monitoring, acoustic detection, seismic 
detection, military surveillance, inventory tracking, medical 
monitoring, smart space, etc. See e.g. Monitoring biodiversity 
in dunes, beaches and salt marshes, Instruments and sensors to 
measure environmental parameters.
Wireless Sensor Networks have a number of unique characteristics: 
small-scale sensor nodes, limited power supply, energy harvesting, 
harsh environmental conditions, node failure, mobility of 
nodes,, mobility of detected events, dynamic network topology, 
heterogeneity of nodes, large scale deployments and unattended 
operation.
Jamming attacks may be viewed as a special case of Denial of 
Service (DoS) attacks as it prevents or inhibits the normal use or 
management of communications through flooding a network with 
‘useless’ information. In a jamming attack the Radio Frequency 
(RF) signal emitted by the jammer corresponds to the ‘useless’ 
information received by all sensor nodes. This signal can be white 
noise or any signal that resembles network traffic. So mainly 
jamming attack affects the network traffic. So our proposed 
technique solves this problem based on the priority based traffic 
allocation. Here we use queuing manager algorithm which gives 
priority to the packets based on the packet qos and then it reduces 
traffic of packets. Also in this algorithm packets are not lost by 
getting the Qos and it avoids the network traffic.

II. Jamming Attack in Wireless Sensor Network
A jammer is an entity who is purposefully trying to interfere 
with the physical transmission and reception of wireless 
communications. A jammer continuously emits RF signals to fill 
a wireless channel so that legitimate traffic will be completely 
blocked. Common characteristics for all jamming attacks are that 
their communications are not compliant with MAC protocols. 
There are many types of jamming attack is there it includes 
constant jammer, deceptive jammer, random jammer, reactive 
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jammer. In constant jammer it continually emits a radio signal, 
and can be implemented using either a waveform generator that 
continuously sends a radio signal or a normal wireless device 
that continuously sends out random bits to the channel without 
following any MAC-layer etiquette.

Fig. 2: Jamming in Networking

Normally, the underlying MAC protocol allows legitimate nodes 
to send out packets only if the channel is idle. Thus, a constant 
jammer can effectively prevent legitimate traffic sources from 
getting hold of a channel and sending packets. In the deceptive 
jamming Instead of sending out random bits, the deceptive jammer 
constantly injects regular packets to the channel without any gap 
between subsequent packet transmissions. As a result, a normal 
communicator will be deceived into believing there is a legitimate 
packet and be duped to remain in the receive state. The random 
jammer occurs, Alternates between sleeping and jamming After 
jamming for tj units of time, it turns off its radio and enters sleeping 
mode After sleeping for ts units of time, it wakes up and resumes 
jamming (constant or deceptive) tj and ts may be random or fixed 
intervals-energy conservation. The reactive Jammer stays quiet 
when the channel is idle, and the jammer starts transmitting a 
radio signal as soon as it senses activity on the channel. It does not 
conserve energy because the jammer’s radio must be continuously 
on in order to sense the channel. However this jammer is harder 
to detect compare to other jammer.

A. Jamming Attack Detection Mechanism
1. Link layer attack detection:

Creates a threshold denoting the amount of time a node should • 
have to wait for a channel to become free(carrier sensing 
time)
Example: nodes should not have to wait more than 60ms for • 
channel to become free.
A threshold can be determined either statically or • 
theoretically.

2. Physical layer attack detection:
Detect the ambient noise of the environment during normal • 
operation.
Sample noise level prior to DOS attack commencing (i.e • 
when nodes are first deployed).
If noise levels are above detected threshold value assume • 
Dos attack.

B. Jamming Attack Metrics
A variety of metrics can be used to compare various jamming 
attacks [10]. Clearly, the following metrics are all relevant:

Energy efficient• 
Low probability of detection• 
Strong  Dos, complete if so desired• 
Maintain behavior consistent with or close to the protocol • 
standard
Authenticated or unauthenticated users• 

The jamming attack causes serious impact in wireless sensor 
network as it causes traffic, packet loss, and the time delay in 
the network. It also reduces the QOS in the sending packet. In 
this paper, we use a mechanism called Geographical routing 
protocol and queuing manager algorithm for reducing the traffic 
and improving the Quality of service for each data transmitted.

C. Existing Jamming Methods
Some of the existing jamming methods are described below 
[9].

1. Spot Jamming
Spot jamming occurs when a jammer focuses all of its power 
on a single frequency. While this would severely degrade the 
ability to track on the jammed frequency, a frequency agile radar 
would hardly be affected because the jammer can only jam one 
frequency. While multiple jammers could possibly jam a range of 
frequencies, this would consume a great deal of resources to have 
any effect on a frequency - agile radar, and would probably still be 
ineffective. In spot jamming all the power output of the jammer 
is concentrated in a very narrow bandwidth, ideally identical to 
that of the radar.

2. Sweep Jamming
Sweep jamming is when a jammer’s full power is shifted from one 
frequency to another. While this has the advantage of being able to 
jam multiple frequencies in quick succession and it does not affect 
them all at the same time, thus limiting the effectiveness of this 
type of jamming.However, in a WSN environment, it is likely to 
cause considerable packet loss and retransmissions and, thereby, 
consume valuable energy resources. Sweep jamming often uses 
a frequency-modulated signal, and the frequency is swept back 
and forth over a very wide bandwidth.

3. Barrage Jamming
Barrage jamming is the jamming of multiple frequencies at once 
by a single jammer. The advantage is that multiple frequencies can 
be jammed simultaneously; however, the jamming effect can be 
limited because this requires the jammer to spread its full power 
between these frequencies, as the number of frequencies covered 
increases the less effectively each is jammed and to decrease 
the SNR of the enemy receiver. Barrage jamming often uses an 
amplitude-modulated signal covering a 10-percent frequency band 
(bandwidth equal to 10 percent of the center frequency).

4. Deceptive Jamming
Deceptive jamming is used when the adversary wishes not to 
reveal its existence. It can be applied in a single frequency or in 
a set of frequencies. By flooding the WSN with fake data it can 
deceive the network’s defensive mechanisms (if any) and complete 
its task without leaving any traces. Deceptive jamming has the 
potential to flood the PE with useless or fake data that will mislead 
the WSN’s operator and occupy the available bandwidth used by 
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legitimate nodes thus becoming a very dangerous type of attack 
as it cannot be easily detected.

III. Related Works
Cakiroglu et al. [1], have proposed two algorithms for detecting a 
jamming attack. The first algorithm is based on threshold values 
of three detection parameters: Bad Packet Ratio (BPR), Packet 
Delivery Ratio (PDR), and Energy Consumption Amount (ECA). 
If all three parameters are below the thresholds, or if only the 
PDR exceeds the threshold, then it is concluded that there is no 
jamming; otherwise, there is jamming. The second algorithm is 
an improvement over the first one where the neighboring nodes’ 
conditions, ascertained through queries to be raised and replies 
there-to to be received within the threshold time periods, are also 
taken into account to enhance the jamming detection rate.
Strasser et al. [2], have suggested a very effective method of 
detecting reactive jammer (which otherwise is so difficult to be 
detected) through Received Signal Strength (RSS) and Bit Error 
Rate (BER) samplings and infers the presence of the reactive 
jammer in the event of high BER despite the RSS being normal 
or better than the normal. The method involves three steps:

Error sample acquisition,• 
Interference detection, and• 
Sequential jamming test to infer presence or absence of • 
reactive jamming.

Based on the three methods effective detection can be done against 
jamming attacks. 
O. Chipara et al [3], presented a heuristic algorithm to detecting the 
jamming attack. Heuristic refers to experience-based techniques 
for problem solving, learning, and discovery.  Heuristic methods 
are used to give the best solution for complex problems. Heuristic 
algorithm can be used to detect most vulnerable attack that can 
even destroy the whole attack.  Heuristics significantly reduces the 
overhead and enables the furthermore detailed analysis of jammer. 
Heuristic algorithm is capable of detecting variety of attacks. 
Rajani et al [4], have Proposed the swarm intelligence and ant 
system’ wherein they create an agent (ant) which proactively uses 
the WSN node’s information (key performance parameters), as 
it traverses a route from node to node, to predict or anticipate 
jamming, and accordingly, changes the route to avoid jamming. 
They suggest a decision threshold, called probability of selecting 
a link between nodes i and j, called Pij, to be calculated at node 
i. They describe that if the calculated Pij is within the acceptable 
limits then the agent selects the link for its travel, else, it rejects 
it and selects that link whose Pij is within the acceptable limits. 
Pij, as suggested by them, is to be calculated using complicated 
formulae.
Damianos Gavalas et al. [5] . It presents Wireless sensor networks 
consists of two countermeasures namely, Proactive and reactive 
countermeasures. The proactive countermeasure acts before 
the jamming attack and they can mitigate the jamming attack. 
It is performed in the background even in the jamming-free 
environment. They defend more efficiently against stealth jamming 
attacks, which may pass undetected for a significant period of time. 
The main characteristic of reactive countermeasures is that they 
enable reaction only upon the incident of a jamming attack sensed 
by the WSN nodes. Thus they need reduced computational and 
energy cost.
Wenyuan Xu et al. [6], proposes two evasion strategies against 
constant jammers:

Csurfing and• 
Spatial retreat• 

Channel surfing is essentially an adaptive form of frequency 
hopping. Instead of continuously hopping from frequency to 
frequency, a node only switches to a different frequency when it 
discovers the current frequency is being jammed. Spatial retreat 
is an algorithm according to which two nodes move in distances 
to escape from a jammed region. The algorithm is more suitable 
for wireless sensor and actor networks (WSANs).
Le Wang et al [7], used existing jamming detection approaches by 
using a novel statistical model and evaluate it both theoretically 
and experimentally. We begin by combining two existing 
jamming detection methods together to sort the jamming types 
roughly. Then, based on the statistical data of Packets Send Ratio 
(PSR) and Packets Delivery Ratio (PDR) in different jamming 
situations, we built a model to further subdivide the jamming 
attacks. Finally, we evaluate our proposed strategy using the ns-2 
simulation platform. From the simulation results, we can observe 
the combined jamming detection technology can achieve a higher 
accuracy when distinguishing the types of jamming attacks.
Wenyuan Xu et al [8], have proposed two enhanced detection 
protocols that employ consistency Checking. The first scheme 
employs signal strength measurements as a reactive consistency 
check for poor packet delivery ratios, while the second scheme 
employs location information to serve as the consistency check. 
They examine the feasibility and effectiveness of jamming attacks 
and detection schemes using the MICA2 Mote platform.
Anthony D. Wood et al [9], have presented DEEJAM, a novel 
MAC-layer protocol for defeating stealthy jammers with IEEE 
802.15.4-based hardware, to address this problematic area. It 
layers four defensive mechanisms to hide communication from 
a jammer, evade its search, and reduce its impact.

IV. Proposed Technique

A. Geographical Routing Protocol
It uses geographical position of the destination in making routing 
decision. When a node has a packet for destination, it chooses 
from the node it knows about the one which is closest to the 
destination and sends the packets. Along the path, a node may 
know of an even closer node to the destination. The packets then 
get redirected to that node. And it may get redirected again so that 
the packets are securely sent. The Geographic routing protocol 
Restrict the number of Jamming in directed diffusion.  Consider 
only a certain region of the network rather than jamming the entire 
network. Each node keeps an estimated cost and a learning cost 
of reaching the destination through its neighbors.
Estimated cost = f(residual energy, distance to the destination)
Learned cost is propagated one hop back every time a packet 
reaches the destination Route setup for the next packet can be 
adjusted.

B. Queuing Manager Algorithm
This technique is used for obtaining low latency when routing 
critical and delay sensitive packets. Highest priority is given to the 
critical packet, then to delay-sensitive packet and least priority is 
given to regular packets. This is achieved by sending the packets 
through multiqueue priority, which is implemented by the Queuing 
manager algorithm. The critical packet uses highest priority queue 
called CQ, delay-sensitive packets uses the second highest priority 
queue called DSQ, the regular and reliability-sensitive packets 
uses least priority queue called RQ. The timeout policy for each 
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packet is used when the lower priority packets blocks the highest 
priority packets.

Queue limit=5
If(critica packet)then
Insert in CQ
If (delay sensitive packet)
Insert in DSQ
If(regular packet)
Insert in RQ
If queue limit>5
Move to next priority queue

V. Conclusion
The jamming attack is a very severe attack as it disturbs the whole 
network by increasing the traffic in the network. To avoid such 
jamming attack we use Geographical routing protocol which uses 
the node closest to the destination for securely sending the packets. 
We also use Queuing manager algorithm, where the packets are set 
priority and sent through the multiqueuing paths. These methods 
are very effective in detecting and preventing the network against 
the jamming attack.

References
[1] Cakirolu, M.; Özcerit, A.T.,"Jamming detection mechanisms 

for wireless sensor networks", In Proceedings of the 3rd 
International Conference on Scalable Information Systems, 
Vico Equense, Italy, 04-06 June 2008.

[2] Mario, S.; Boris, D.; Srdjan, C.,"Detection of reactive jamming 
in sensor networks", ETH Zurich D-INFK Technical Report 
634; ETH: Zurich, Switzerland, August 2009.

[3] O. Chipara, Z. He, G. Xing, Q. Chen, X. Wang, C. Lu, J. 
Stankovic, T. Abdelzaher,“Real-Time Power-Aware Routing 
in Sensor Networks”, Proc. IEEE Int’l Workshop Quality of 
Service, 2006.

[4] Rajani, M.; Lisa, A.O.(2006),"Jamming attack detection and 
countermeasures in wireless sensor network using ant system", 
[Online] Available: http://www.cognitiveintelligence.com /
documents/SPIE2006.pdf/

 [5] Aristides Mpitziopoulos, Damianos Gavalas,“An effective 
defensive node against jamming attacks in sensor 
networks”.

[6] W. Xu, K. Ma, W. Trappe, Y. Zhang,“Jamming sensor 
networks Attack and defense strategies”, IEEE Netw., Vol. 
20, No. 3, pp. 41–47,May/Jun. 2006.

[7] Le Wang, Alexander M. Wyglinski,“A Combined Approach 
for Distinguishing Different Types of Jamming Attacks 
Against Wireless Networks”, Wireless Innovation Laboratory, 
Department of Electrical and Computer Engineering.

[8] W. Y. Xu, W. Trappe, Y. Y. Zhang, Timothy Wood,“The 
feasibility of Launching and Detecting Jamming Attacks 
in Wireless Networks”, MobiHoc’05, May 25–27, 2005, 
Urbana Champaign, Illinois, USA.

[9] A. D. Wood, J. A. Stankovic, G. Zhou,“DEEJAM: Defeating 
energy-efficient jamming in IEEE 802.15.4-based wireless 
networks”,  In Proc. of SECON ‘07, 2007.

[10] D. J. Thuente, M. Acharya,“Intelligent jamming in wireless 
networks with applications to 802.11 b and other networks”, 
in Proc. 25th IEEE MILCOM, Washington, DC, Oct. 2006, 
pp. 1–7.

M.Revathi received her B.E. degree 
in computer science from Sudharsan 
Engineering College,  Sathiyamangalam 
in   2010, the M.Tech degree Information 
technology from Velammal Engineering 
College, Chennai, in 2012. Her research 
interests include network security, wireless 
sensor network ,jamming attacks.

Jeevaa katiravan received his B.Tech degree from Velammal 
Engineering College, Chennai, in 2003, the M.Tech degree in 
Information Technology from Sathiyabama Engineering College, 
Chennai, in 2005 and the Ph.D. degree in Network security from 
Anna University , Chennai, in 2012. He was a teaching assistant, 
lecturer, associate professor,project coordinator with Department 
of Information Technology,  in 2007 and 2012 respectively.  His 
research interests include network security, wireless sensor 
network jamming attacks.At present he is engaged in TCP SYN 
flood attack.


