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Abstract
IP spoofing is the creation of TCP/IP packets with somebody else’s 
IP address in the header. Routers use the destination IP address to 
forward packets, but ignore the source IP address. The source IP 
address is used only by the destination machine, when it responds 
back to the source. When an attacker spoofs someone’s IP address, 
the victim’s reply goes back to that address. Since the attacker 
does not receive packets back, this is called a one-way attack 
or blind spoofing. To see the return packets, the attacker must 
intercept them. Inorder to overcome this problem we are using 
bgp construction and IDPF construction, by using these two types 
of constructions we are going to control the IP spoofing.
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I. Introduction

A. What Is IP Spoofing?
IP satirizing means flaming uses IP address of another computer 
to acquire information or gain access. In spoofing (fooling, 
deceiving), a flak impersonates someone else. This allows him/
her to exploit the access perquisite of the spoofed.

Fig. 1: IP Spoofing

IP satirizing act to fake the source IP address, it used by many 
DDOS (Distributed Denial of Service) flack, DDOS means it is 
an onset where multiple conciliated systems (which are usually 
infected with a Trojan) are used to target a single system causing a 
Denial of Service (DoS) attack. Victims of a DDoS attack consist 
of both the end targeted system and all systems maliciously used 
and controlled by the drudge in the distributed attack.
IP satirizing is the macrocosm of TCP/IP packets with somebody 
else’s IP address in the header. Routers use the destination IP 
address to forward packets, but snub the source IP address. The 
source IP address is used only by the destination machine, when it 
responds back to the source. When an attacker spoofs someone’s 
IP address, the victim’s reply goes back to that address. Since the 
attacker does not receive packets back, this is called a one-way 
attack or blind spoofing. To see the return packets, the attacker 
must intercept.

Fig. 2: DDoS Attack

B. Why it Remains Popular?
It is hard to isolate attack traffic from legitimate one and it is hard 
to pinpoint the true attacker. Many attacks rely on IP spoofing, 
Man-in-the-middle attacks such as TCP hijacking, Reflector-based 
attacks.

C. Misconception (IP spoofing)
A common misconception is that via spoofing you can surf the 
net, chat on line, send/receive email while hiding your identity. 
This is not possible since the replies do not go to you.

D. Internet Routing Architecture
It consists of large number of network domains, or Autonomous 
Systems (ASes) About 25,000 currently. Three common AS 
relationships

Provider-customer1. 
Peering2. 
Sibling 3. 

Fig. 3:
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E. Internet Domain Packet Filter
It decides the feasible routes under BGP. Feasible routes in BGP 
are constrained by routing policies (AS relation).

F. Performance
IDPF finds a set of feasible paths instead of one best route, its 
performance will not be as good as the ideal route based filters

Fig. 4:

IDPF has Two Effects
1. Reducing the number of prefixes that can be spoofed.
2. Localizing the source of spoofed packets. The performance 
metrics are:
(i). VictimFraction (τ):

(ii). Attack Fraction (τ)

(iii). Victim Trace Fraction (τ)

G. Border Gateway Protocol
The most common Exterior Gateway Protocol protocol in use 
on the Internet is the Border Gateway Protocol (BGP), ensuring 
that packets get to their destination network regardless of current 
network conditions. Like RIP, the BGP algorithm provides great 
network stability, guaranteeing that if one Internet network line 
goes down, BGP routers can quickly adapt to send packets through 
another connection.

H. How BGP Works
When a BGP router first comes up on the Internet, either for the 
first time or after being turned off, it establishes connections with 
the other BGP routers with which it directly communicates. The 
first thing it does is download the entire routing table of each 
neighboring router. After that it only exchanges much shorter 
update messages with other routers. 
BGP routers send and receive update messages to indicate a change 
in the preferred path to reach a computer with a given IP address. 

If the router decides to update its own routing tables because 
this new path is better, then it will subsequently propagate this 
information to all of the other neighboring BGP routers to which 
it is connected, and they will in turn decide whether to update 
their own tables and propagate the information further. 
BGP uses the TCP/IP protocol on port 179 to establish connections. 
It has strong security features, including the incorporation of a 
digital signature in all communications between BGP routers. 
Each BGP router contains a Routing Information Base (RIB) that 
contains the routing information maintained by that router.
BGP routers exchange information using four types of 
messages:

1. Open
It is used to open an initial connection with a neighboring 
router. 

2. Update
These messages do most of the work, exchanging routing 
information between neighboring routers, and contain one of the 
following pieces of information.

(i). Withdrawn Routes
The IP addresses of computers that the router no longer can route 
messages to

(ii). Paths
A new preferred route for an IP address. This path consists of 
two pieces of information - the IP address, and the address of the 
next router in the path that is used to route messages destined for 
that address.

3. Notification
Used to indicate errors, such as an incorrect or unreadable message 
received, and are followed by an immediate close of the connection 
with the neighboring router.

4. Keepalive
Each BGP router sends a 19 byte Keepalive message to each 
neighboring router to let them know that it is still operational 
about every 30 seconds, and no more often than every three 
seconds. If any router does not receive a Keepalive message 
from a neighboring router within a set amount of time, it closes 
its connection with that router, and removes it from its Routing 
Information Base, repairing what it perceives as damage to the 
network. 

II. Related Work
Here we are going to control the ip spoofing based on the IDPF 
construction, BGP construction, Topology construction, control 
the spoofed packets.

A. IDPF Construction 
IDPF can independently be deployed in each source. IDPF’s are 
deployed at the border routers so that IP packets can be inspected 
before they enter the network. IDPF’s are used locally exchange 
BGP updates to compare the paths. If the source address is not valid, 
it will discard the packet. IDPF can independently be deployed 
in each AS. A neighbour can only successfully forward a packet 
M(SP,EP) to the AS after it  announces to carry spoofed source 
addresses and are discarded at the border router of the AS.
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B. BGP Construction
Each node only selects and propagates to neighbours a single 
best route to destination; both selection and propagation of best 
routes are governed by locally defined routing policies. We have 
two distinct sets of routing policies 1) Import Policies 2) Export 
Policies. Import policies means which is learned from neighbours. 
Export policies means which is propagated to the neighbours.

C. Topology Construction
Here we are using mesh topology because of its unstructured 
nature. This construction is for getting names of nodes and 
connection among the nodes as input from user. While we are 
getting each node, their associated port and IP address is obtained. 
For successive nodes, the node to which it should be connected 
is also accepted from the user. While adding nodes, comparison 
will be done so that there would be no node duplication. Then we 
identify the source and the destinations.

III. Virtual Network
A virtual network is a computer network that consists, at least 
in part, of virtual network links. A virtual network link is a link 
that does not consist of a physical (wired or wireless) connection 
between two computing devices but is implemented using methods 
of network virtualization.
The two most common forms of virtual networks are protocol-
based virtual networks (such as VLANs, VPNs, and VPLSs) and 
virtual networks that are based on virtual devices (such as the 
networks connecting virtual machine inside a hypervisor). In 
practice, both forms can be used in conjunction.

IV. Conclusion
We proposed and studied IDPF. IDPF can limit the spoofing 
capability of attackers even when partially deployed and improves 
the accuracy of IP traceback IDPF provides local incentives for 
deployment. We also proposed BGP and Topology construction 
for controlling the IP Spoofing.
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