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Abstract
Ad-Hoc network is a new wireless networking paradigm for 
mobile hosts. Unlike traditional mobile wireless networks, ad 
hoc networks do not rely on any fixed infrastructure. Instead, 
hosts rely on each other to keep the network connected. The 
military tactical and other security-sensitive operations are the 
main applications of ad hoc networks, although there is a trend 
to adopt ad hoc networks for commercial uses due to their unique 
properties. One main challenge in design of these networks is their 
vulnerability to security attacks. We analyze the security threats in 
ad hoc network and present the security objectives that need to be 
achieved. In one side, the security-sensitive applications of ad hoc 
networks require high degree of security; on the other hand, ad hoc 
networks are inherently vulnerable to security attacks. Therefore, 
security mechanisms are indispensable for ad hoc networks. In the 
present work, the security challenges in intrusion detection and 
authentication are identified and the different types of attacks are 
discussed. The work proposes a two phase detection procedure of 
nodes that are not authorized for specific services and nodes that 
have been compromised during their operation in ad hoc network. 
The detection framework is enabled with the main operations of 
ad hoc networking, which are found at the data link layer and 
network layer. The proposed framework is based on shared key 
among the nodes in ad hoc network.
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I. Introduction
Ad-Hoc networks are new paradigm of networks that offers 
random mobility of nodes without any underlying infrastructure. 
An ad hoc network is a collection of nodes or computing devices 
that communicate with each other by forming a multi-hop 
radio network and maintaining connectivity in a decentralized 
fashion. Each node functions as both a host and a router. More 
specifically, the network topology is dynamic in general, because 
the connectivity among the nodes may vary with time due to node 
departure, new node arrival, and the possibility of having mobile 
nodes. There are two major types of wireless ad hoc networks: 
Mobile Ad Hoc Networks (MANETs) and Smart Sensor Networks 
(SSNs). Operation in an ad hoc network introduces new security 
problems. Ad hoc networks are generally more prone to physical 
security threats. There are possibilities of eavesdropping, spoofing, 
denial-of-service, and impersonation attacks in ad hoc network [1]. 
Similar to the fixed networks, security of the ad hoc networks is 
considered from the attributes such as availability, confidentiality, 
integrity, authentication, non-repudiation, access control and usage 
control [2]. But security approaches used for the fixed networks 
are not feasible due to the some constraints of ad hoc networks. 
New threats, such as attacks raised from internal malicious nodes, 
are very tough to protect. New security mechanisms are required 
to adjust the special characteristics of the ad hoc networks. In 
this work, a two-phase detection procedure of nodes that are 

not authorized for specific services and nodes that have been 
compromised during their operation in ad hoc network has been 
proposed. The identification framework is enabled with the main 
operations of Ad-Hoc networking, which are found at the data 
link layer and network layer.

II. Related Work
Much work has been done to provide security primitives for 
wireless sensor networks, including practical key management 
[10-11] broadcast authentication and data authentication as well 
as secure in-network processing. Several approaches have been 
proposed to detect and tolerate false information from compromised 
sensor nodes. But they do not provide mechanisms to accurately 
identify compromised sensor nodes, which is the focus of this 
work. Reputation-based trust management has been studied in 
different application contexts, including point-to-point systems, 
wireless ad hoc networks, social networks, and the Semantic 
Web [12]. Many trust inference schemes have been proposed. 
They differ greatly in inference methodologies, complexity, 
and accuracy. As discussed earlier, the interaction model and 
assumptions in the above applications are different from sensor 
networks. Directly applying existing trust inference schemes may 
not yield satisfactory results in sensor networks.
In [13], Ganeriwal and Srivastava propose to detect abnormal 
routers in sensor networks through reputation  mechanism. It 
is assumed that a sensor’s routing quality can be observed by 
nearby sensors through a watchdog mechanism. They adopt a 
decentralized trust inference approach. Sensors evaluate each 
other’s trustworthiness by acquiring feedback information from 
nearby sensors. Their work shows the usefulness of reputation 
in sensor networks, but their approach treats a sensor network 
the same as a typical point-to-point system and thus does not 
capture the unique properties of sensor networks. Further, their 
work focuses on avoiding services from potentially compromised 
sensors instead of identifying and excluding them from sensor 
networks. Finally, their work is application specific and cannot 
be easily applied to other sensor network applications.
The problem of detecting faulty nodes in multiprocessor systems 
has been studied for a long time. Efficient diagnosing algorithms 
to identify faulty nodes have also been proposed [14]. However, 
these algorithms assume that the test assignments follow some 
special topologies to ensure the system is t-diagnosable in the 
first place, which means all faulty nodes in the system can be 
identified as long as there are at most t faulty nodes within it. 
These algorithms cannot be applied to sensor networks due to 
their topology requirements, as deployments in sensor networks 
are often Ad-Hoc.
Byzantine fault detection [15],  generally focuses on the designing 
of communication protocols or message detection structures, so that 
a proper voting mechanism can lead to the exposure of Byzantine 
generals. Sensor nodes are often randomly deployed therefore, 
solutions in this area are not applicable in sensor networks.
The schemes [16], employ key hierarchy to implement an efficient 
key establishment for dynamic groups in multicast environments. 
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In these schemes, each node in the tree corresponds to a key and 
each leaf corresponds to a user. A user’s individual secret key set 
comprises of all keys along the path from his corresponding leaf 
to the root, and the individual secret key set has to be updated 
every time the group changes. Each scheme proposes different 
key generation and re-keying methods with the aim of reducing 
communication and storage costs.
The Distributed Trust Mode approach [21], is a decentralized 
approach to trust management and uses a recommendation protocol 
to exchange trust-related information. The model assumes that 
relationships are unidirectional and exist between two entities. 
The entities make judgments about the quality of recommendation 
of trust, based on their policies, that means they have values 
for trust relationships. Also, trust is not absolute. An entity can 
change the trust value it has received as a recommendation from 
another entity. This change policy is not communicated, so it 
might not be understandable to other entities, which prevents 
it from being misused. The recommendation protocol works by 
requesting  a trust value in a trust target with respect to a particular 
classification. After getting an answer, an evaluation function is 
used to obtain an overall trust value in the target node. The protocol 
also allows recommendation refreshing and revocation. To do 
this, recommending entity sends the same recommendation with 
another recommendation value to revoke. The model is suited for 
establishing trust relationship that are less formal and temporary 
in nature.
Several password-based key exchange methods [22], has been 
introduced to set up a secure session among a group of nodes 
without any support infrastructure. In this scheme, only those 
nodes that know an initial password are able to obtain the session 
key. The session key is formed by contributions from all the nodes 
in the network. This ensures that if even one entity chooses its 
contribution key randomly, all other nodes will not be able to make 
the key space smaller. The main idea behind the protocol is like 
this: A weak password is sent to the group members. Each member 
then contributes part of the key and signs this data by using the 
weak password. Finally, to establish a secure session key, a secure 
channel is derived without any central trust authority.
The authors [17], proposed a revocation schemes in the context of 
broadcast encryption. They utilize binary tree structure to define 
a collection of user subsets and use a pseudo-random sequence 
generator to assign keys to the subsets. A user knows the keys 
corresponding to the subsets that contain him, but he only needs 
to store some fraction of the keys. In the revocation schemes, 
a sub-collection of disjoint subsets that partition all authorized 
users, but not contain any of the revoked users, needs to be found 
and the new group key is encrypted using the keys corresponding 
to the subsets. Although these solutions are secure, efficient and 
scalable for large groups, they are not suitable for ad hoc networks 
because of the requirement for a fixed trusted authority to perform 
all group operations.
An approach [18], is based on Public Key Infrastructure (PKI) 
whereby any two entities might establish a secure and authentic 
channel using certificates carried by each of them. The schemes 
employ a t-out-of-n threshold secret sharing mechanism to 
distribute the certification authority function to n entities, in 
which each entity holds a secret share, and any t entities can 
collaboratively sign a public key. This scheme also considers 
distribution of the function to n special nodes but it has a drawback 
that the special nodes may be multi-hop away or may move, so a 
reliable certification function is not guaranteed.
The schemes [19], provides effective and ubiquitous certification 

service by enabling any t local nodes (one-hop away) to 
collaboratively perform the function. The PKI approach is suitable 
for secure point-to-point communication, but not for secure group 
communication (one-to-many, many-to-many, many-to-one). If 
the approach is used for group application, the sender needs to 
send a copy of the message to each node encrypted using the 
node’s public key. This clearly results in high communication 
and computation costs. Therefore, the schemes, although have 
secure and decentralized solutions, they are only efficient for 
small groups.
Researchers also suggested detecting malicious node using signal 
strength [6]. The idea here is to depend on neighborhood monitoring 
of the nodes. Every sensor node monitors its surrounding and 
whenever a transmission signal is detected by a sensor node, 
it would check if the signal strength of the transmitting node is 
compatible with the originator node’s geographical position. Even 
though this approach is applicable, it is not efficient in many ways. 
The large overhead needed for transmitting data is a problem both 
for sending and processing. Also it is not energy efficient since all 
nodes are monitoring and processing data all the time.
It is critical to detect and isolate the compromised nodes in order 
to avoid being misled by the falsified information injected by the 
adversary. Luo et al.  [7], have pointed out that infrastructure less 
ad hoc networks rarely have a real defense mechanism against most 
of the attacks, including both outsider and insider attacks such 
as compromised node attacks. They suggested a system design 
like this – if one node is named trusted by certain number of its 
neighboring nodes, that particular node is trusted both locally and 
globally. However, since the system uses a minimum number of 
trusted nodes it is not so applicable to sensor networks where the 
nodes are randomly spread out. In other words, it is possible that 
under certain conditions nodes cannot find the minimum number 
of neighboring nodes in order to be named trusted.
The scheme [8], is the most close to the present work. They 
proposed to detect malicious node by comparing its output with an 
aggregation value. Inspired by the Byzantine problem, the present 
work is more straightforward and incurs much less overhead since 
there is no expensive calculation involved. Karlof and Wagner [9] 
suggested to construct efficient random sampling mechanisms and 
interactive proofs, then a user can verify that the answer given by 
the aggregator is a good approximation of the true value even when 
a fraction of the sensor nodes are compromised. Furthermore, in 
other fields Byzantine program is considered as an important issue. 
For example, in cognitive radio network, Byzantine problem in 
spectrum sensing is also investigated.
In [20], the authors provide support for secure communication 
and authentication in wireless ad-hoc networks without any 
public key infrastructure. Specifically, when device A chooses 
to establish connection to a previously unknown device B, 
device A needs know that it is actually communicating securely 
and authentically with device B and not with an attacker. The 
approach is an extension and formalization of the Resurrecting 
Duckling policy model and provides bootstrapping secure wireless 
communication through pre-authentication over a location limited 
channel. The location-limited channel is different from the main 
wireless link and is chosen so that it has two special security 
properties: (i) demonstrative identification (identification based 
on physical context) (ii) authenticity, in the sense that is difficult 
for an attacker to transmit on the channel undetected. As an 
example, good candidates for a location-limited channel are actual 
physical contact, sound, infrared, etc, (in general communication 
technologies with inherent physical limitations).This approach 
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does not require secrecy, necessary in the Resurrecting Duckling., 
making it impervious to eavesdropping. This is achieved through 
public key cryptography. The participants use the location-limited 
channel to exchange their public keys or the digests of the keys. 
This concludes the pre-authentication phase and they can proceed 
to authenticate themselves over the wireless channel and establish 
a secret key for the session.

III. Concept and Problem Analysis
In the background sections, the existing proposals in ad hoc 
networks are mainly authentication or detection oriented. Firstly, 
it identify current vulnerabilities and then enhance the existing 
protocol or propose a new protocol to challenge such threats. But 
the solutions are designed explicitly with a particular attack model, 
they work well in the presence of the designated attacks but may 
crush under new attack models. The present work aims to the 
detection framework which is related to the main operations of 
ad hoc network that are found at the data link layer and network 
layer of the TCP/OSI reference model.
The main operations in an ad hoc network takes place in data link 
layer with one-hop connectivity and data packet transmission 
and in network layer with routing and data packet forwarding. 
Protocols in data link layer maintain connectivity among 
neighboring nodes and ensure the correctness of packet transfer 
whereas routing protocols exchange routing data between nodes 
and maintain routing states of each node. Based on the routing 
states data packets are forwarded by intermediate nodes through 
established route to the destination.
These operations can be used to a identification framework that 
consists of two steps:

In step-one the identification mechanism attempts to determine • 
true identity of the node that behave maliciously based on 
shred key .
In step-two the other nodes in the network confirm whether • 
the node is corrupted or not.

Fig. 1: Detection Framework

The first step is the detection process of a malicious node. In this 
step nodes are expected to acknowledge every message it receives. 
Every node calculates the acknowledgments that it  receives from 
the neighbor node. In other words, each node records the responses 
from every neighbor node to which it communicates. This value is 
the measure of behavior of the node. This behavior measured over 
a period of time determines the standard of behavior of the node. 
This is the Stability of The Behavior (STB) of node.  According 
to the author in [23], Data Transmission Quality(DTQ) is defined 

as a function of STB, probability of error in the channel(P()), and 
the energy needed to transmit data (E).
DTQ = k×[ D × STB()/E × P()]
where, D  is the power needed for transmitting the data, E is energy 
needed to send 1 byte of data and k is a constant.
In the second step the identification of such node is confirmed 
whether node is corrupted. This is decided based on a group 
agreement approach. Every node in the network is sent a request 
to accept or reject the decision in first step. Nodes receiving such 
a request may agree  by referring its own DTQ  for the node 
which is referred to as corrupted. The  initiating node then draws a 
consent based on the reply made by other nodes. If more consents 
are received in favor of malicious behavior, the node is added in a 
black-list that helps all other nodes to avoid further communication 
with the node in future.

IV. Design, Solution and Methodology
Identification process of a malicious node is a continuous process 
that is followed by each node present in network. This present 
work relies on measuring the effectiveness of transmission of data 
from one node to another. Based on the data transmission quality 
each node calculates and maintains DTQ for each of its neighbor 
nodes. If the DTQ value falls below a  threshold value, the node 
is considered to be a malicious node or compromised node.
(Algorithm) Steps for Proposed Approach to Identify Malicious 
Node:
Steps to Verify Acknowledge for a Message
Step 1:  Node ‘A’ is instantiated to send message to node ‘B’.
Step 2:  Node ‘A’ transmit the message to node ‘B’ through secure 
link.
Step 3:  Node ‘A’ sets ACK time out immediately after sending 
message to node ‘B’.
Step 4:  Node ‘A’ updates the list of data packets sent to node 
‘B’.
Step 5: Node ‘A’ update its own previous throughput (H) for 
node ‘B’ based on ACK of  N data  packets.
Step 6: ‘A’ manipulate recent throughput (R) for node ‘B’ based 
on ACK for a fraction M of N packets.
Step 7: Based on previous throughput and recent throughput node 
‘A’ calculate STB = (R/H) exp(a), a = step power function.
Step 8: Node ‘A’ calculate Data Transmission Quality of node 
‘B’ using DTQ = [D * STB()] /P * E.
Step 9: The calculated DTQ value is compared with A’s own 
DTQ value stored in its own table. If DTQ < a threshold value, 
node ‘B’ is corrupted and voting process initialized otherwise 
node ‘B’ is  normal.
Steps to Verify Message Modification
Step 1:  After sending a block of message node ‘A’ sets two 
variable msg_modify= false and periodic_mesg_number =0.
Step 2: If ACK for a block message is not received, node ‘A’ 
send the same message to node ‘B’ and the variable periodic_
mesg_number is incremented.
Step 3: For a block of message if periodic_mesg_number > 
threshold value then set msg_modify= true.
Step 4: If msg_modify = true then node ‘B’ modifies message 
and is corrupted.
Acknowledgment for messages: Each node sends an 
acknowledgment of message receipt as soon as a it receives a data 
message. The sender waits for acknowledgment for some time.
Acknowledgment Arrival: If the acknowledgment arrives on time, 
the statistics for the acknowledgment sender are updated. If this 
is the end of a block, the DTQ is calculated, and a comparison 
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for DTQ versus threshold is made.

A. Acknowledgment Timeout
The ACK-timeout is the time a sender A waits for an 
acknowledgment from the intended recipient, node B . If the 
acknowledgment does not arrive on time i.e. arrives after ACK-
time elapsed and if this is the end of a block then again the DTQ 
is recalculated and the process of comparison repeats. Also, if the 
end of a block is reached, the sender no longer accepts any more 
acknowledgments for the block of sent data, i.e the DTQ for this 
block of data is considered to be final.

B. Message Sequence Number
The  above step stresses on updating acknowledgment for a block 
of data. To know for which block of data we are accepting the 
acknowledgments, we use  sequence number. Suppose, one block 
= 5 messages, for a message block of 25 messages. Then the 
messages 1-5, 6-10, 11-15, 15-20, 21-25 are blocks. After message 
N is transmitted to node B, the sender A immediately schedules 
an ACK-timeout alarm for message N. When the ACK-timeout 
for message 5 (i.e end of a block) goes off, obviously all ACK-
timeouts for messages <5 (for block 1-5) should be gone off . 
Acknowledgments may arrive out of sequence, but time-outs are 
always sequential. After this point, the statistics for block 1-5 
can be finalized.

Fig. 2: Flowchart for Identifying Compromised Node

Confirmation of detection from other nodes: This step collectively 
decides whether a node whose behavior is irregular is actually a 
malicious one. For example, node A has detected that node B’s 
DTQ has fallen below a threshold. Node A wants consent on its 
suspicion, and initiates a voting process by sending a broadcast 
request for the same. On receiving such a request, nodes check 
the DTQ values for node B in their own table, and reply with a 
positive or negative response. These responses are aggregated at 
node A to decide node B’s status.
(Algorithm) Steps for confirmation of detection:
Step 1: After identifying node B, node A initiates a voting 
process.
Step 2: Node ‘A’ sends a voting REQ to all other nodes present 
in the network.

Step 3: Nodes receives voting REQ and based on the value of 
DTQ of node ‘B’ in their respective table, nodes cast a vote. If 
DTQ< threshold value, nodes cast vote against node ‘B’ else for 
node ‘B’.
Step 4: Based on majority votes node ‘B’ either blacklisted or 
not.

C. Voting details

1. Vote Arrival
A vote initiating node keeps track a  count of the number of votes 
it receives. It  does not take into account more than one vote from 
the same node, for a particular voting request. After receiving votes 
from all the nodes, it decides to vote for or against the node.
Vote Request timeout: The situation where all neighbors respond, 
but the data packets  are lost in transit. In such cases, the vote 
initiating node cannot wait indefinitely. The vote request time out 
solves this problem, and is set as soon as the vote-request is sent 
out. At the end of this timeout period, the vote initiating node 
aggregates all the votes it has received, and makes a decision 
based on the value of counts. All other votes received after timeout 
are meaningless.

D. Process after Vote Decision

1. Blacklisted Node
Immediately after a node has been blacklisted, a message is sent to 
all nodes with this information. All nodes receiving this message 
add the node in their blacklist details. Once a node is blacklisted, 
no communication from such nodes is made further.

2. Node Acquitted
If a node is acquitted after the vote decision, all nodes treat it as 
usual. No information about the acquittal is sent out.

Fig. 3: Flowchart for Confirmation of Detection

V. Experiments, Results and Interpretations
This section aims to check the effectiveness of the identification 
framework in tracing malicious nodes independent of the number 
of such nodes present in the system.
Number of Node = 120
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Simulation Time = 185 seconds

Fig. 4: Malicious Node Count

VI. Discussion
The graph represents the malicious node count increases with 
respect to time. In the above graph x-axis represents the time and 
y-axis represents the malicious node count. It is evaluated that 
malicious node count depends on time. During the experimentation 
it was noticed that at certain point of time the malicious node 
expected the first node count. The sequence of malicious node 
count remains constant with expected approximation. All malicious 
nodes are successfully detected. No false identification happened, 
even though the simulation ran for a considerable amount of time 
after the actual malicious nodes were identified. This is expected 
behavior, as the voting system proposed requires neighbor node 
to vote.

VII. Conclusion
Security in ad hoc network has become a more sophisticated 
problem than security in other networks due to the open nature and 
lack of infrastructure. Present research works on ad hoc networks 
follow a hierarchical approach, where the most explored area 
includes secure routing protocol. On the other hand, authentication 
and intrusion detection mechanisms are less explored than routing 
protocol. Node authentication and intrusion detection challenges 
and proposed a detection mechanism for unauthorized and 
compromised nodes has been proposed in this work. Since mobile 
ad hoc networks can be formed, merged together or partitioned 
into separate networks dynamically, it is essential to be able to 
determine the identity of the nodes belonging to the network. It 
is also necessary to be able to verify whether a node has been 
compromised or not during the operation of a ad hoc network. 
The proposed detection mechanism, which is embedded with the 
main operations of data link layer and network layer, makes use 
of local agents that collect and analyze the received data. Each 
agent assigns a compromised status based on data analysis and 
passes it to the neighboring nodes for further decisions.
The authentication schemes applied in Ad-Hoc network usually 
demonstrate knowledge of a secret in a time-variant manner 
which might nevertheless reveal some partial information about 
the secret key. Once the authentication infrastructure is in place, 
data confidentiality and integrity issues can be tackled by using 
existing and efficient symmetric algorithms since there is no need 
of developing any special integrity and encryption algorithms for 
ad hoc networks.

VIII. Future scope
The present work can be extended in the following fields:
Firstly, it can be extended in designing a cost model for ad hoc 
network reconfiguration to minimize the effect of compromised 
nodes. The model should include possible reconfiguration 
mechanisms and consider the multiple functionalities provided 
by the ad hoc network and their dependency. Secondly, it can be 
planned to investigate lightweight decentralized approaches and 
systematically analyze its benefits and weakness when compared 
with centralized approaches. Furthermore it can be enhanced 
to develop and test additional nodes that may use topology 
information from the routing protocol in order to detect selfish 
nodes or malicious nodes.
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