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Abstract
Now a days communication Networks consist of mixed networks, 
therefore controlling and managing the traffic in networks will be 
difficult task. Managing Network activities for distinct networks 
need collecting and  investigating huge amount of data. Depending 
on the activities involved in the communication system, decisions 
must be made at separate times and the instantaneous requirements 
for various types of traffic must be set immediately. Normal 
network management follows a central approach thus the process 
of data collection and the analysis is usually involves huge transfer 
of data. This normally generates overcrowding in the area around 
network stations and it result into lack of scalability, especially 
if they are connected by Wi-Fi links. Therefore, one should have 
a model of distributed and able  network with mobile agents that 
can investigate data and make decisions in order to maintain 
the consistency and eminence of the service for the end users. 
Mobile Agents can move across the networks, and by using load 
balancing method frequently , they can distribute the load over the 
network. In addition, mobile agents can make decisions in order 
to lower  the network traffic. This paper aims at encapsulating 
a few of the solutions and also provides an overview of a few 
implemented architectures for the security in systems using these 
mobile agents.
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I. Introduction
Mobile agents are programs which are responsible for performing 
tasks over network on behalf of their owners. Mobile Agents consist 
of three parts: code, data state and an execution state.  Mobile 
agent systems go against some of the elementary assumptions that 
motivate most of the exiting computer security implementations. 
The mobile agent systems have not only mixed security issues 
that have always existed in the computer systems, it also create 
some new security threats. The use of mobile agents can be 
traced back to the remote job entry systems in the 1960’s it has 
slowly but surely obtained reputation since then. Unlike many 
new technologies where security is an additional feature after all 
intended functionalities are realized, security is a part of mobile 
agents’ functionalities.  Security posses a major threat in the mobile 
agent systems. Now a days many hash algorithms like MD5 and 
SHA are used to check integrity of file over network.

II. Security Threats

A. Malware and Viruses
Malware is the most general name for any malicious software 
designed in computer system. Viruses  are programs which are 
able to replicate their structure or effect by integrating themselves 
or references to themselves, etc into existing files or structures 
on a penetrated computer. They usually also have a malicious or 
humorous payload designed to threaten or modify the actions or 
data of the host device or system without consent. 

B. Trojans
Trojan Horses are programs which may act as if to do certain thing, 
but in reality steal information, alter it or cause other problems 
These are very hard to detect in the system.

C. Spy Ware
Spywares includes programs that secretly monitor keystrokes, or 
other activity on a computer system and report that information 
to others without consent or log the information to penetrate into 
the computer system or network resource. 

D. Worms
Worms are programs which are able to replicate themselves over 
a network, and also perform malicious acts that may ultimately 
affect a whole Network or Standalone Computer System.

E. Bots
Bots are program which take over and use the resources of a 
computer system over a network without consent, and communicate 
those results to others who may control the Bots. Antivirus 
programs and Internet security programs are useful in protecting 
a computer or programmable device / system from malware. Such 
programs are used to detect and usually eliminate viruses. Anti-
virus software can be purchased or downloaded via the internet. 
Care should be taken in browsing or downloading the data from 
internet to the system. 

III. Security Measures
To maintain security measures that are to be considered based on 
the threats are authentication and authorization of the user. When 
the agents try to get into the host system they need to provide 
authentic identity of the Agent Servers owning them. Based on the 
authentication the servers will be able to provide access to different 
resources which are assigned using configuration to the agents. It 
is job of agents to authenticate the server before getting in. 
There are many public key encryption algorithms for this purpose. 
“The most common trust models that are used are PG P and 
X.509. Both are based on the certification of users with public-
key technology [2]. The PGP assumes direct trust relationship and 
is not dependent on a trusted third party whereas the X.509 model 
assumes the presence of a trusted third party. The public keys which 
are certified by the agents can be put over the network in distributed 
and replicated directories in order to increase availability. This can 
be integrated with the naming system so that a name lookup can 
return a public key. Secure communication channels have to be 
provided for transferring the agent from the server to the host or 
from host to host. The use of secure channels prevents the various 
attacks like spying. An attacker could monitor the keys during the 
login process and might replay that. Though this can be prevented 
by use of nonce, it is ideal to prevent this totally. SSLs are made 
use of for protecting the communication channels. 
The Denial of Service (DoS) is an unauthorized attempt by one or 
more users to limit the availability of service. Due to DoS there is 
millions of pounds wasted each year and these are serious threat to 
the network users for business and academics. The costs are related 
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with the shutdown time of the system , revenues and the labour / 
expert charges which are involved to get off of such attacks. The 
DoS attack can be achieved by using different ways.

Sending appropriate and enough data to consume all network 1. 
resources to down the bandwidth of the system.
Consume all resources which are required by the service .2. 
Creating the bugs to that the software which is running the 3. 
service to be failed.
Unauthorized use of DNS or web server and routing 4. 
protocols.

Now a days due to DoS attacks it is very easy to disturb the network 
instead of gaining access to the network. Normally the DoS attacks 
are used either to shut down the current network sever or if it is 
not possible to shut down then slow down the server operations 
so that the working of server / system is halted. There are many 
tools which are available in market to launch the DoS attacks. It 
is very complex job to identify the types which are commonly 
encountered in the system due to DoS attacks. 

Fig. 1: DNS Cache Poisoning

In fig. 1, the client pc requests the website address of www.xyz.com 
the browser which is present on the client machine tries to resolve 
the ip address of corresponding web site , the cache is poisoned and 
returns the ip address of hackers web site, the client is redirected 
to the hackers web site which is exact same copy of the www.
xyz.com web site. , the hacker runs some background processes / 
services to gain access to the client information. The hacker may 
check the information of clients email address , get the required 
information from the mail and after the use of it he may delete 
the clients user account. “From the security perspective there is 
nothing more dangerous than a global homogeneous general-
purpose interpreter. The fact that the interpreter also forms a part of 
the browser increases the risk” [3] . “Microsoft has implemented a 
trust based approach called Authenticode which attaches a digital 
certificate to the mobile code. Prior to installation of the applet the 
user is given an option to approve or deny the code”[4].
Another technique to prevent the system from malicious attack 
is to use the firewalls. There are two types of firewalls Hardware 
and Software firewalls. The software firewalls are normally used 
to prevent the system from unauthorized access. The applets are 
not directly loaded but they are loaded if they found that it is from 
the trusted agency. It is very difficult job because it is very difficult 
for the system to identify the trusted applets. In one approach 
developed by D. Malkhi et al [5] the java applets are divided into 
graphical and non graphical parts. The Graphical parts are loaded 
into the user’s browser  and executed on the user machine. The non 
Graphics part is executed on a other machine called playground. 
Depending upon the results verified by running the applet on the 

playground, it is decided whether the applet can be trusted or not. 
There are also some techniques where the interpreters and the 
kernels themselves run as reference monitors to restrict the applets 
from accessing the resources. One example maybe cited from a 
system Telescript which uses the TCL scripting language. Here 
the interpreter itself will act as a reference monitor. Protection of 
Mobile agent using Reference techniques: The use of reference 
technique protects the mobile agent from the malicious hosts. “A 
reference state is the combination of the variable parts of a mobile 
agent execute by a host showing reference behavior” [1].

A. Reference States

1. State appraisal
Here the present state of the mobile agent is used to check the 
strength of the state of user. Normally set of conditions are used 
which are imposed by the user to be satisfied by the agent after 
execution in a host. The main drawback of this is that lack of inputs 
to the agent’s leads to attacks that cannot be detected.

2. Server replication
Here the execution steps are processed by all the replicated servers 
in parallel. All the servers vote as to whether a step is to be executed 
or not. Depending on the number of votes, the decision is taken. 
This system can tolerate (n/2-1) malicious hosts. The drawback 
with this is that all the replicated servers should use communication 
channels to vote. This increases the communication overhead 
and also a secure communication channel is needed to prevent 
tampering of the vote.

3. Execution Traces
This method involves inspection of the execution traces when in 
doubt. An execution trace consists of a pair (n, s) where n denotes 
the identifier of the executed code statement and s denotes the set 
of value variable pairs. After the execution a hash is created for 
the (n,s), signed and is sent to the next host along with the code 
to be executed. A host verifies when in doubt. If the hash values 
are different it means that the agent has been attacked and the 
code is executed with the initial state. The main problem with this 
approach is that the size of the execution trace goes on increasing 
with the number of executions [1].

B. Prevention of Code Modifications
As java is platform independent language most of the agents 
are using this language for the coding of the agents. The java 
source code is  converted into byte code which is executable 
on any machine and because of this the reverse engineering is 
processed very easily. These agents are subject to code change 
by the malicious hosts.
Encryption is the more useful technique to prevent such attacks. 
Encryption/Decryption of code is a very costly process and it 
will be useful only if the encryption and decryption is done at 
hardware level in order to prevent the attacker from getting hold 
of the keys. This is not possible in case of Mobile agents because 
they themselves will be executing in the host machine that might 
be malicious. There are different kinds of obfuscations to protect 
the code. They might be listed as layout obfuscation - where 
the comments and variable names are changed, data obfuscation 
where data can be stored in a cryptic manner, control obfuscation 
where program statements are grouped in a cryptic order. One 
theoretical system called “black box security”[12] is proposed. 
When an encrypted mobile agent is sent by a mobile system, a 
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special execution layer is sent with it to run on each host the mobile 
agent visits and to execute the encrypted mobile agent while it is 
still encrypted. The host never gets direct access to the code or 
data of the mobile agent. This deters theft or subversion, but not 
destruction. This technique makes it impossible for the mobile 
agent systems to verify the mobile agent’s code. This is in one 
way very risky from the host perspective because the agent might 
misuse this property and launch attacks against hosts.

C. Prevention of Data Modification
The mobile agent carries a lot of sensitive information along with 
it, like the credit card numbers, state information and the itinerary. 
A non repudiation protocol [6], may be made use of to protect the 
agent’s itinerary. The agents itinerary consists of the various hosts 
that the mobile agent has to visit and what action has to performed 
at that host. The protocol makes use of the Public key infrastructure 
with a trusted authority. The trusted authority sends the mobile 
agent along with the itinerary which is encrypted. When the  host 
receives the agent it encrypts the itinerary and reads the data and 
the next host that the agent has to visit. A non repudiation protocol 
is executed when the agent transits from one host to the other. The 
host sends the agent to next host with the itinerary encrypted with 
a key. If the next host sends a receipt then the key is disclosed to 
that host. The trusted agent can recognize the attacker by noting 
when the protocol stops. If it stops after the host has sent the 
mobile agent to the next host, then the next host is the attacker. 
If the protocol stops after the next host sends the receipt to the 
previous host, then the previous host was the attacker.

IV. Security Architecture: Using Mobile Agents
There are various systems using mobile agents. 
A few of them are

Ajanta1. 
Concordia2. 

A. Ajanta
Ajanta is a java based system for mobile agent programming. 
Ajanta is a system which addresses most of the security threats 
discussed and provides solution for these threats. To provide secure 
communication between the agent server and the host.  Ajanta 
provides a challenge response mechanism for authentication with 
nonce to prevent replay attacks. Ajanta uses Uniform resource 
name which it uses to authenticate itself. ATP (Agent Transfer 
Protocol) is used by Ajanta for switching from current host to 
next host. The protocol has three steps; the current sends an ATP 
request to the destination containing the agent’s signed credentials. 
The destination verifies the signature on the credentials. If the 
agent is accepted then  entry is created in the local database. Now 
the current server sends the agent to the destination. The server 
which receives the agent verifies that it matches the previous 
credentials. The destination now sends an acknowledgement for 
the transfer. Upon receiving the acknowledgement the previous 
server updates its database entry [8]. Ajanta provides protection 
domains for the agents. This is mainly to separate the different 
agents that are running concurrently and to restrict the use of 
resources by an agent. The java class loader loads the classes 
which are required by the agent. Therefore it restricts the agent 
for unauthorized access to the resources or services. Ajanta has a 
Security manager that controls the agent’s access to the different 
resources by the use of access control list that is based on the 
URN(Uniform Resource Name). the agent Grant or Revoke the 
access controls from/to different agents. “The agent manger is also 

responsible for overseeing that the agent does not load any class 
or install a class loader.” [8]. Ajanta in addition to the resource 
access based on the ACL (Access Control List) and also provides 
proxy based access. A proxy is interposed between the agents and 
the resources [8]. A restricted proxy might be defined by allowing 
the agent to access only a set of resources. This can also specify 
the time for the agent may access the resource thus preventing 
the possible denial service. A secure transaction can be provided 
by invoking the remote method.

1. Agent Protection
Ajanta provides three kinds of procedures for protecting the agents 
from malicious servers. The sensitive data of the agent is protected 
by three procedures . They are Read-only, Append only logs, and 
write once data. The Read-only is provided for the state so that it 
is not modified. Ajanta provides a cryptographic mechanism for 
declaring the data read-only. Append-only logs are provided such 
that a malicious host is prevented from tampering with the log 
information. Checksums are also calculated over the logs to find if 
any attack has happened. The data portions into which the servers 
are to write the results are provided with a Write-once primitive 
so that they cannot manipulate with the data collected from the 
previous servers. Along with these mechanisms the audit trail of 
the agent’s path can be maintained. This audit trail is later verified 
against the itinerary to check if there was any malfunctioning.

B. Concordia
Concordia system is a java based system for mobile programming. 
Concordia system provides three kinds of security mechanisms 
[10].

Secure Network transfer of Agents1. 
Protection of a host from attack or misuse by malicious 2. 
agents
Protection of an agent from attack of another malicious 3. 
agent.

Fig. 2: Concordia Mobile Agent

In Concordia the only kind of agent protection that is given is while 
on the network. In order to backup for this Concordia also uses 
persistent stores for storing the states of the agents in the system. 
In case the network fails, Concordia reconstructs the information 
with the help of the persistent store. Since secure in-formation 
is kept in the persistent store even that has to be provided with 
adequate security. Concordia does not bother about the agent 
security when it is in the memory and leaves it to the operating 
system and the Java Virtual Machine. When the agent is not in 
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the memory it needs to be protected from attackers. Concordia 
uses encryption algorithms like DES, RC5 etc.
Concordia provides security while on transit with the help of 
Secure Socket Layers. Secure Socket Layer in this system is 
implemented over Java and thus it is very easy to blend it with other 
protocols. “The current implementation of Concordia makes use 
of the Java RMI middleware to provide network communication 
which provides Java specific distributed object layer on top of 
standard TCP/IP sockets”[10]. Resource protection in Concordia 
is entirely based on the protection mechanisms provided by the 
Java language. It makes use of the sandbox by Java soft for 
the protection mechanism. Sandbox [14], provides protection 
mechanism by using the java Class Loader as was cited earlier. 
“The protection system in Concordia is built upon the standard 
Java security classes”[10]. There will be a security manager which 
will provide call back methods for resource access mechanism 
like network access, file system access etc. As there is no direct 
connection between agents the attack of unauthorized agents 
against normal agent is minimized.They can communicate only 
through the remote method invocation. The byte codes of the local 
objects are not verified before loading. This provides a loophole 
in the security mechanism. Another main drawback of this system 
is that it does not provide security mechanism to protect the agent 
from the malicious server.

V. Conclusion
This paper consist different security mechanism for various kinds 
of threats in the network using mobile agents. The paper also gives 
an overview of how these techniques have been implemented in 
a few systems using mobile agent model. The security in mobile 
computing is still very weak in terms of agent security. Security 
of the mobile code is another weak area, though code obfuscation 
prevents the code modification by use of native code, it does not 
totally prevent it. New techniques like black box techniques may 
be implemented carefully (so that it does not take advantage and 
launch attacks against the host) for this purpose. The overall aim of 
the paper was to present as many possible techniques for different 
kinds of threats for managing the traffic in the network.
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