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Abstract
Information Security is viewed as an important field of research 
over the last few years. Individual’s confidential data or company’s 
trade secrets are very sensitive data. To date, many cryptographic 
techniques are implemented to make meaningless sense of the 
secret information. If an unauthorized person gets hold of the 
encryption key, he can easily decrypt the meaning of secret 
information. This paper discusses another method of securing the 
secret information known as steganography, where the presence 
of the information is hidden. In this paper, a video steganographic 
model is proposed which imposes the concept of secrecy over 
privacy for text messages in video. In this model, text data is 
hidden inside a video file of .avi format. The technique used to 
steganograph the text data in video is the Least Significant Bit 
(LSB) insertion method. The goal of this paper is to keep the 
presence of the message secret, or hide the fact that communication 
is taking place.  The model proposed also allows us to hide large 
amount of secret data in video.
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I. Introduction
With the introduction of computer technology and the internet 
services large amount of information is shared across the world. 
Sharing of secret information on an untrusted media is vulnerable 
to many attacks. The most secure way of sharing this type of 
information is exchanging it personally with the intended person. 
Since personally sharing the secret information around the world 
is not possible, it is hidden in some kind of cover media and is 
sent to the intended person. This hiding of information in another 
cover object is called as steganography. Steganography is the art 
and science of writing hidden messages in another object in such 
a way that only the sender and the intended recipient knows the 
presence of hidden message.
Steganography is generally confused with cryptography. 
Steganography is the poor cousin of cryptography, the use of 
codes [1]. While cryptography provides privacy, steganography is 
intended to provide secrecy. What steganography does is exploit 
human perception, human senses are not trained to look for files that 
have information hidden inside of them, although there are programs  
available that can do what is called as steganalysis (detecting use 
of steganography) [2].
Generally, in data hiding, the actual information is not maintained 
in its original format and thereby it is converted into an alternative 
equivalent multimedia file like image, video or audio which in 
turn is being hidden within another object [3]. This apparent 
message (known as cover message) is sent through the network 
to the recipient, where the actual message is separated from it [4]. 
In securing data systems the important points to consider are 
security, data hiding capacity and robustness, that is, ability to 
retain the hidden data after external operations on the cover object. 
This paper aims at maximizing the security and increasing the 
data hiding capacity of the system. In this system, the proposed 
scheme hides the text data in high resolution videos of Audio Video 

Interleave (AVI) format. The data to be hidden is equally distributed 
in the video to maximize the security from steganalysis operations. 
Some of the traits that are required in hiding data in videos are:

Imperceptibility – The video with data should be perceptually 1. 
identical to the original video.
Security – The hidden information should be secure to any 2. 
possible attack.
Capacity – The cover object should provide large payload 3. 
capacity.
Robustness – The video with data should retain the hidden 4. 
data even after undergoing various processing operations.

A. Related Work
Since videos consists of stream images called as frames, data 
securing techniques of image will also apply for hiding data in video. 
Images have a large amount of redundant bits which makes it the 
most popular cover object for hiding data. Each bit in an image 
can be encoded to hide information. Information can be hidden in 
all the pixels of an image or in the selected pixels like in ‘noisy’ 
areas or in the areas where there is a large colour variation. Various 
techniques to hide data in an image are

Substitution method – Least Significant Bit modification• 
Transformation – Discrete Cosine Transform• 
Masking and filtering• 

1. Least Significant Bit Modification
Least significant bit modification is the most common and simple 
approach for hiding information in cover image. This method is 
also known as 8th bit modification method as it uses 8th bit of 
every byte in a pixel to hide a bit of the secret message.
In a monochrome or grayscale image each pixel is of 8 bits, that 
is, there are 256 possible values of pixel. Hiding a bit of secret 
message in the LSB of the pixel will only change the pixel value 
with only one difference. This difference is unnoticeable to human 
eye to detect.
Digital colour images are typically stored in 24-bit files and use the 
RGB (red, green, blue) colour model. Each pixel is represented by 
256 different colour values of red, green and blue adding upto 16-
million combinations, resulting in more than 16-million colours 
[5]. Even after changing the pixel value by one value difference, 
the resulting image will look identical to the cover image.
For example, let us take three consecutive pixels from top-
left corner of colour image. Let the grid of these pixels be as 
follows
 
(10000100          00100100          00010100)
(01000100          10101110          11000101)
(10100000          01011100          01010100)
 
And let the data to be hidden be 130 whose binary representation 
is 10000010. After these bits are embedded in the least significant 
bit positions of this grid the result we get is
(10000101          00100100          00010100)
(01000100          10101110          11000100)
(10100000          01011101          01010100)
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As can be seen from above grid, from among the first 8 bytes 
only 3 underlined bits were changed to hide the number 130. On 
an average, we need to change only half of the bits to hide the 
information in an image.

B.  Discrete Cosite Transform (DCT)
Another popular method is encoding secret information 
in the frequency domain is modulating the relative size of 
two (or more) DCT coefficients within one image block. 
JPEG images use the discrete cosine transform to achieve 
compression [4]. In this method, during the encoding process 
the image is divided in 8x8 pixel blocks of 64 DCT coefficients 
each where each block encodes exactly one secret message bit. 
The DCT coefficients F(u,v) of an 8x8 block of image pixels 
f(x,y) are given by

 (1)
where,

Afterwards, the following operation quantizes the coefficient:

FQ(u,v) =     (2)
 
Where, Q(u,v) is a 64-element quantization table.
To embed the hidden message the least-significant bits of the 
quantized DCT coefficients as redundant bits are used.

C. Masking and Filtering
Masking and filtering techniques are mostly used on 24 bit and gray 
scale images [6]. In this technique the secret information is masked 
in the cover image by changing the luminance of particular areas, 
in a manner similar to watermarks. The smaller the luminance 
change, lesser is the probability of getting detected.

Fig. 1: Original Image

Fig. 2: Masked Image
 

In fig. 1, the luminance is increased by 15%, as shown in figure 
2, which goes undetected. If the luminance is decreased by few 
more percentage then it would be impossible to detect difference 
between the two images.
Masking is not susceptible to lossy compression techniques 
because image manipulation does not affect the secret message. 
Masking is also robust during cropping and some image processing. 
The information  is not hidden at the ”noise” level but is inside 
the visible part of the image, which makes it more suitable than 
LSB modifications in case a lossy compression algorithm like 
JPEG is being used [3]. Masking techniques embed information 
in significant areas so that the hidden message is more integral to 
the cover image than just hiding it in the noise level [6].

III. Proposed Technique
The technique that is proposed here effectively hides the secret 
data into a video using the existing Steganographic techniques. In 
this method some frames of the video are used to hide the secret 
message. Depending on the size of the secret file each frame 
contains equal number of bytes of the secret message. In this 
way, secret messages of various sizes can be hidden effectively 
in video file. The message bits are hidden in RGB colour space. 
This provides additional security to the secret data. The proposed 
system consists of four phases:

Analyzing the input text file.• 
Analyzing the input video.• 
Steganography – Embedding the secret message.• 
Steganalysis – Extracting the hidden message.• 

The technique proposed by the authors is based on LSB (Least 
Significant Bit) insertion method. Fig. 3, describes the entire flow 
of the proposed work.

 
Fig. 3: Proposed Technique for Video Steganography

A. Analyzing the Text File
Consider a text file of .txt format. This file may contain alphabets, 
numbers or any special characters. Each alphabet, number and 
special character takes one byte of storage. Text may also contain 
new line commands for formatting. Such formatting commands 
take two bytes of storage. Total of all these bytes ‘t’ is the file 
size which will be steganographed in the video so as to extract 
the exact amount of hidden data into it. 

B. Analyzing the Video
Consider a video file of .avi format which will be the input to the 
system. Let the video play ‘x’ frames per second and let ‘y’ be 
the total duration of the video. Then total number of frames in the 
video will be ‘f=x*y’. Let the resolution of the video be given by 
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‘m * n’. Colour video consists of 24 bits for each pixel (In RGB 
each colour has 8 bit value). So there are total ‘x*y*m*n*24’ bits in 
the video. Since we are going to hide data in all the LSB positions 
of red, green and blue colour palette, we have ‘g=x*y*m*n*3’ 
pixel values to hide data in the entire video. Total number of 
bytes that can be hidden in the entire video is given by ‘h=g/8’. 
First frame of video is called the index frame ‘i’. This frame 
contains total number of bytes to be extracted from the video. It 
also contains the total number of bytes to be extracted from each 
frame. Therefore, total frames that is used to hide secret message 
is ‘e=f-1’. Now depending on the size of the input text file each 
frame consists of equal number of bytes. Each of the ‘e’ frames will 
contain ‘p=ceil (t/e)’ bytes of secret message, that is, if the number 
of bytes is less than the total number of frames then each frame 
consists of one byte of secret message else all frames contains 
equal number of bytes of secret message and the remaining bytes 
‘r=mod (t/e)’ are hidden in the last sequential frame. All these 
modified frames, unmodified frames and unmodified sound signal 
are combined to form output .avi video file.

C. Steganography – Embedding the Secret Message
In each frame ‘p’ bytes are to be stored. ‘p’ bytes from the input 
text file are converted into binary form. Now the pixel value 
of decided pixel ‘d’ in the frame is read and its 24-bit value is 
extracted. Each of the 8th bit is replaced by one bit of the secret 
message. The modified 24-bit value is written in the frame. Now 
the next pixel ‘d+k, d+2k’ are read and 8 bits are extracted. This 
way 8 bits of the secret message byte is embedded in the frame. 
Similarly remaining (p-1) bytes are embedded in the frame.
When ‘p’ bytes are hidden in each frame, next frame is extracted 
from the video and the embedding process continues. Finally if 
any byte from the input file is left to be embedded then it is hidden 
in the last sequential frame. If there are unmodified frames then 
they are added in the video without any pixel modification so as 
to reform the complete video. This complete reforming of video 
will not draw suspicion of any unintended person and the secret 
message will reach its intended person safely.

D. Steganalysis – Extracting the Hidden Message
Steganalysis [2, 6] is the process of extracting the secret data 
from the steganographed video which is just the reverse process 
of hiding the secret data into a video. Here the index frame is read 
and total number of bytes to be extracted from the video is known. 
Also total number of bytes stored in each frame is extracted. From 
the next frame extraction of data is started.
From the second frame, the 24-bit value of the pixel value is 
extracted and each 8th bit is stored in a binary array of size 8. After 
extracting 8 bits from decided pixel positions the binary array is 
converted into its equivalent ascii format and written in the output 
.txt file. After all the ‘p’ bytes are extracted from each frame and 
written to the output text file, next frame is extracted and the bit 
extraction process continues till the count reaches the total number 
of bytes in the video read from the index frame ‘i’.
After extracting all the hidden bytes from the video the output text 
file is stored on the disk for later retrieval of secret message.

IV. Algorithm
Obtain the inputs – .avi video file, secret .txt file, stego-key • 
(k).
Analyze the given inputs and calculate all the required • 
parameters

Table 1: Required Parameters
Variables Description
t Total size of .txt file

x Frames per second in .avi video file

y Duration of the video
f=x*y Total frames in the video
m*n Resolution of the video
i Index frame in the video

e Total frames required to hide the 
secret message

p Bytes to be stored in each frame

r Remaining bytes to be stored in the 
last sequential frame

d Pixel location

In the index frame hide the total number of bytes to be hidden in 
the entire video and total bytes in each frame. 
From the second frame start embedding the secret message bits 
in least significant bit positions of decided pixel positions d, d+k, 
d+2k  till all the ‘p’ bytes are embedded in that frame.
Combine the entire modified, unmodified and audio signal to 
reform the video.

V. Result
Since the results of the complete video cannot be shown here, 
we are displaying the result on one of the frames. Fig. 4, shows 
the frame before applying the algorithm, while fig. 5, shows the 
same frame after applying the above algorithm.
We observe that there is no observable difference between the 
two frames. This shows that the algorithm can be successfully 
applied on other video frames as well.

Fig. 4: Original Frame of the Video
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Fig. 5: Steganographed Frame of the Video

It was also observed that it is good to replace only a few least 
significant bits of the pixel so that the quality of the video is 
maintained. Hence the value of ‘p’ should be as small as possible. 
For ‘p’ to be minimum the length of the video should increase 
relative to the size of the secret data.

VI. Conclusion
Thus, this paper provides a feasible solution for video 
steganography. It gives a detailed description of how the text file 
is hidden in the carrier .avi video. Considering video as a set of 
frames, changes in the bits in the output frames caused by hiding 
secret data is not recognizable. Using video greatly increases the 
size of the data file that can be hidden. Since we have used RGB 
colour space to hide data, it also comparatively makes it difficult 
for the unintended person to retrieve the data. The technique can 
also be extended for different video formats.
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