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Abstract
In this current world of internet communication, secure data transfer 
is limited due to various attacks made on data communication. So 
there is need of  methods which ensure secure data transfer. One 
of the solutions is using hashing algorithms. This paper makes 
the performance analysis of MD-5 and SHA-1. The main aim of 
analyzing MD-5 and SHA-1 is that we want to make a system 
which  uses the strengths of both MD-5 and SHA-1 so as to make 
data more secure as well as more collision resistant.
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I. Introduction
Cryptography is the technique of achieving security by encoding 
messages so as to make them non-readable. In cryptography  the 
message that needs to be encoded is called plaintext or clear 
text. The scrambled or encoded form of the message is called 
cipher text. The process of converting a plaintext to cipher text is 
called encryption. The process of reconverting the cipher text into 
plaintext is called decryption [1]. Cryptography algorithms are 
basically mathematical functions which are used for encryption 
and decryption. For cryptography to be used  practically algorithms 
used for encryption and decryption should be made public. This 
is possible by using a byte stream called Key. For the algorithm 
to encipher a plaintext to cipher text and to decipher it back to 
plaintext it needs Key [2].

A. Symmetric Key Encryption
Symmetric key encryption involves the  use of same key, called 
secret key, for both encryption and decryption. Users  exchange 
data keeping this key to themselves. Message encrypted with a 
secret key can be decrypted only with the same secret key. The 
algorithms used for symmetric key encryption are called secret-
key algorithm. Since the secret-key algorithms are mostly used for 
encrypting the content of the message they are also called content-
encryption algorithms. The major vulnerability or weakness of 
secret-key algorithm is the need for sharing the secret-key [3]. One 
way of solving this problem is by deriving the same secret key at 
both ends from a user supplied text string called as password and 
the algorithm used for this is called password-based encryption 
algorithm. Another solution is to securely send the secret-key 
from one end to other end. This is done using another class of 
encryption called asymmetric algorithm, which is discussed later. 
Strength of the symmetric key encryption depends on the size of 
the key used. For the same algorithm, encrypting using longer key 
is tougher to break than the one done using smaller key. 
There are two types of secret-key ciphers, stream ciphers and 
block ciphers. Stream Ciphers operate on small group of bits, 
mostly applying bitwise XOR operations to them using the key 
as a sequence of bits. Some famous stream ciphers include RC4 
and SEAL. Block Ciphers convert fixed-length block of plain text 
into cipher text of the same length. Most of the block ciphers use 
a block size of 64 bits [4]. When the message size is more than 
that of the block size, then the message is broken into multiple 

blocks and each block is encrypted separately. There are different 
modes in which a Block cipher can encrypt these blocks. These 
modes are Cipher Block Chaining (CBC), Electronic Codebook 
(ECB), Cipher Feedback (CFB). Of these CBC mode is more 
commonly used. In CBC Mode, each plain text block is XORed 
with the previous cipher text block before being encrypted. Some 
famous Block ciphers are DES, 3DES, IDEA, SAFER, Blowfish 
and Skipjack (used by US National Security Agency). 
Since Block ciphers working on CBC modes XOR each block 
with the previous encrypted block, the first block of the message 
needs a byte array, of same block size, with which it will be 
XORed .This byte array is called IV or Initialization Vector. 
Following are some block ciphers with their normal block size 
DES-64 bits, 3DES-64 bits, AES-128 bits.

B. Asymmetric Key Encryption
Asymmetric key encryption uses different keys for encryption 
and decryption.  One of these two keys should be kept private, 
called as private-key, and the other can be made public called as 
public-key. Hence this is also called Public Key Encryption. A 
private key is typically used for encrypting the message-digest; 
in such an application private-key algorithm is called message-
digest encryption algorithm [5]. A public key is typically used 
for encrypting the secret-key; in such a application private-key 
algorithm is called key encryption algorithm. Popular private-key 
algorithms are RSA (invented by Rivest, Shamir and Adlemen) 
and DSA (Digital Signature Algorithm). While for an normal use 
of RSA, a key size of 768 can be used, but for corporate use a key 
size of 1024 and for extremely valuable information a key size of 
2048 should be used. Asymmetric key encryption is much slower 
than symmetric key encryption and hence they are only used for 
key exchanges and digital signatures. 

C. Hashing
It produces a unique message digest(also called as hash) of known 
fixed size and it is computationally infeasible to get the original 
data from Message Digest. Hash algorithms are characterized by 
the size of the hash value that they produce. Following are some 
of the popular hash algorithms and the size of the hash value that 
they produce.  

MD2, MD4 and MD5 128 bits 1. 
SHA and SHA-1 160 bits  2. 

MD2, MD4 and MD5 are Message Digest algorithms developed 
by Ron Rivest for use in digital signature applications. Of these 
MD2 is used in 8 bits systems. MD4 and MD5 are used in 32 
bit systems. MD5 is slower than MD4, but it is more secure. 
Secure Hash Algorithm (SHA/SHA-1) was developed by National 
Institute for Standards and Technology (NIST). SHA-1 is more 
secure than SHA

II. Existing Systems
The existing systems of cryptography mostly involve the use of a 
single hashing algorithm. The MD-5 and SHA-1 are the two mostly 
used algorithms. The MD-5 produces 128 bit message digest and 
SHA-1 produces a digest of 160 bits in length. Although both of 
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these algorithms are strong enough but recently some weakness 
has been found in both of these algorithm. For instance, MD5 
Weakness Allows Fake SSL Certificates To Be Created. New 
research demonstrates how someone could use a weakness in the 
MD5 signatures to make fake SSL certificates that look like they 
were signed by a real certificate authority [3]. And more and more 
cyrptanalysis shows various weakness in them.

Table 1: Comparison of MD-5 and SHA-1
Issue MD-5 SHA-1
Digest size 128 bits 160 bits
Number of 
steps

64(4 rounds 
of 16) 80(4rounds of 20)

Maximum input 
size Infinite 2^64-1 bits

Additive 
constants used 64 4

Speed
Faster(64 
iterations and 
128-bit buffer)

Slower(80 
iterations and 
160-bit buffer)

Security Less secure More secure
Endianness Little endian Big endian

III. Experimental Results
Experimental verification of comparison of MD-5 and SHA-1 
hashing algorithms is carried out on two types of machines in 
case of image, audio, text and video files of different sizes. The 
machine used for first four graphs is having Machine 1 : intel core2 
duo processor and 2 GB RAM and the machine used for next four 
graphs is having Machine 2 : i5 processor and 4 GB RAM.

A. Results for Machine 1
Graphical Comparison of MD- 5 and SHA – 1 in case of Image 
File’s:

 
Fig. 1:

In case of Audio File’s:

Fig. 2:

In case of Text File’s:

Fig. 3:

In case of Video File’s:

Fig. 4:

B. Results for Machine 2
Graphical Comparison of MD- 5 and SHA – 1 in case of Image 
File’s:

 
Fig. 5:
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In case of Audio File’s:

Fig. 6:

In case of Text File’s:

Fig. 7:

In case of Image File’s:

 
Fig. 8:

From the above comparisons it is clear that MD-5 is faster as 
compared to SHA-1. And moreover  the results obtained from 
different machines vary. Both MD-5 and SHA-1 give faster results 
on the machine having i5 processor having 4 GB RAM as compare 
to the machine having intel core2 duo processor and 2 GB RAM. 
The main advantage of MD-5 over SHA-1 is that it is faster and 
the input message in MD-5 is varying (infinite) while as message 
size in SHA-1 is limited (2^64 – 1 bit). The disadvantage of MD-5  
over SHA-1 is that MD-5 is less secure to SHA-1 because MD-5 

produces a digest of 128-bits while as SHA-1 produces a digest 
of 160-bits.The SHA-1 producing the digest of 160 –bits makes it 
more secure and less vulnerable to attacks as compared to MD-5 
which is the main advantage of SHA-1  over MD-5. The SHA-1 
involves 80 steps (4 rounds of 20) while as MD-5 involves 64 steps 
(4 rounds of 16), so SHA-1 is slower as compare to MD-5.

IV. Conclusion
By analyzing MD-5 and SHA-1 we come to the conclusion that 
MD-5 is faster as compared to SHA-1 ,although SHA-1 is more 
secure as compared to MD-5.Also SHA-1 has the size limitation 
whereas MD-5 has no such limitations. And by utilizing the results 
of these analysis one can  make a system that uses these hashing 
algorithms together so as to make a more secure and efficient 
system. 

V. Future Scope
In future a system can be made that will use MD-5 and SHA-1 
together. The main aim of that proposed system would be  to use  
the strengths of both MD-5 and SHA-1.That  system would first 
encrypt a particular file using MD-5 and then the output of MD-5 
would be  given as an input to the second hashing algorithm  
SHA-1. As the MD-5 would be used first so the message size 
could be varied ,and then the first stage output would be made as 
an input to SHA-1, so as to make the encryption more secure. Thus 
by first encrypting the file by MD-5 we would get the advantage 
of varying the message size which is not possible in SHA-1 and 
then by encrypting the output file of MD-5  using SHA-1 we would 
get a more secure file because SHA-1 produces digest of 160 bits 
as compare to MD-5 which produces the digest of 128-bits. The 
main aim of this proposed system would be to make a system more 
secure as it would become difficult to crack for a cyrptanalyst 
because of the use of two hash algorithms on a single file. 
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