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Abstract
Nymble is system that provides a blocking mechanism to a 
server to protect if from misbehaving users. We present several 
extensions to the Nymble framework for anonymous blacklisting 
systems. First, we show how to distribute the Verinym Issuer 
as a threshold entity. This provides liveness against a threshold 
Byzantine adversary and protects against denial-of-service attacks. 
Second, we describe how to revoke a user for a period spanning 
multiple link ability windows. This gives service providers 
more flexibility in deciding how long to block individual users. 
We also point out how our solution enables efficient blacklist 
transferability among service providers. Third, we augment the 
Verinym Acquisition Protocol for Tor-aware systems (that utilize 
IP addresses as a unique identifier) to handle two additional cases: 
(1). The operator of a Tor exit node wishes to access services 
protected by the system, and (2). A user’s access to the Verinym 
Issuer (and the Tor network) is blocked by a firewall. Finally, 
we revisit the objective blacklisting mechanism used in Jack, 
and generalize this idea to enable objective blacklisting in other 
Nymble-like systems. We illustrate the approach by showing how 
to implement it in Nymble and Nymbler.
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I. Introduction
Anonymity networks like Tor and JonDo allow users to access 
online services while concealing the parties to any particular 
communication, by relaying this information through several 
intermediaries. While these networks are an important tool for 
circumventing online censorship and protecting freedom of speech, 
they are also a mixed blessing” for the providers of online services. 
In particular, while anonymous access can expand the range of 
users that are able or willing to contribute to an online service, 
it can also allow misbehaving users to abuse the online service 
in a way that makes it difficult to hold them accountable. As a 
result, several service providers have chosen to block contributions 
from known anonymity providers, despite the potential loss of 
interesting contributions.

A. Overview
We first review how the Nymble framework works.Nymble makes 
use of two trusted third parties (TTPs) called the Pseudonym 
Manager (PM) and the Nymble Manager (NM). Together, the PM 
and the NM issue a user (U) with a set of mutually unlinkable, 
use-once authentication tokens (called nymbles). This enables U 
to access the services offered by a Service Provider (SP), while 
preserving the ability of the SP to block U in the event that U 
misbehaves. Nymble divides time into fixed intervals called 
linkability windows, which it further subdivides into smaller 
intervals called time periods.
To this end, we present a secure system in  which users acquire 
an ordered collection of nymbles, a special type of pseudonym, 
to connect to websites. Without additional data, these nymbles 
are computationally hard to link, and hence using the stream 

of nymbles simulates anonymous access to services.Websites, 
however, can blacklist users by obtaining a trapdoor for a particular 
nymble, allowing them to link future nymbles from the same 
user—those used before the complaint remain unlinkable. Servers 
can therefore blacklist anonymous users without knowledge of their 
IP addresses while allowing honest users to connect anonymously. 
Our system ensures that users are aware of their blacklist status 
before they present a nymble, and disconnect immediately if 
they are blacklisted. Furthermore, websites avoid the problem of 
having to prove misbehavior: they are free to establish their own 
independent blacklisting policies. Although our work applies to 
anonymizing networks in general, we consider Tor for purposes 
of exposition. In fact, any number of anonymizing networks can 
rely on the same nymble system, blacklisting anonymous users
regardless of their anonymizing network(s) of choice. 
Our research makes the following contributions:
• Blacklisting anonymous users. We provide a means by which 
servers can blacklist users of an anonymizing network without 
deanonymizing them. Honest users enjoy anonymous access and 
are unaffected by the misbehavior of other users.
• Practical performance. A system such as ours, relying on a 
server to issue nymbles, will be adopted only if performance is 
acceptable. Our protocol minimizes storage requirements and the 
use of expensive asymmetric cryptographic operations.
• Prototype implementation. With the goal of contributing a 
workable system, we have built a prototype implementation.We 
provide  performance statistics to show that our system is indeed 
a viable approach for selectively blocking users of large-scale 
anonymizing networks such as Tor.

B. Problems 
The atomic elements of information extraction indeed, of language 
as a whole---could be considered the who, where, when and how 
much in a sentence. A name-finder performs what is known as 
surface- or lightweight-parsing, delimiting sequences of tokens 
that answer these important questions. It can be used as the first 
step in a chain of processors: a next level of processing could 
relate two or more named entities, or perhaps even give semantics 
to that relationship using a verb. In this way, further processing 
could discover the “what” and “how” of a sentence or body of 
text. Furthermore, name-finding can be useful in its own right: 
an Internet query system might use name finding to construct 
more appropriately-formed queries: “When was Bill Gates born?” 
could yield the query “BS.1]_ Gat:es”+born. Also, name-finding 
can be directly employed for link analysis and other information 
retrieval problems.

C. Our Contribution
Anonymous credential systems such as Camenisch and 
Lysyanskaya’s [7-8], use group signatures for anonymous 
authentication, wherein individual users are anonymous among 
a group of registered users. Non-revocable group signatures such 
as Ring signatures [26], provide no accountability and thus do not 
satisfy our needs to protect servers from misbehaving users. Basic 
group signatures allow revocation of anonymity by no one except 
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the group manager. As only the group manager can revoke a user’s 
anonymity, servers have no way of linking signatures to previous 
ones and must query the group manager for every signature; this 
lack of scalability makes it unsuitable for our goals. Traceable 
signatures allow the group manager to release a trapdoor that 
allows all signatures generated by a particular user to be traced; 
such an approach does not provide the backward anonymity that 
we desire, where a user’s accesses before the complaint remain
anonymous. Specifically, if the server is interested in blocking 
only future accesses of bad users, then such reduction of user 
anonymity is unnecessarily drastic. When a user makes an 
anonymous connection the connection should remain anonymous. 
And misbehaving users should be blocked from making further 
connections after a complaint. In some systems, misbehavior can 
be defined precisely. For instance, double-spending of an “e-coin” 
is considered misbehavior in anonymous electronic cash systems 
Likewise, compact e-cash k-times anonymous authentication [ 
and periodic ntimes anonymous authentication  deem a user to 
be misbehaving if she authenticates “too many” times. In these 
cases, convincing evidence of misbehavior is easily collected 
and fair judgment of misbehavior can be ensured. While such 
approaches can encourage certain kinds of fair behavior in anonym 
zing networks (e.g., e-coins can be used to control bandwidth 
consumption of anonymous users), it is difficult to map more 
complex notions of misbehavior onto “double spending” or related 
approaches. It may be difficult to precisely define what it means to 
“deface a webpage” and for Wikipedia to prove to a trusted party 
that a particular webpage was defaced. How can the user be sure 
these “proofs” are accurate and fairly judged? Can we avoid the 
problem of judging misbehavior entirely?
In this paper, we answer affirmatively by proposing a system that 
does not require proof of misbehavior. Websites may complain 
about users for any reason; our system ensures users are informed 
of complaints against them, thus “making everybody happy”—
except, of course, the misbehaving users, who remain anonymous 
but are denied access. 

II. ENymble- Extension of Nymvble
In ENymble, we modify the User Registration protocol and the 
Nymble Acquisition protocol. In each linkability window, a user 
Alice first connects directly to the PM and demonstrates control 
over her IP address or other limited resource. She also chooses 
a random “blind nym” (bnym) and blinds it for signing. The PM 
records her uid (IP address) and if a signature has not already been 
issued for that uid in that linkability window, the PM signs and 
returns her bnym. Alice then unblinds her bnym. In the nymble 
acquisition phase, she opens an anonymous connection to the 
NM and presents her signed bnym. If the signature is valid, the 
NM computes seed s0 =
FKN(bnym) and proceeds as before. We now describe this 
procedure in more detail.

A. System Setup
In addition to the setup in Nymble, at the beginning of each 
linkability window i the PM chooses an RSA
modulus N for signing bnyms and transmits (i,N) to the NM via an 
authenticated channel. For each linkability window, the PM clears 
the set of used IP addresses. The system includes a cryptographic 
hash function H: M->*N
Z , modeled as a random oracle.

B. User Registration
Alice obtains a blind nym as follows:
1. Alice downloads the PM’s public key for the current linkability 
window, N, and prepares a bnym for signing by choosing a random 
message x R  Mand a blinding factor r R  *
N Z and then computing β = H(x)r3 mod N.
2. Alice connects directly to the PM and transmits β for signing. 
The PM verifies that her IP address has not previously been used 
this window, and then responds with ξ= 1/ 3 mod N= H(x)1/ 
3 mod N.
3. Alice unblinds the signature by computing ρ= ξ/r = H(x)1/ 3 
mod N.

C. Credential Acquisition
Alice obtains nymbles for window d as follows:
1. Alice connects anonymously to the NM and presents her bnym 
(x, σ = H(x)1/ 3 mod N).
2. The NM verifies that σ= H (x)1/ 3 mod N. The NM
computes the sequence of w + 1 seeds s0 = FKN(x, σ , d), si = 
f(si-1); tokens ti = g(si); and ciphertexts ci = EKN(t0; si).
3. The NM gives the user nymbles Vi = (I, ti,
ci,MACkns(I, ti, ci)). 

III. Valuation of ENymble

A. Security Analysis
ENymble preserves Nymble’s security properties: Blacklistability, 
Rate-limiting, Non-frameability and
Anonymity, assuming the one-more RSA inversion problem is 
computationally intractable.
Blacklistability. An honest Pseudonym Manager will only issue one 
bnym per user. Thus for a coalition of c users to authenticate after 
all have been blacklisted, they would either have to forge a bnym, 
violating the assumed intractability of the one-more RSA inversion 
problem, or they would have to break blacklistability using only 
c pseudonyms, violating the blacklistability of Nymble. 
Non-Frameability. Since distinct users have distinct uids, an honest 
PM will only refuse to grant a bnym to a user if that user has already 
received a bnym in that linkability window. Also, an honest NM 
will grant a different set of nymbles to each bnym. Thus there is 
no way for one user to frame another without violating the non-
frameability of Nymble.
Anonymity. Anonymity in is defined with respect to SPs only (that 
is, assuming non-colluding PM and NM). It iseasy to see that since 
the nymbles in ENymble are generated according to the same 
process, the same property holds. We also can de_ne anonymity 
in a much stronger sense: let the adversary control the PM, NM, 
and SP, and choose two users U and V . We allow the adversary to 
ask each user to register and acquire nymbles for any linkability 
window and any SP of the adversary’s choosing, for any number 
k of window/SP pairs. The adversary then specifies a single, new 
linkability window; U and V execute the user registration protocol 
(with the adversary), and then execute the credential acquisition 
protocol in a random ordering. The adversary wins if he can guess 
whether U or V acquired nymbles first. The protocol is anonymous 
if no adversary can win with probability non-negligibly greater than 
1=2. (Notice that since the adversary sees the nymbles issued, this 
implies that for any time period, the nymbles themselves are also 
indistinguishable.) Because bnyms are information theoretically 
independent of both uids and bnyms from other windows, every 
adversary wins this game with probability exactly 1/2.
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B. Efficiency
In order to compare the cost of the various TTP-based anonymous 
blacklisting systems, we measured the costs of the basic 
cryptographic operations required of the users, NM, PM, and SP 
in each of the systems. Table 1 shows these costs. User registration 
in ENymble is obviously the most expensive phase, but it is also the 
least executed protocol - occurring once per linkability window. 
Figure 1 shows how this one-time cost compares to the total cost 
of authentication for various linkability window sizes. At w = 288, 
as suggested by the total cost of authentication in ENymble is less 
than a factor of 2 greater than Nymble, compared to 5 orders of 
magnitude from Nymbler and Jack. Longer linkability windows 
decrease this difference further - with 5-minute time periods and 
a one-week linkability window (w = 2016), the difference is only 
11%.

V. Conclusion
We have proposed new enhancement for the original design of 
Nymble System. We present ENymble, a scheme which matches 
the anonymity guarantees of Nymbler and Jack while (nearly) 
maintaining the efficiency of the original Nymble. The key 
insight of ENymble is that we can achieve the anonymity goals   
f these more recent schemes by replacing only the infrequent 
“User Registration” protocol from Nymble with asymmetric 
primitives.
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