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Abstract
Electronic voting commonly known as e-voting is a term 
encompassing several different types of voting, embracing 
both electronic means of casting a vote and electronic means 
of counting votes. Many electronic voting protocols have been 
proposed, and both the security as well as the effectiveness has 
been improved. However, no complete solution has been found 
in neither theoretical nor practical domains. The existing system 
uses biometric with smart token and also uses iris pattern as a 
template, to verify the voter in the election. The main disadvantage 
of using smart card is with security. Security of the smart card 
will not be through out the internet and People must believe that 
the cards are secure. We propose a secure transaction that uses 
steganography with biometrics systems to increase the voter 
identification accuracy of voters that make a remote registration. 
The proposed technique increases the security level. We also use 
web services that helps multiple users to access the system at the 
same time without any time delay.
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I. Introduction
Electronic voting is regularly seen as a tool in favour of making 
the electoral process more resourceful and for escalating trust 
in its executive. Accurately implemented, e-voting solutions 
be able to enhance the security of the ballot, speediness awake 
the processing of grades and build voting easier. However, the 
challenges are substantial. If not suspiciously deliberate and 
designed, e-voting can undermine the poise in the entire electoral 
process. Currently Goverments looking interested in recuperating 
the security and accurateness of Electronic Voting (E-Voting) in 
order to avoid disputes before/during/after an election. During 
the US presidential election held in November 2008, most states 
were still employing the traditional voting machines or ballot 
scanners with a few exceptions which adopt touch screen voting 
machines to let the voters cast their ballots electronically. As we 
know, traditional voting machines with paper ballots inevitably 
yield a convinced rate of error. Using paper ballots or machine 
readable paper ballots inevitably incurs huge delay and human 
errors of tallying results. There have been quite a lot of research 
studies on E-Voting systems. Some of them, such as the widely 
u send “Direct Recording Electronic” (DRE) focus on designing 
a new voting system to secure ballots.

Fig. 1: Electronic Voting Machine

In general, this type of new machines essentially replaces paper 
ballots with electronic ones. Other research focus on using the 
Internet for voting and several research works have focused on the 
security issues of the encryption process.   The E-voting procedure 
raise justifiable concerns on its reliability and responsibility when 
millions of voters cast their ballots over the Internet concurrently. 
Meanwhile, there are still many open issues about E-Voting through 
the Internet., Typical electronic voting events include setting up 
electronic voting machines, and casting electronic ballots by touch 
screen devices. More importantly, the elections should be conduct 
moderately, visibly and truthfully under the supervision of the 
Election Commission (EC). From past information, voters have 
concern about whether their votes were accurately counted or 
have been manipulated. Election machine source codes are usually 
proprietary, the programming codes and processes are always 
under a veil of secrecy.We want to setup a secure and accurate 
E-Voting system to avoid the manipulation of data, also known 
as the “black box” operation. This paper we have proposed a 
system for voting can be done through internet with the concept 
of Steganography and biometrics and also using webservices.

II. Related Work
Blind signature-based remote voting schemes [4], provide a 
very simple way of carrying out an election. Such systems do 
not require the use of complicated zero-knowledge proofs so 
that its conceptual complexity is very low. Instead, they can be 
implemented using very simple cryptographic primitives such as 
symmetric/ publickey encryption and digital (blind) signatures. 
Voter privacy is provided as long as blindly signed votes are 
transmitted to the Polling Station through an anonymous channel 
like [15]. Several platforms built on this paradigm, such as [2], 
exist. Unfortunately, its theoretical impossibility of tracing illegal 
votes cast by a dishonest party storing the secret key used for 
blind signature computation has made the scientific community 
advise against it and recommend other paradigms offering tracing 
capabilities.
Homomorphic tallying remote voting schemes [12], permit to 
obtain the vote count very efficiently after the decryption of 
a cryptogram that contains the homomorphic addition of all 
single votes. Since no single votes are decrypted, vote privacy is 
provided. However, vote correctness has to be guaranteed using 
zero-knowledge proofs that become very expensive in complex 
elections with multiple choice or preferential voting [9]. In 
this sense, this paradigm is only recommended for very simple 
elections (for instance,’ yes/no” voting). In [1], a platform using 
this paradigm is described.
Mix-type remote voting is the most versatile and secure paradigm. 
It permits to carry out complex elections with good security, 
privacy and tracing properties. Its main drawback is the need 
for a mechanism to guarantee that the result of the election has 
not been altered during the vote shuffling process. Proposals in 
the literature prove shuffling correctness by using very complex 
zero-knowledge proofs that introduce a very high computational 
cost. This cost is usually measured as the number of modular 
exponentiations to be performed as a function of the number of 
cast ballots, n. For instance, according to [3], 12n exponentiations 
are required in [14], 10n in [5, 8], 8n in [7], and about 6n in 
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[10]. Communication cost of such schemes is linear in n. For 
instance, 6388n bits for [5] and 2528n for [6]. In[8], the system 
[14] was implemented and shown to require more than an hour to 
prove the correct mixing of 4000 votes encrypted using ElGamal 
cryptosystem. This high and unaffordable delay prevents these 
systems from being used in large scale elections.
Different techniques have been proposed in order to reduce this 
delay. The proposal in [11] divides the ciphertexts in groups before 
mixing. This reduces the cost of proving shuffling correctness, 
but only a small fraction of permutations can be reached in this 
way, so that privacy is reduced. Another proposal detailed in 
[13] asks Mixing Elements to reveal part of the permutation they 
applied. This technique keeps a non-negligible probability of small 
alterations not being detected and requires most Mixing Elements 
to keep honest, otherwise, privacy may be compromised (other 
systems, like the one presented in this paper, maintain privacy as 
long as at least one is not corrupted). The authors in [3] propose 
local forking as a technique in which each verifier only checks the 
correctness of a small part of the mixing. Clearly, this technique 
does fully satisfy the verifiability property.

III. Techniques used in E-voting Scheme

A. Biometrics
The voter registration systems may use biometrics system. 
Registration module verifies some physical characteristics that 
uniquely identify the voter. In our proposed system the biometric 
system is used to help registration officers to improve the accuracy 
of voter identification Biometric systems are electronic systems 
specialized on identifying a user by means of processing unique 
physiological or behavioural characteristic of the user.

1. Face Detection System
The biometric characteristics will fulfil all the biometric 
requirements. The proposed system is implemented based on the 
following steps to detect the face of the voter. 

Capture the image of the voter. • 
Load the face image of the voter in the system. • 
Read and resize the image.  • 
Obtaining RGB and height and width of the image. • 

By using the geometry approach algorithm the voter face has been 
detected based on various factors. 

Lighting Compensation and Standardization. • 
Extract Skin  • 
Setting up a threshold value skin value • 
Skin with noise removal  • 
Find skin colour blocks • 
Check face criterions & (g). Face Detected  • 

In  our  analysis,  we  considered  an  additional  requirement  for  
remote voter  registration when  the biometric system must be 
remotely available for most of the voters. This  reduces  the  number  
of  potential candidates  to  face  biometrics,  since  these  allow  
biometric  information  to  be acquired by means of capturing  
the face and combine  it with the steganography.  Face detection 
system provides non intrusive way of authentication.

Fig. 2: Biometric System Design

B. Steganography
Steganography is the art and science of writing hidden messages 
in such a way that no one, apart from the sender and intended 
recipient, suspects the existence of the message, a form of security 
through obscurity. Steganography includes the concealment of 
information within computer files. In digital steganography, 
electronic communications may include steganographic coding 
inside of a transport layer, such as a document file, image file, 
program or protocol.
The proposed steganography technique explains information 
hiding scheme. This scheme consists of two separate procedures: 
the embedding procedure and the extraction procedure. Both 
procedures have two main steps: spatial analysis and multilayered 
embedding/extraction.In the spatial analysis step, we analyze the 
cover model for obtaining a vertex embedding order and three end 
vertices for the payload embedding. The vertex traverse approach 
presented in and is adopted to generate the vertex embedding order. 
The basic idea is to represent a triangle as a pivot edge and two 
possible exit edges. The traverse order starts with an initial triangle 
and the next visited triangle is determined by the bit value in a 
selected secret key to take security into account.The initial triangle 
is determined by the Principal Component Analysis (PCA) of the 
cover model. Given the first principal axis obtained from the PCA 
for the cover model, the initial triangle is the one that intersects 
this axis and its position is furthest from the cover model center 
of gravity. Once the initial triangle is determined, the next visited 
triangle is selected depending on the next bit value in the secret 
key. If the next bit value is “1,” the traversal direction is the right 
exit edge. If the next bit value is “0,” the traversal direction is the 
left exit edge. Once the vertex embedding order is determined, the 
next step is to embed the payload on the vertices in that order. In 
this paper, a novel multilayered embedding scheme is proposed 
for enlarging the hiding capacity. In the extraction procedure, the 
embedding order can also be obtained using the secret key in the 
spatial analysis step. The payload can then be correctly extracted 
in the reverse embedding order.
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Fig. 3: Information Hiding System Workflow

C. Webservices
The term webservices describes a standard way of integrating 
web based applications using the XML,SOAP,WSDL and UDDI 
open standards over an Internet protocol backbone.XML is used 
to tag the data,SOAP is used to transfer the data,WSDL is used for 
describing the services available and UDDI is used for listing what 
services are available.Used Primarily as a mean for business to 
communicate with each other and with clients,web services allow 
organization to communicate data without intimate knowledge 
of each others IT system behind the firewall.Web services allow 
different applications from different sources to communicate with 
each other without time-consuming ustom coding,and because 
all communication is in XML,web services are  not tied to any 
on operating system or programming language.Using this web 
service we can handle possible no of servers and also it cannot 
be attacked by hackers because individual session will be created 
for individual users.In our proposed web service there will be no 
Time delay, loading problem, and all users will have the same 
speed. A method known as Ontology web Language is used in 
webservices .The advantage of using this method in webservices 
is that it makes the process of searching very easy.  

IV. Proposed Work
In this paper, we propose the use of steganography with biometrics 
systems to increase the voter identification accuracy of voters that 
make a remote registration. Previous work on Steganography 
capacity was based on information and communication theoretic 
consideration, which are also very valid when considering an 
active warden to manipulate the image. This work implemented 
an embedded method of scattering the data randomly to the audio 
files, video files and text files. This embedding method can be well 
achieved by the dynamic allocation of key by using cryptographic 
algorithm. If third party tries to hack the compressed stego-packets 
they have to compute three type of tracking technology. Even 
the user cannot be determining in which cover image the data 
is hidden. Since the key is dynamically generated at the spot by 
using the time stamp the sender and receiver even cannot guess 
their key to open their package.
The biometrics systems can automate the detection of multi 
registrations made by the same person. Finally, we identify and 
proposes face biometrics method and finger print authentication 
method, which can also bind the registration information to the 

steganography algorithm. The web services concept has been 
included to reduce the load on the network and also access the 
website without delay. To provided a way to protect the integrity 
of voter registration information that can be suitable to implement 
in current environments. The online voting system is designed to 
allow the voter to give vote securely over the Internet. The Steps 
in the Remote Electronic voting system are the following:     

Go to the web address, the Voter must give their authentication 1. 
proof.
If the proof has been verified and if it is correct the server 2. 
will generate the key automatically and sends to the voter’s 
mobile.
With the automatically generated key the voter can cast their 3. 
vote.
After casting their vote, conformation message will be send 4. 
to their mobile phones.

                        

 
Fig. 4: Remote Electronic Voting System  Architecture

The various features that are incorporated in the protocol can be 
summarized into four categories namely Registration, Validation, 
Voting and Verification.

A. Registration
The process of voter registration is always done by Administrator 
before few days of the election process as follows: Registration 
phase begins by storing the Voter information such as Voter ID, 
Name, Age, Sex, Address and District in the database. Obtaining 
the face recognition and finger prints of users and storing it in 
the database. This part is a preparation step for implementing this 
proposed system So, this step has to be started and completed 
before the process of election.

B. Validation
The voter identification is the first step in the process of voting 
according to this system. The step is similar to the login part of a 
project as the following operations are to be done in identifying 
the voter: Obtaining the face and thump impression of user using 
an face recognition device and finger print device on the polling 
booths.Comparing the two patterns to know whether they match 
or not.On matching the user identification is confirmed then the 
automatic key will be generated and send it to user’s mobile. On 
mismatch the user is notified regarding the mismatch and proper 
enquiry and alternate solutions is done.

C. Voting  
Once the voter is authenticated then the following operations 
during the voting phase:
The Voter enter the unique key receive from their mobile.Before 
giving the vote by voter the administrator checks the validity 
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whether the voter can give vote or not.It checks in the database 
where the voter IDs is stored who have already given vote and 
the status of the voter whether it is 0 or 1.If it the status=1 then it 
shows the error and the voter can’t give vote.If the status=0 then 
admin provides the voting page to voter to give vote based on 
the voter ID.The voter selects the option by clicking the options.
Immediately that vote will be updated in the local databases and 
the count will be incremented and the status=1 will be updated for 
that voter.The vote will be encrypted with the Public key and the 
encrypted vote will be hide using steganogaphy algorithm through 
the network. By this time all the casted votes are stored in the local 
database of each booth and in this step the local databases are sent 
to the distributed database for further processing like counting, 
announcement of results and record maintains.

D. Verification
After cate voting the voter receives the verification message to 
their mobile.Since the data are in the form of digital nature the 
counting process becomes very   easy and the possibility of error 
in counting is negligibly small. 
The following fig. briefly describes Proposed Voting Technique

Fig. 5: Proposed Voting Model

V. Conclusion
The use of electronic voting should be friendly for users and it 
should be secure to avoid fakeness. Hence in our paper we used 
schemes called stegnography for the security and biometrics to 
prevent impersonation and detect multiple registrations from the 
same user and protect alterations in registration forms. We also 
include web services to control time delay and handle multiple 
users to perform voting at the same time. Our proposed work 

is more efficient that can be suitable to implement in current 
environment. In future we focus on implementing this concept 
in mobile phones which can be more reliable and can be used 
anywhere, anytime 
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