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Abstract
There has become a practice to permit the users to walkthrough 
the Internet services secretly by yielding the serious of routers 
to conceal the client’s IP address from the server. This kind 
anonymity had lead to cause serious damage to the comprehensive 
sites and defame their websites popularity. Even though many 
scrutiny measures have enabled and website administrators have 
been constantly picking the IP address of anonymous users but 
still it is not practical to hinder their malicious activities as they 
take through various anonymous networks. In a consequence, the 
administrator tends to block all known exit nodes of suspicious 
networks, rejecting their access and mark them anonymous. To 
overcome this issue, we propose Nymble, where it can block 
malicious users and further it not allows any such activity to 
leverage the system. As a whole, the privacy of black listed users 
is maintained and provides abundant support for further level of 
investigation.

Keywords
Anonymous User, Blacklisting, Nymble, Security Issues

I. Introduction
To conceal a client’s IP address, Anonymous networks like Tor [12] 
attempt to travel through independent nodes in separate privileged 
administrative domains. Adversely, that process may misuse such 
networks for some users under the belt of anonymity. Many users 
have trying to deface the popularity of websites like Encyclopedia. 
Besides, many website administrators find hard to blacklist the 
individual malicious user’s IP addresses and protect their whole 
anonymous networks.
Network administrators have proposed many solutions to this 
problem. But many have failed to serve it core purpose and their 
capabilities dwindle to monitor the suspicious users. Approach 
like pseudonymous credential systems [14], many users attempts 
to log into particular websites using pseudonyms which can be 
further listed in a blacklist of users who misbehaves in the website 
content. In contrast, this proposed approach ends in treat all users as 
pseudonym and lessen the confidentiality of the whole system.
The process of group signatures developed by many anonymous 
credential systems [10] can deploy the servers to revoke a 
malicious user’s anonymity and produce the charge against to a 
group manager. In turn, the server ought to take the call and gives 
the query to the group manager to release a trapdoor that allows all 
signature generated by particular user to be traced where a person’s 
accesses before complaining remain anonymous. Backward 
Unlinkability allows for what we call subjective blacklisting, 
where servers can blacklist users for whatever reason since the 
privacy of the blacklisted user is not at risk. Unfortunately, in the 
absence of backward unlinkability, it requires high attention to 
when and why a user must have all their connections linked and 
user must bother about their behavior judgment.
The constructive blacklisting is well suited and more appropriate 
for some servers such as AOL and misbehaviors like questionable 
edits to a webpage find hard to produce in mathematical terms. 

At some level, misbehavior can be dealt effectively like in the 
E-commerce online money transfer and laundering.  
In the advent of dynamic accumulators, a revocation operations 
ends in new accumulator and public parameters for the group 
and all other existing user’s authentications must be updated and 
making it impractical. To debug this inadequacy, the Verifier-
Local Revocation (VLR) asks the server to carry out only local 
updates during revocation. Adversely, due to linear size of the 
user blacklist, VLR [7], attempts to do heavy computation at the 
server. 
At the worst case, the proposed strategies undertake the server 
about one millisecond per authentication which is several times 
faster than VLR. This assures that these low overheads will 
provoke the servers to adapt to such solutions when weighed 
against the potential benefits of anonymous publishing.
 

User Registration1. 
System Setup2. 
Server Registration3. 
Blacklist Update and Complaining 4. 
Nymble Connection5. 

Fig. 1: The Nymble System Architecture 

A. The Proposed Solution
In our proposed secure system, named Nymble, supports the 
categories of operations like anonymous authentication, backward 
unlinkability, subjective blacklisting, fast authentication speeds, 
rate limited anonymous connections, revocation auditability and 
present the Sybil attack to make its deployment more practical. 
According to Nymble [2], users can get an ordered collection of 
nymbles, a generic type of pseudonym, to connect to websites. 
It finds no extra information to acquire and these nymbles are 
computationally tough to connect and therefore using the stream 
of nymbles incites anonymous access to services. Besides, the 
website can blacklist the malicious users by acquiring a seed 
for a specific nymble, provide them to link future nymbles 
from the identical user (who often used before the complaint 
remains unlinkable).  Whenever the user connects anonymously, 
the servers can take the blacklist of anonymous users without 
the consent of IP addresses. Anyhow our users are very much 
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protected and alive of their blacklisted marks in advance and 
disconnect themselves simultaneously. Although our work applies 
to anonymizing networks in general, we consider Tor for purposes 
of exposition.

II. Nymble – An Insight
In the following sections, we give an insight about Nymble system 
and its collected protocol workings and more security analysis. 

A. Strategy of Resource-Based Blocking
In order to restrict the number of credentials a user can always 
possess, usually called Sybil attack, now the Nymble system can 
link nymbles to various resources which may abundantly hard 
to get in huge ways.  For instance, the IP addresses are used as 
the resource in one aspect but rather the proposed system can 
generalize to other resources such as e-mail addresses, identity 
certificates and trusted hardware. The proposed system tackle 
all these empirical problems in connection with resource based 
blocking and give suitable alternatives for resources. It never 
claims to solve the Sybil attack [4]. Hence it requires the promising 
strategies based on resource based blocking and let to create the 
real world deployment.

B. An Overview of Pseudonym Manager
To block the IP address, the user ought to connect to the Pseudonym 
Manager directly (by not bypass to any available anonymous 
networks) and then first contact the Pseudonym Manager and give 
the control over a resource. Let’s take that the Pseudonym Manager 
has the ability to comprehend about Tor routers, and it can assure 
that all users are communicating with it directly. Pseudonyms [9] 
are deterministically chosen based on the controlled resource, 
ensuring that the same pseudonym is always issued for the same 
resource. Understand that the user will not reveal what server it 
intends to connect and sole objective of Pseudonym Manager are 
restricted to mapping IP addresses to existing pseudonyms and 
the contact only once per day as we assume.

C. Applicability of Nymble Manager
As soon as we incur a pseudonym from the Pseudonym Manager 
[6], the Nymble Managers will connects all its users through the 
anonymous networks and ask nymbles for proper utilization to a 
specified server (such as encyclopedia). A user’s requests to the 
NM are therefore pseudonymous, and nymbles are generated using 
the user’s pseudonym and the server’s identity. These nymbles 
are thus specific to a particular user-server pair. Nevertheless, as 
long as the PM and the NM do not collude [1], the Nymble system 
cannot identify which user is connecting to what server; the NM 
knows only pseudonym-server pair, and the PM knows only the 
user identity-pseudonym pair. And also, encryption process like 
cryptographic protection and security properties are very well 
associated with Nymble Manager and entangle nymbles within 
nymbles. Servers wrap seeds into linking tokens and therefore 
we will speak of linking tokens being used to link future nymble 
tickets.

Fig. 2: Evolution of Seeds and Nymbles

D. Time Constraints
The fig. 3, gives the clear implication of nimble time construct and 
each nimble ticket are always manipulated to specific time periods 
and time is divided into linkability window of duration W, again 
each of them is split into L time period of duration T [8]. While a 
user’s access within a time period is tied to a single nimble ticket, 
the use of different nymble tickets across time periods grants 
the user anonymity between time periods. Smaller time periods 
provide users with higher rates of anonymous authentication, 
while longer time periods allow servers to rate-limit the number 
of misbehaviors from a particular user before he or she is blocked. 
Let’s presume that all entities are timely synchronized and can 
hence calculate the current linkability window and time period. 
Whenever the user connects through any one of the unknown 
anonymous networks, the proposed system is not wary than what 
it has own the IP address blocking.

Fig. 3: The Life Cycle of a Misbehaving User

E. Problems Related To Blacklisting a User
Consider, a particular user misbehave at any stance, the server may 
connect this user in any of it future server setup within its current 
link window. A user may connect and misbehave at a server during 
time period t within linkability window w. If so, then the server 
finds this maliciousness conduct and report to Nymble Manager 
in time period tc of the same linkablity window w. Hence forth, 
the server address the nimble ticket of these bad users and produce 
the respective seed from Nymble Manager as and then. Once the 
server has complained about a user, that user is blacklisted for 
the rest of the day. Although these misdemeanor, the users can 
be prevented from establishing the connection in future and the 
user’s past connection remain undeletable. This sort of evidence 
will enhance the capability of security properties and curtain down 
any such security breach in advance. 

F. Notifying the User of Blacklist Status
An act on request, intended users can avail the anonymous 
networks to establish the connection and set as anonymous. 
Whenever the server updates a seed for that user, it can link that 
user’s consequent connections. Hence, there is a high potential 
deployed to the users to be well informed of their blacklist status 
in advance when they address a nimble ticket to a server. As 
our proposed system states, any user can download the server’s 
blacklist and verify their status and guarantees the blacklist, then 
the user disconnects suddenly. The authenticity of the blacklist 
[3], is easily verified if the blacklist was updated in the current 
time period (only one update to the blacklist per time period is 
allowed). If the blacklist has not been updated in the current time 
period, the NM provides servers with “daisies” every time period 
so that users can verify the freshness of the blacklist (“blacklist 
from time period told is fresh as of time period tnow”). . Using 
digital signatures and daisies, we thus ensure that race conditions 
are not possible in verifying the freshness of a blacklist. A user 
is guaranteed that he or she will not be linked if the user verifies 
the integrity and freshness of the blacklist before sending his or 
her nymble ticket.



IJCST Vol. 3, ISSue 2, AprIl - June 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m80    InternatIonal Journal of Computer SCIenCe and teChnology 

III. Security Model Revisted
The security properties are the high potential of any network 
system and design them according to the proposed system is the 
challenging task as ever. The Nymble also focused on four security 
goals which we brief some of it and delineates those goals can 
too restrain from any coalition attacks

A. The Overall Goal and Vibrant Threats
The integrity of an entity is purely relying on the operation of 
system’s specification. We can always extract valuable patterns 
from its own information like protocol communication [4] and 
state of the networks and it has always been very curious to 
note such progress. An honest entity becomes corrupt when it is 
compromised by an attacker, and hence reveals its information 
at the time of compromise, and operates under the attacker’s full 
control, possibly deviating from the specification.

B. Blacklistablity Aspect
It always guarantees that the integral server can protect and block 
the misbehaving users whenever they attempted. Generally, if 
an honest server report [13] about a user that misbehaved in 
the current linkability window, the complaint will be successful 
and the user will not be able to “nymble-connect,” i.e., establish 
Nymble-authenticated connection, to the server successfully in 
subsequent time periods (following the time of complaint) of that 
linkability window.

C. Rate-Limiting
The honest servers confirms that no user can be successful when 
the nymble connect to it more than once within any time period 
and it disconnects as soon as it founds the mischievous activity 
pertaining to it. 

D. Non – Frameablity
This property assumes each user has a single unique identity. 
When IP addresses are used as the identity, it is possible for a user 
to “frame” an honest user who later obtains the same IP address. 
Non-frameability [6] holds true only against attackers with 
different identities (IP addresses). A user is legitimate according 
to a server if she has not been blacklisted by the server, and has 
not exceeded the rate limit of establishing Nymble-connections. 
Honest servers must be able to differentiate between legitimate 
and illegitimate users. It guarantees that any honest user who is 
legitimate according to an honest server can nymble-connect to 
that server. This prevents an attacker from framing a legitimate 
honest user, e.g., by getting the user blacklisted for someone else’s 
misbehavior.

E. Anonymity
Despite legitimacy of the server ( mostly corrupt), it safeguards the 
honest users from the anonymity and the server cannot understand 
any more patters or knowledge out of it and it try to establish the 
nymble connection whether that is legitimate or not.

V. Conclusions
In this paper, we have proposed a novel structure which suits for 
overall credential system called Nymble. Servers can blacklist 
misbehaving users while maintaining their privacy, and we show 
how these properties can be attained in a way that is practical, 
efficient, and sensitive to needs of both users and services. We 
hope that our work will increase the mainstream acceptance 
of anonymizing networks such as Tor, which has thus far been 

completely blocked by several services because of users who 
abuse their anonymity.
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