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Abstract
A Mobile Ad-Hoc Network (MANET) is a collection of mobile 
nodes that communicate without any fixed or pre-existing 
infrastructure. MANET poses a number of challenges like open 
peer-to-peer network architecture, shared wireless medium, 
stringent resource consumption etc. The provision of security 
services in MANET faces a set of these challenges. In this paper, 
we discuss security issues, vulnerabilities, attacks and solutions 
in MANETs.
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I. Introduction
MANET has become one of the most promising fields for research 
in recent years because of the challenges it pose to related protocols. 
A Mobile Ad Hoc Network is a collection of wireless mobile 
nodes forming a temporary network without any infrastructure 
or centralized administration. As the popularity of mobile devices 
and wireless networks significantly increased over the past years, 
wireless ad hoc networks has now become one of the most active 
and vibrant field of communication and network research. Security 
has become a primary concern to provide secure or protected 
communication.

II. Security Goals in MANETs
The ultimate goal of the security solutions for MANETs is to 
provide security services like availability, integrity, confidentiality, 
authenticity, authorization and anonymity to the mobile users.

A. Availability
The term availability means that a node should maintain its ability 
to provide all the designed services regardless of security state 
of it [1].

B. Integrity
Integrity ensures that message is unaltered or not corrupted i.e. 
the data sent by source node should reach the destination node 
or receiver as it was sent.

C. Confidentiality
Confidentiality means that the information sent by the sender is 
comprehensible only to the intended receiver i.e. the information 
or data is only accessible to those who have been authorized to 
access it.

D. Authenticity
Authenticity ensures that participants in the communication are 
genuine and not impersonators.

E. Authorization
Authorization is a process in which an entity is issued a credential 
which specifies privileges and permissions by the certificate 
authority.

F. Anonymity
Anonymity is closely related to privacy preserving. Anonymity 
means that all the information that can be used to identify the owner 
or the current user of the node should default be kept private and 
not be distributed by the node itself or the system software [2].

III. Vulnerabilities in MANET
Achieving security performances in wireless ad hoc environment 
is a very challenging task. Unlike wire line networks, the unique 
characteristics of the mobile ad hoc networks pose a number of 
non-trivial challenges to the security design such as open peer-
to-peer network architecture, shared wireless medium, stringent 
resource constraints and highly dynamic topology [2].

A. Dynamic Topology
Nodes are free to move and can be connected dynamically in 
arbitrary manner. The links of network may vary time to time and 
are based on the proximity of one node to another node.

B. Lack of Centralized Management Facility
There is no centralized administration entity which should be 
available to manage the operation of different nodes. Due to the 
absence of management, it is difficult to detect attacks because it 
is not easy to monitor the traffic in a highly dynamic large scale 
ad hoc network.

C. Restricted Power Supply
Some or all of the nodes in a MANET rely on battery power 
which is a scarce resource. The problem caused by the restricted 
power supply is denial-of-service attacks. Since the adversary 
knows that the target node is battery restricted so either it can   
continuously send additional packets to the target and asking it 
for routing those additional packets or it can induce the target to 
be trapped in some kind of time consuming consumptions. In this 
way, the battery power of target node will be exhausted by those 
meaningless tasks and it will be out of service to all the benign 
service requests.

D. Scalability
Scalability is a major issue concerning security in MANET. 
Scalability can be defined as whether the network is able to provide 
an acceptable level of services even when large numbers of nodes 
are present. In MANET due to mobility of nodes, the scale of ad 
hoc network keeps changing all the time.

E. Lack of Secure Boundaries
There is no secure boundary in MANET. This is due to the nature 
of MANET where mobile nodes can freely join, leave or move 
inside the network. Due to the lack of secure boundaries, MANET 
is susceptible to attacks. As soon as an adversary comes in the radio 
range of a node, it can communicate with that node. The attacks 
include data tampering, message replay, message contamination, 
eavesdropping, denial of service etc.

F. Bandwidth Optimization
Wireless links have significantly lower capacity as compared to 
wired links.

MANET: Vulnerabilities, Attacks, Solutions
1Simmy Dhiman, 2Dr. Sona Malhotra

1,2Dept. of CSE, UIET, KUK, Kurukshetra, Haryana, India



IJCST Vol. 3, ISSue 2, AprIl - June 2012ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m InternatIonal Journal of Computer SCIenCe and teChnology 203

IV. Security Attacks in MANETs 
Securing wireless ad hoc networks is a very challenging issue. 
Due to the absence of any central co-ordination mechanism and 
shared wireless medium, MANET is more vulnerable to digital/
cyber attacks as compared to wired network.

Table 1. Attacks on Each Layer in MANET

Layers Attacks

Multilayer Attack DOS, Impersonation, Man in the 
middle

Application Layer Repudiation, Data corruption

Transport Layer Session hijacking, SYN flooding

Network Layer Wormhole, Blackhole,  Resource 
consumption, Location disclosure

Data link Layer Traffic analysis, Disruption MAC

Physical Layer Jamming,Eavesdropping

A. Physical Layer Attacks

1. Jamming
In jamming, an attacker initially keep monitoring the wireless 
medium to determine the frequency at which the destination node 
is receiving signal from the sender node and then it transmit the 
signal on that frequency so that error free reception is hindered.

2. Eavesdropping
The node simply observes confidential information which can 
be later used by some malicious node. The secret information 
like private key, public key, password etc. can be fetched by 
eavesdropper.

B. Data Link Layer Attacks
Disruption on MAC: In this attack, a selfish or malicious node 
could interrupt either the contention based or reservation based 
MAC protocols.

C. Network Layer Attacks

1. Wormhole Attack
Here, an attacker receives packets at one location in the network, 
tunnels them to another location in the network and then replays 
them into the network from that location.

2. Black Hole Attack
A malicious node falsely advertises valid routes to the destination 
node during path-finding process or in the route update 
messages.

3. Resource Consumption Attack
A malicious node tries to consume/waste away resources like 
battery power of other nodes in the network by requesting 
excessive route discovery or by forwarding unnecessary packets 
to the victim node.

4. Location Disclosure Attack
In this attack, a compromised node may leak confidential 
information like network topology, geographic location of nodes 
etc. to the unauthorized nodes in the network.

D. Transport Layer Attacks

1. Session Hijacking
The attacker spoofs the victim’s IP address, determines the correct 
sequence that is expected by the target and then performs a DOS 
attack on the victim [2].

2. SYN Flooding Attack
A SYN flood is a form of denial-of-service attack in which an 
attacker sends a succession of SYN requests to a target’s system 
in an attempt to consume enough server resources to make the 
system unresponsive to legitimate traffic [7].

E. Application Layer Attacks
Repudiation Attack: It refers to denial or attempted denial by a 
node involved in the communication of having participated in all 
or part of the communications. 

F. Multi Layer Attacks

1. Denial of Service (DOS)
In this, an attacker injects a large amount of junk packets into 
the network which wastes a significant portion of the network 
resources and introduces wireless channel contention and network 
congestion in MANET.

2. Impersonation Attack
A malicious node attacks by altering its MAC or IP address.

3. Man-in-the-Middle Attack
In this attack, an attacker sits between the sender (source node) 
and the receiver (destination node) and sniffs any information 
being sent between two nodes.

V. Security Schemes

A. Solution for Physical Layer Attacks
At this layer, we can use spread spectrum technology such as 
Frequency Hopping Spread Spectrum (FHSS) and Direct Sequence 
Spread Spectrum (DSSS) to prevent the attacks. It makes signal 
capturing difficult by changing the frequency in random fashion 
and it also minimizes the potential for interference from other 
electromagnetic and radio devices.

B. Solution for Data Link Layer Attacks
Attacks on data link layer can be prevented by a dynamic 
mix method which is used to hide the source and destination 
information during message delivery via. cryptography method 
and “mix” nodes in the network. The Traffic analysis is prevented 
by encryption method.

C. Solution for Network Layer Attacks
At network layer, Security Aware Ad-Hoc Routing protocol (SAR) 
can be used to defend against black hole attacks. The security 
protocol SEAD can be used against modification attacks and to 
defend against impersonation and repudiation attacks, ARAN 
can be used.
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D. Solution for Transport Layer Attacks
One way to provide message confidentiality at or above the 
transport layer in two end system is point-to-point or end-to-end 
encryption.

E. Solution for Application Layer Attacks
Viruses, worms, trozan horses etc. are common and challenging 
attacks at application layer. However firewalls can effectively 
provide protection against some of these attacks. For example, it 
can provide network filtering, user authentication, access control, 
accounting services etc. But still using firewall is not enough as 
in certain situations; the attacker even can penetrate firewall and 
make an attack [4]. So, an Intrusion Detection System (IDS) can 
be used as second line of defense against attacks at application 
layer.

F. Solution for Multi-Layer Attacks
End to end authentication can be used to prevent DOS attacks.

VI. Conclusion
Mobile ad hoc networks have the ability to set up the networks 
on the fly in a harsh environment where it may not possible to 
deploy a traditional network infrastructure. In this paper, we 
discussed vulnerabilities and a variety of attacks related to different 
layers. Here, we also present some solutions of security threats 
in MANET. Many researchers are trying to identify new threats 
in ad hoc networks and securing them.
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