
IJCST Vol. 3, ISSue 2, AprIl - June 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m128    InternatIonal Journal of Computer SCIenCe and teChnology 

Abstract
From the past few years, cloud computing is one of the fastest 
growing segment in I.T industry. Cloud computing is sharing 
of resources on large scale which is cost effective and location 
independent. Resources in cloud computing can be installed by 
seller and used by client. In this paper, I will study the security 
concerns in cloud computing, which needs to be resolve. These 
security issues have greater impact on the cloud computing. I 
would also discuss services provided by cloud computing, cloud 
computing deployment and delivery model etc.
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I. Introduction
Cloud Computing has been defined in many ways by analyst 
firms, academics, industry practitioners, and IT companies [1]. 
Cloud computing is an emerging IT development, deployment and 
delivery model, enabling real time delivery of products, services 
and solutions over the Internet (i.e., enabling cloud services) [3]. 
It can also be viewed as a style of computing in which massively 
scalable IT-related capabilities are provided “as a service” using 
Internet technologies to multiple external customers [2]. Cloud 
computing is based on four pillars such as applications, platforms, 
infrastructure, and enabling services [8]. The services provided 
by cloud computing are used either via web browser or via a 
defined API [1]. 

II. Cloud Computing Deployment and Delivery Model
Fig. 1, shows cloud computing deployment and delivery model 
[12].  It consists of five cloud delivery models such as hybrid 
cloud, private cloud, agency cloud, community cloud and external 
cloud. The model also contains three service methods namely SaaS 
(cloud software compuing), PaaS(cloud plateform computing) 
and IaaS(cloud infrastructure computing). 

Fig. 1:

The hybrid cloud consists of two or more clouds such as a private 
cloud joining another vendor’s provisioned public cloud. Private 
cloud is an enterprise-owned cloud exclusively accessed for its 
operation or activity. It is not shared or co-owned with another 
enterprise, such as the Microsoft Azure on-premise platform cloud 
[16].  Fig. 2, shows cloud security relationship framework [12]:

Fig. 2:

Agency cloud is a kind of community cloud exclusively for the 
military, agency or defense institutions, such as the Defense 
Information Systems Agency (DISA) cloud [15] and the NBC 
Federal Computing Cloud [16]. The community cloud is a cloud 
specifically consumed by a particular set of community, such as 
financial institutions cloud, health services cloud, etc.
A public or external cloud is a general-purpose cloud computing 
environment managed by a cloud provider. The cloud provider 
could be external provider, such as Amazon EC2, Google Apps, 
Salesforce, Rackspace, etc. that leases third-party cloud resource 
to the consumer [12].
However the security requirement of different cloud model varies 
for example security requirement for private clouds are different 
than public clouds. However private clouds are more secure 
than public clouds [12]. A cloud security relationship model is a 
theoretical framework to evaluate cloud deployment and delivery 
models based on security, cost and capability requirements 
[12].

III. Security Concerns in Cloud Computing
There are many security issues in cloud computing as it 
encompasses many technologies including networks, databases, 
operating systems, virtualization, resource scheduling, transaction 
management, load balancing, concurrency control and memory 
management. The major security issue with cloud computing is 
that the owner of the data may not have control over the location 
of the data. The reason behind this is, to take the benefits of using 
cloud computing, one must also utilize the resource allocation and 
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scheduling provided by clouds. Therefore, we need to safeguard 
the data in the midst of untrusted processes [14].
Currently, it would be difficult to provide a complete solution to 
securing the cloud due to complexity of clouds. Therefore, the 
best approach to provide security in cloud computing is to make 
increment enhancements to securing the cloud which finally results 
in secure clouds.

A. Data Confidentiality
The seller must make sure that customer private information 
should not be shared with any other operator i.e. it should be 
secured. As most of the servers are external, the vendor should 
make sure who is accessing the data and who is maintaining the 
server thus enabling the seller to protect the customer’s personal 
information [12]. 

B. Data Location
Currently, clouds are hugely uncontrolled, especially the public 
ones. ‘‘When you use the cloud, you probably won’t know exactly 
where your data is hosted. In fact, you might not even know what 
country it will be stored in. Ask providers if they will commit to 
storing and processing data in specific jurisdictions, and whether 
they will make a contractual commitment to obey local privacy 
requirements on behalf of their customers,’’[17]. When it comes 
to location of the data nothing is transparent even the customer 
don’t know where his own data is located. The seller does not 
reveal where all the data is stored. The data won’t even be in the 
same country of the customer, it might be located anywhere in 
the world [18].

C. Regulatory Compliance
Customers are ultimately responsible for the security and integrity 
of their own data even when it is held by a service provider. 
Traditional service providers are subjected to external audits and 
security certifications. Cloud computing providers who refuse to 
undergo this scrutiny are ‘‘signaling that customers can only use 
them for the most trivial functions,’’ [17].

D. Data Segregation
Data in the cloud is typically in a shared environment alongside 
data from other customers. Encryption is effective but isn’t a cure-
all. ‘‘Find out what is done to segregate data at rest,’’ [17]. The 
seller must ensure that the encryption schemes were designed and 
tested by experienced specialists. “Encryption accidents can make 
data totally unusable, and even normal encryption can complicate 
availability,’’ [17].

E. Recovery
As I told earlier, the client is not aware of the location of his data but 
still cloud provider should tell him what would happen to his data 
in case of disaster. ‘‘Any offering that does not replicate the data 
and application infrastructure across multiple sites is vulnerable 
to a total failure,’’[17]. Ask your provider if it has ‘‘the ability to 
do a complete restoration, and how long it will take’’ [17].

F. Investigative Support
Investigating inappropriate or illegal activity may be impossible 
in cloud computing [17]. ‘‘Cloud services are especially difficult 
to investigate, because logging and data for multiple customers 
may be co-located and may also be spread across an ever-changing 
set of hosts and data centers. If you cannot get a contractual 
commitment to support specific forms of investigation, along 

with evidence that the vendor has already successfully supported 
such activities, then your only safe assumption is that investigation 
and discovery requests will be impossible’’[17].

G. Long-Term Viability
The seller of cloud computing would never run away or acquired 
by large company or never leaves his business. But the client must 
be ensuring that his data would remain available even after such 
an event. ‘‘Ask potential providers how you would get your data 
back and if it would be in a format that you could import into a 
replacement application,’’ [17].

H. Data Integrity
Data integrity is another security issue in cloud computing. Any 
one from any location can access the data on the cloud. Cloud 
does not differentiate between a sensitive data from a common 
data thus enabling anyone to access those sensitive data. Thus 
there is a lack of data integrity in cloud computing [18].

I. Data Theft
As the servers for cloud computing are very expensive therefore 
many cloud computing seller instead of purchasing server lease a 
service from other service provider because they are cost effective 
and flexible for operation. The client never knows about these 
things so there is a high probability that data can be stolen by 
malicious user from external server.

 J. Infected Application
The cloud provider should have the complete access to the server. It 
is required for monitoring and maintenance and also prevents any 
malicious user to upload any infected application onto the cloud. 
The infected application would surely affect the customer.

K. Data Loss
Another serious security issue in cloud computing is data loss. 
If the vendor closes due to financial or legal problems there will 
be a loss of data for the customers. The customers won’t be able 
to access those data’s because data is no more available for the 
customer as the vendor shut down [18].

L. Security on Vendor Level
Vendor should make sure that the server is well secured from all 
the external threats it may come across. A Cloud is good only when 
there is a good security provided by the vendor to the customers 
[18].

M. Security on User Level
Even though the vendor has provided a good security layer for 
the customer, the customer should make sure that because of its 
own action, there shouldn’t be any loss of data or tampering of 
data for other users who are using the same Cloud [18].

N. Data Security
This risk stems primarily from loss of physical, personnel and 
logical control of data. Issues include virtualization vulnerabilities 
[20], SaaS vulnerabilities (e.g. a case in which Google Docs 
exposed private user files) [21], phishing scams [22] and other 
potential data breaches. Other data security risks mentioned in [23] 
include data leakage and interception, economic and distributed 
denial of service and loss of encryption keys. Unique risks also 
arise due to the multi-tenancy and resource-sharing models as 
pointed out in [19, 22, 24-26].
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O. Third Party Control
This is probably the prime cause of concern in the cloud. With the 
growing value of corporate information, third party access can lead 
to a potential loss of intellectual property and trade secrets. There 
is also the issue of a malicious insider who abuses access rights 
to tenant information. The fear of corporate espionage and data 
warfare also stems from third party control. Provider compliance 
with regulations such as those on auditing also raise questions on 
how that can be effected on site in a globally distributed multi 
tenant environment [27, 19].

P. Privacy and Legal Issues
Data in the cloud is usually globally distributed which raises 
concerns about jurisdiction, data exposure and privacy. Pearson 
summarized the main privacy issues of cloud computing [28]. 
Users are made to give away their personal information without 
knowing where it is stored or what future purpose it might serve. 
Organizations stand a risk of not complying with government 
policies as would be explained further while the cloud vendors 
who expose sensitive information risk legal liability. Virtual co-
tenancy of sensitive and non-sensitive data on the same host also 
carries its own potential risks [19].

IV. Conclusion
Cloud computing is one of the emerging field in IT industry. 
There is no doubt on the services and benefits provided by cloud 
computing. But still there are many security issues associated with 
it that are still unresolved. Lot of work is required in the fields of 
securing cloud computing. Both the seller and the customer should 
make sure that the cloud is safe from all the external threats thus 
there will be a mutual understanding between the customer and 
the seller when it comes to the security on cloud.
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