
IJCST Vol. 3, ISSue 2, AprIl - June 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m124    InternatIonal Journal of Computer SCIenCe and teChnology 

Abstract
In computer network, IP spoofing remains popular method in 
Distributed Denial of service attack. Several   prevention schemes 
have been developed to detect forget source IP addresses. By 
employing IP spoofing Hacker put burden on the destination 
network for policing attack packets. The packet filtering technique 
based on BGP update, but not all time this updating is correct in 
the internet.  In this paper we introduce Inter-domain packet filter 
architecture which can minimize the level of IP spoofing on the 
internet. The important point of this technique, it doesn’t require 
global routing information. This packet filtering mechanism based 
on implicit information. The IDPF are implemented on the network 
border routers and build from information gathered from BGP 
routers and IDPF doesn’t discard packet with valid source address. 
Here we show that even with fragmentary implementation  of 
the IDPFs on the Internet we can reduce the spoofing capacity 
of attackers and they can help in localize the source of an attack 
packet to a fewer number of candidate networks.
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I. Introduction 
The IP spoofing is mostly used method in Distributed denial of 
service attacks (DDoS), in which attackers are concerned with 
consuming bandwidth and resources by flooding the destination 
machine with as many packets as possible in a short span of time. 
In this attack, the attacker scans internet and identifies the target 
destination with known vulnerability and compromise them to 
install attack program and then gain the root access [1].
In IP-spoofing the IP address is not actually that of the source 
machine sending the packets, any replies will be sent to either the 
machine that owns the IP address, or nowhere, if an IP address 
does not exist. This method is perfect for DDoS attacks because 
the attacker never intends to carry out genuine communication. 
To prevent IP-spoofing many defending technology are invented   
IP spoofing cannot be prevented in most of today’s networks, but 
it is possible to guard against it by using packet filtering.
In our observation studies, IP spoofing is most popular attacks now 
days, Firstly IP spoofing makes difficult to identify spoofed packet 
may appear to be all round in the internet. Secondly attackers 
can insert arbitrary source address into packet and take control 
of actual path that packet take to destination.  
IP spoofing can also be used by network intruders to defeat network 
security measures on the public networks, such as an authentication 
based on IP Address of the source. This type of attack on a remote 
system can be very common, as it involves modifying thousands 
of packets at a time. Such an attack is mostly successful where 
trust relationships exist between two machines. For example, it is 
common on any corporate networks to have internal systems trust 
each other, so that a user can log in and access without a username 
or password provided he is connecting from another machine on 
the organization internal network. By spoofing a connection from 
a trusted machine of an internal employee, a hacker may be able 
to access the target machine without authenticating.
The internet consists of thousands of network domains 

and relationship between Autonomous systems. Every AS 
communicates with other by using Border Gateway Protocol 
(BGP). The BGP is policy-based routing protocol is used to 
propagation and selection of the best path to destination. In BGP 
protocol just we need to propagate update information to neighbor 
node that node forwards to its neighbor in this way data reaches 
to the destination. BGP uses the routing policies to transmit the 
data in a best root. It is impossible for an AS to acquire complete 
information of routing decisions made by all other ASes [3].
 Many solutions have been proposed to detect IP spoofing. Inspired 
by the idea of route-based packet filters, we propose Inter-Domain 
Packet Filter (IDPF) architecture.  The main advantages of IDPF 
architecture has smaller sets of feasible paths that carry traffic 
from source to target destination even there is large number of 
potential path between source and destinations. In this paper we 
focus on how IDPF can locally exchange BGP updates is sufficient 
to identify feasible paths and construct IDPFs and also we are 
designing the filter which uses the local information rather than 
global information for BGP updates [2].  We summarized the key 
contribution of this paper as Follow:-
We describe that how IDPF can locally exchange information 
using BGP between AS system.
We show that how IDPF architecture put limits on attackers for 
spoofed packets and does not discards the valid packets.
Algorithm works on AS topologies and AS paths extracted from 
real BGP data. IDPF provide better performance and security 
against IP-spoofing.

II. IP Spoofing Detection Technique
IP spoofing remains a severe problem in the Internet today. 
Unfortunately, although many defense mechanisms have been 
proposed, none have eradicated the spoofing problem. There are 
two solutions on this problem.

A. Host-based Packet Filtering Methods
This solution implemented on end-hosts to recognized spoofed 
packets. In Host-based mechanism work end-to-end principles, 
also avoid increasing the complexity of routers.  There are many 
host based techniques as follow:-
a. Hop-count-filtering (HCF) in this technique hop count is 
maintained between source (sender) and destination (receivers) 
if it varies the packet is discarded [3].
These solutions not guaranteed to filter the spoofed packets. 
Because spoofed packet may be reach on destination end and the 
usage of data is being done after that it is filter as it was spoofed 
packet and not the valid packet which was unreliable spoofing.

B. Router-Based Packet Filtering
Park and Lee proposed the route-based packet filters as a way of 
mitigating IP spoofing. The authors showed that packet filters that 
are constructed based on the global routing information which 
detect spoofed packet only when small number of ASes exist. In 
this work, we introduce the idea and demonstrate that filters that 
are built based on local BGP updates can also be effective.
Router-based defense mechanisms are all similar in that they 
perform some sort of filtering to prevent spoofing packets from 
reaching their intended destinations.
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Ingress and egress filtering are the most well-known filtering 
methods. Run on a router at the border of a network, ingress/egress 
filtering checks the addresses of packets flowing into and out of 
an edge network. For a packet originating from the edge network, 
if the source address does not belong to the edge network, the 
packet is a spoofing packet [3]. Similarly, for a packet originating 
outside the edge network, if the source address does belong to the 
edge network, the packet is a spoofing packet. The border router 
is easily able to filter out any packet it identifies as a spoofing 
packet. If this simple filtering mechanism were implemented on 
all networks, attackers would be limited to only spoofing addresses 
within their own local network.
Unicast reverse path forwarding method based on interface of 
packets, if interfaces of packets doesn’t match then packet is 
dropped. When the interface of the packet arrives on same interface 
used by router to reach the source IP of that packet. 
In the packet passport system, a packet carries secret key share 
by source domain to destination domain. Packet carries in valid 
secret key are discarded by destination domain; however, this 
mechanism cannot filter out the spoofed packets.
The IDPF architecture more secure than other filtering method. 
The IDPF passed local implicit information to BGP for route 
updating and are deployed in network border routers. When a 
intermediate node receives a packet from an incoming interface, 
it checks if the source IP address has been advertised through 
this interface. The packet is discarded if the check is negative. 
A key feature of the scheme is that it does not require global 
routing information. The simulation results showed that, even 
with partial deployment on the Internet, IDPFs can significantly 
limit the spoofing capability of attackers; moreover, they also 
help localize the actual origin of an attack packet to be within 
a small number of candidate networks. In addition, IDPFs also 
provide adequate local incentives for network operators to deploy 
them [1].

III. Border Gateway Protocol and AS Interconnection
Here, we discuss some of key features of the BGP related to this 
thesis. We design AS graph in the internet as undirected graph 
G=(V,E). Every node v Є V corresponds to AS, and every edge 
e(u,v) Є E stand for a BGP session among two neighboring ASes. 
Every node in the internet has one or more network prefixes. All 
nodes pass BGP route updates to every other node to destination 
network prefixes. A route identity consists of list of route attributes 
that has been connected from source to destination network prefixed. 
Among this path vector attribute as_path is the arrangement of 
AS regarding this route has been generated over, and local_pref 
attribute that explains the degree of local preferences involved 
with the route.

A. Policies and Route Selection
Here each node only chooses and generates a single best route 
or the feasible route to the destination, if any. In BGP protocol 
both the choosing and the generation of the feasible routes are 
managed by locally specified routing policies. Typically we 
employ two routing policies at every node: import policy and 
export policy. The Neighbor-specific import policies are imposed 
on the obtained from neighbors, where as we apply the neighbor-
specific export policies on locally selected feasible routes before 
they are generated to the neighbors. 
The import policies could affect the “profitability” of routes by 
editing route attributes. Let r be a route (to destination d) received 
at node v from node u. We can denote it by import( v, u) [{r}] the 

possibly modified route that has been forwarded by the import 
policies. 
If((u1  € customer(v) U sibiling(v))
And( u2 € peer(v) U provider(v)) then
R1.local_pref>r2.local_pref
Import Routing Policies at an AS
Here, u1 and u2 are neighbors and r1 and r2 denote route received 
by node v from u1 and u2.Import policy in above equation that 
AS will prefer path obtained from customer and sibling other than 
peer and provider[3]. 
The forwarded routes are stored in v’s routing table. The set of 
all such routes is denoted as candidate R (v, d): 
Candidate R (v, d)={ r: import (v  ⃪ u) [{r}] ≠ {} 
r.prefix=d, v u N (v)}
Here, N (v) is the set of v’s neighbors. Between the set of candidate 
routes candidate R (v, d), node v selects a single feasible route or 
best route to reach the destination based on a specified condition. 
For complete description, we will specify the outcome of the 
selection procedure at node v, that is, the best route, as best R (v, 
d), which gives the best route to destination d at node v. Having 
selected best R (v, d) from candidate R (v, d), v then exports 
the route to its neighbors after applying neighbor-specific export 
policies.

Table 1: Export Routing Policies at an AS

 
From Table 1, export rule r1 informs that an AS will declare 
routes to its own networks, and routes learned from customers 
and siblings to a provider, but it will not announce routes learned 
from other providers and peers to the provider. The net effect of 
these rules is that they limit the possible paths between each pair 
of ASs. Combined simultaneously, the import and export policies 
also guarantee the transmission of valid routes on the Internet.
BGP is a progressive protocol: updates are generated only in 
response to network events. In the non occurrence of any event, 
the route updates are neither triggered nor exchanged between 
the neighbors, and we say that the routing system is in a stable 
state. 
Definition 1(stable routing state):
The routing state is stable state when all node select best routes to 
other node, there is no update information are generated.

1. AS Relationships and Routing Policies
There are various routing polices based on economics, connections 
and relations depending on different ASes but the network may 
enter the arrangement of following [1]:

(i). Provider to customer
In this order, a customer AS pays the provider AS to carry its 
traffic. Usually when the provider is much larger in size than the 
customer.

(ii). Peer to Peer
In a mutual peering agreement, the AS’s concludes to transport 
traffic from each other (and their customers). All mutual peers do 
not carry any transit traffic for each other.
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(iii). Sibling to Sibling
In this order, two AS’s provide mutual transit service to each other. 
Each sibling AS can be considered as the provider of the other 
AS. An AS’s association with a neighbor mainly concludes the 
neighbor-specific import and export routing policies. 

IV. Inter-Domain Packet Filters
In this section we discuss BGP complications, IDPF architecture, 
constructing IDPF and correctness of IDPF. Here we assume that 
routing system is stable state:
Let P(s,d) is the packet traverse from source s to destination d. 
Where s is source IP address and d is destination IP address. There 
are certain criteria in which router policies decide whether packet 
forwarded or drop the packet. These criteria as Follows:
Definition 2:(Route–based packet filtering):-The intermediate 
node or router accept packet P(s,d) that comes from node u, if 
and only if e(u,v)ϵbest R(s,d). Otherwise node v recognized that 
packet is spoofed, and the packet discarded by v. The context of 
avoiding IP spoofing, a packet filter should be discard the spoofed 
packet and allow legitimate packet to reach destination [3].  
Even with complete routing information, the route based packet 
filters are not able to recognize all spoofed packets. The legitimate 
packet filters not dropping any legitimate packet. Accordingly, we 
define the correctness of a packet filter as follow:
Definition 3:(Correctness of packet filtering):-A packet filter is 
accurate, if it is does not discard packet with valid source address 
when the routing system is correct.
Of course, the route-based packet filtering is correct, because 
valid packet from source s to destination d will only traverse the 
edge on best R(s,d). The route-based packet filter requires of best 
R(s,d) on every node, which is impossible in BGP. 

A. IDPF Overview
We proposed IDPF architecture as an effective countermeasure to 
the IP spoofing-based DDoS attacks. In fig. 1, shows architecture 
of IDPF. Following session we Will see step by step working of 
IDPF.
First sender sends packet, then packet find feasible routes. After 
IDPF check packet comes from feasible paths then it send to 
destination using BGP protocol. If packet comes from another 
route which is not feasible then mark false and discard that 
packet.

Fig. 1: Architecture of IDPF

The main objectives of IDPF are as follows:
constructing the routing table consist the network id, cost, • 
next Hop using the Border Gateway Protocol (BGP).
To find the feasible path among the possible paths.• 
To analyze incoming packets are spoofed packet or valid • 
packet. If packet is spoofed then discard otherwise send to 
destination.      

B. Constructing IDPF
In this section we will see how feasible route select and identify 
the feasible upstream neighbors.
Formally, Let feasible route R(s,d) denoted by set of feasible route 
between s to d. Then feasible route R(s,d) define as:
Feasible R(s  , d) =
      {(s  u :     feasible R(u , d))},
        import(s ← u)[{r}] ≠ {},
        r.prefix = d, u  N(s)
Where,  is the concatenation operator, contains all routes does 
not violate routing policies. So we conclude that best R(s,d)  
candidate R(s,d) C feasible R(s,d) means all feasible route can 
be a candidate route in BGP routing table.
Definition 4:(feasible upstream neighbor):- Let r is feasible route 
of R(s,d), If an edge e(u,v) between source s and destination d 
on feasible route r, that is e(u,v) ⃪ r:as_path, we say that node 
u is a feasible upstream neighbour of node v denoted as feasible 
U(s,v).
The reason behind IDPF framework as:

It is possible for a node v to infer its feasible upstream 1. 
neighbours by using BGP route updates. Since, feasible R(s,d) 
only allow M(s,d) from its feasible upstream neighbour to 
pass and discard all other packets. This type of filtering will 
not allow discarding valid packets.
In network, there are large number of routes between source 2. 
and destination, the commercial association between AS’s 
and routing policies use AS’s act to limit the size of feasible 
R(s,d). 

C. Correctness of IDPF
Proof. Without loss of generality, consider source s, destination 
d, and a node v € best(s,d). as_path such that v will not discard 
packet M(s,d) forwarded by the best upstream neighbor u along 
bestR(s,d). Since bestR(s,d) € candidateR(s,d)  feasibleR(s,d), 
u is a immediate upstream neighbor of node v for packet M(s,d). 
u must have exported to node v its best route to source s. That is 
export(u→v)[{bestR(u,s)}]≠{}. From this equation packet M(s,d), 
which is forwarded by node u, will not discarded by v. 
 By constructing filtering tables on source address alone, the per-
neighbor space complexity will be reduced from O(N2)to O(N), 
where N=|V| is the number of nodes in the graph. The effectiveness 
of IDPF is determined by size of feasible(s,d), which is related to 
AS relationship. Hence, how the BGP updates are propagated does 
not affect the correctness and the performance of IDPFs.

V. Result Analysis
We propose system for designing of inter domain packet filter in 
following way as up till now the information sharing was done with 
help of BGP updates but these update were done using the global 
information which created large overhead to data maintenance, 
also for data security so to overcome these disadvantages we are 
design such a filter which uses the local information rather the 
global information. Also the checking of spoofed packet was done 
at the destination node which very unsecure mechanism is carried 
out to control IP-spoofing to increase the reliability of controlling 
IP-spoofing we carry out the checking of spoofed packet on sender 
node itself and also before reaching to the destination node.

VI. Conclusion
In this thesis, we have suggested and studied IDPF architecture 
as an efficient countermeasure for the IP spoofing based DDoS 
attacks. IDPFs depend on BGP update messages interchanged on 
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the Internet to conclude the validity of source address of a packet 
send by a neighbor. We have demonstrated that IDPFs can easily be 
deployed on the present BGP based Internet routing architecture. 
We learned the conditions under which the IDPF framework can 
properly work without discarding any legitimate packets. IDPFs 
in an important manner limit the spoofing capability of attackers. 
In addition, they also assist to pinpoint the true origin of an attack 
packet to be within a small number of candidate networks, thus 
simplifying the reactive IP trace back process.
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