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Abstract
A central problem in sensor network security is that sensors 
are susceptible to physical capture attacks. Once a sensor is 
compromised, the adversary can easily launch clone attacks 
by replicating the compromised node, distributing the clones 
throughout the network, and starting a variety of insider attacks. 
Previous works against clone attacks suffer from either a high 
communication/storage overhead or a poor detection accuracy. 
Wireless Sensor Networks (WSNs) offer an excellent opportunity 
to monitor environments, and have a lot of interesting applications, 
some of which are quite sensitive in nature and require full proof 
secured environment. The security mechanisms used for wired 
networks cannot be directly used in sensor networks as there is no 
user-controlling of each individual node, wireless environment, 
and more importantly, scarce energy resources. In this paper, 
we address some of the special security threats and attacks in 
WSNs. We propose a scheme for detection of distributed sensor 
cloning attack and use of zero knowledge protocol (ZKP) for 
verifying the authenticity of the sender sensor node. The cloning 
attack is addressed by attaching a unique fingerprint to each 
node, that depends on the set of neighboring nodes and itself. 
The fingerprint is attached with every message a sensor node 
sends. The ZKP is used to ensure non transmission of crucial 
cryptographic information in the wireless network in order to 
avoid Man-In-The Middle (MITM) attack and replay attack.We 
are extending the previous method and  proposed a new method 
by introducing workrate measure to detect the cloned node.The 
security and performance analysis indicate that our algorithm can 
identify clone attacks with a high detection probability at the cost 
of a low computation/ communication/storage overhead.
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I. Introduction
In sensor networks, adversaries may easily capture and compromise 
sensors and deploy unlimited number of clones of the compromised 
nodes. Since these clones have legitimate access to the network 
(legitimate IDs, keys, other security credentials, etc.), they can 
participate in the network operations in the same way as a legitimate 
node, and thus launch a large variety of insider attacks, or even 
take over the network. If these clones are left undetected, the 
network is unshielded to attackers and thus extremely vulnerable. 
Therefore, clone attackers are severely destructive, and effective 
and efficient solutions for clone attack detection are needed to 
limit their damage. Nevertheless, detecting clone attacks is not 
trivial at all.
The fundamental challenge comes from the fact that the replicas 
own all the security information (ID, keys, codes, etc.) of the original 
compromised sensor. Thus, they can pass all the identity/security 
check and escape from being distinguished from a legitimate 
sensor. In addition, a “smart” clone may try to hide from being 
detected by all means. Furthermore, clones may collude to cheat 
the network administrator into believing that they are legitimate. 
Note that an adversary may distribute clone nodes anywhere in the 
network. Thus localized detection schemes do not work effectively. 

Advances in technology have made it possible to develop sensor 
nodes which are compact and inexpensive. They are mounted with 
a variety of sensors and are wireless enabled. Once sensor nodes 
have been deployed, there will be minimal manual intervention and 
monitoring. But, when nodes are deployed in a hostile environment 
and there is no manual monitoring, it creates a security concern. 
Nodes may be subjected to various physical attacks. The network 
must be able to autonomously detect, tolerate, and/or avoid these 
attacks. One important physical attack is the introduction of 
cloned nodes into the network. When commodity hardware and 
operating systems are used, it is easy for an adversary to capture 
legitimate nodes, make clones by copying the cryptographic 
information, and deploying these clones back into the network. 
These clones may even be selectively reprogrammed to subvert 
the network. Individual sensor node contains a light weight 
processor, cheap hardware components, less memory. Because 
of these constraints, general-purpose security protocols are hardly 
appropriate. Public key cryptography is based on RSA approach. 
The energy consumption and computational latency makes RSA 
inappropriate for sensor network applications. Security algorithms 
that are designed specifically for sensor networks are found to be 
more suitable [1-3]. 
The goal of this paper is to develop a security model for wireless 
sensor networks. We propose a method for identifying the 
compromised/cloned nodes and also verifying the authenticity 
of sender sensor nodes in wireless sensor network with the help of 
zero knowledge protocol [5,15]. The proposed method incorporates 
the previous system nature and implements the proposed method 
to authenticate the cloned nodes.

II. Related Work
A straightforward solution to defend against clone attacks is to let 
the base station collect the neighborhood information (e.g. location, 
neighbor list, etc.) from each sensor and monitor the network in a 
centralized way.This approach suffers from high communication 
overhead by requesting redundant information from the network. 
Further, a “smart” clone may report the neighborhood of the original 
node, making the base station fail in identifying the replicaIn , 
Capkun et al. propose for one-hop networks that the base station 
(BS) can store the unique signal characteristic for each device, 
and thus device cloning can be detected accordingly. However, 
in a multi-hop sensor network, it is impractical for BS to track 
the signal characteristics of sensors multi-hops away. In localized 
voting/misbehavior detection schemes [4, 7, 8], nodes within a 
neighborhood agree/vote on the legitimacy of a given node based 
on their local observations. Nevertheless, these schemes are not 
capable of detecting clones with normal behavior, and may fail 
when multiple clones in close proximity collude. Furthermore, 
localized voting/misbehavior detection schemes inherently lack 
the ability to detect distributed clones that may appear at any 
place in the network.

A. Important Attacks in WSN
Though there are various attacks in Wireless Sensor Networks, 
but certain active attacks, that can be detected with our proposed 
model are as follows:
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1. Clone Attack
In clone attack, an adversary may capture a sensor node and copy 
the crytographic information to another node known as cloned 
node. Then this cloned sensor node can be installed to capture 
the information of the network. The adversary can also inject 
false information, or manipulate the information passing through 
cloned nodes. Continuous physical monitoring of nodes is not 
possible to detect potential tampering and cloning. Thus reliable 
and fast schemes for detection is necessary to combat these attacks 
[1,13].

2. Man in the Middle Attack
The Man-In-The-Middle attack (MITM) is a form of active 
eavesdropping in which the attacker makes independent 
connections with the victims and relays messages between them, 
making them believe that they are talking directly to each other 
over a private connection. The attacker will be able to intercept 
all messages exchanging between the two victims and inject new 
ones.

3. Replay Attack
A replay attack is a form of network attack in which a valid data 
transmission is maliciously or fraudulently repeated or delayed. 
This is carried out either by the originator or by adversary who 
intercepts the data and retransmits it. This type of attack can easily 
overrule encryption.

B. Zero Knowledge Protocol
Zero-knowledge protocol allow identification, key exchange 
and other basic cryptographic operations to be implemented 
without revealing any secret information during the conversation 
and with smaller computational requirements in comparison to 
public key protocols. Thus ZKP seems to be very attractive for 
resource constrained devices. ZKP allows one party to prove its 
knowledge of a secret to another party without ever revealing 
the secret. ZKP is an interactive proof system which involves 
a prover, P and verifier, V. The role of the prover is to convince 
the verifier of some secret through a series of communications. 
Each communication involves a challenge, or question, from the 
verifier and a response, or answer, from the prover. ZKP based 
protocols require less bandwidth, less computational power, and 
less memory compared to other authentication methods and thus 
seems to be suitable for WSN [5].

C. Basic Mechanism of Zero Knowledge Protocol
The use and implementaion of ZKP in systems and devices that 
have restricted computational resource are described in [15]. The 
prover P and the verifier V may use some numeric value, referred 
as the secret number of the prover P. Conventionally, the prover 
will offer a computational intensive mathematical problem, and 
the verifier will ask for one of the many possible solutions to 
the problem. If the prover knows critical information relating 
to the solution, it provides any one of the requested available 
solutions on demand. If the prover does not know the critical 
information, it is computationally infeasible for it to always 
provide the requested solution to the verifier. Usually, ZKP rely 
on some hard mathematical problems such as the factorisation of 
integers or the discrete logarithm problem.

D. Security Analysis of the Previous Model
Case 1: When the cloned node uses any other existing id
with same finger prin [1].
Case 2: When the cloned node uses same id with same
finger print [1].
Case 3:When cloned node uses existing id with a different
finger print [1].

Fig. 1: Communication in Previous Model

The previous system three main steps categorized into two 
phases.

Pre-deployment Phase[a]• 
Post-deployment Phase[a]• 

III. Proposed Model
The proposed system follows the previous system security 
implementation and defines the new method. The Base station in 
the wireless sensor network maintains the set of nodes information 
contains unique Keys U<key>  and workrate measure of each node 
.If the set of node key information is exceeded, the base station 
compares the set with the defined set  U<key> > n , where n is 
the previously defined set maintained  in the base station . The 
base station prompts  both the original and cloned sensor nodes 
for their log information to eliminate the cloned node. The base 
station maintains the workrate measure information.
Each sensor node maintains the history of its workrate start up 
time, locinfo, working node duration information and the neighbor 
sensors nodes workrate information, which incorporates in the 
previous system method. Once the advisory clones any sensor 
node, the base station prompts for the hidden history information 
which could not be cloned by the advisory node. Then the base 
station blocks the cloned node to stop the service. The security 
and performance analysis indicate that our algorithm can identify 
clone attacks with a high detection probability at the cost of a low 
computation/ communication/storage overhead.

Fig. 2: Communication in Proposed Model



IJCST Vol. 3, ISSue 1, Spl. 5, Jan. - MarCh 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m982    InternatIonal Journal of Computer SCIenCe and teChnology 

The WorRate measure works on both of the base station and node, 
if any advisory tries to clone any sensor node in WSN. ,the base 
station compares for the key information and prompts for the 
workrate  information to avoid the cloned node access.

Fig. 3:

IV. Experimental Setup
MATLAB has been used to conduct the experiments and verify the 
proposed model. First, the s-disjunct code matrix, X is generated 
based on the number of nodes (which is always more than the 
number of nodes to be deployed in the network). Each column 
in the matrix corresponds to codeword of each node. Next, a 
data structure is generated and maintained by the base station 
corresponding to every sensor node, and their fingerprints. If the 
outcome of verification is true then the prover is authenticated and 
later verified for k times to validate it, otherwise the base station 
is alerted about the compromised  prover node, which is later 
isolated from the network. We are extended the previous system 
by using the workrate function in Base stations and in every node 
in WSN to measure the workrate for the nodes and to avoid the 
compromising node.

V. Conclusions
In this paper, we proposed a new security model to address three 
important active attacks namely cloning attack, MITM attack and 
Replay attack. We used the concept of zero knowlege protocol 
which ensures non-transmission of crucial information between 
the prover and verifier. The proposed model uses social finger 
print based on s-disjunct code together with ZKP to detect clone 
attacks and avoid MITM and replay attack. We also extended the 
sytem by using Workrate measure to detect the Cloned nodes. We 
analyzed various attack scenarios, cryptographic strength and 
performance of the proposed model. In future, we propose to 
extend our work to detect the passive attacks also and evaluate 
performance in real time .
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