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Abstract
Video data hiding is still an important research topic due to the 
design complexities involved. We purpose  a new video data 
hiding method that makes use of erasure correction capability of 
repeat accumulate codes and superiority of forbidden zone data 
hiding. Selective embedding is utilized in the proposed method 
to determine host signal samples suitable for data hiding. This 
method also contains a temporal synchronization scheme in 
order to withstand frame drop and insert attacks. The proposed 
framework is tested by typical broadcast material against MPEG-2, 
H.264 compression, frame-rate conversion attacks, as well as other 
well-known video data hiding methods. The decoding error values 
are reported for typical system parameters. The simulation results 
indicate that the framework can be successfully utilized in video 
data hiding applications.
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I. Introduction
Data hiding in video sequences is performed in two major ways; 
bitstream-level and data-level. In bitstream-level, the redundancies 
within the current compression standards are exploited. Typically, 
encoders have various options during encoding and this freedom 
of selection is suitable for manipulation with the aim of data 
hiding. However, these methods highly rely on the structure of the 
bitstream; hence, they are quite fragile, in the sense that in many 
cases they cannot survive any format conversion or transcoding, 
even without any significant loss of perceptual quality. As a result, 
this type of data hiding  methods is generally proposed for fragile 
applications, such as authentication. On the  other hand, data level 
methods are more robust to attacks. Therefore, they are suitable 
for a broader range of applications.
Most of the video data hiding methods utilize uncompressed 
video data. Sarkar proposed a high volume transform domain 
data hiding in MPEG-2 videos. They applied quantization index 
modulation(QIM0 TO LOW-frequency DCT coefficients and 
adapted the quantization parameter based on MPEG-2 parameters. 
Furthermore, they varied the embedding rate depending on the 
type of the frame. As a result , insertion and erasures occur at the 
decoder, which causes de-synchronization. They utilized repeat 
accumulate(RA) codes in order to withstand erasures. Since they 
adapted the parameters according to type of frame, each frame is 
processed separately.

II. Hiding Privacy Information
Video Surveillance has become a part of our daily lives. Closed-
circuit cameras are mounted in countless shopping malls for 
deterring crimes, at toll booths for assessing tolls, and at traffic 
intersections for catching speeding drivers. Terrorist attack, there 
have been much research efforts directed at applying advanced 
pattern recognition algorithms to video surveillance. While the 
objective is to turn the labor intensive surveillance monitoring 
process into a powerful automated system for counter-terrorism, 

there is a growing concern that the new technologies can severely 
undermine individual’s rights of privacy. The combination 
of ubiquitous cameras, wireless connectivity, and powerful 
recognition algorithms makes it easier than ever to monitor every 
aspect of our daily activities.
A recent survey assessing citizens across demographic groups to 
see if they were comfortable with the expansion of government 
video surveillance if it protected privacy rights. (The survey was 
a cooperative effort through the University of Kentucky annual 
Kentucky Survey and the research was sponsored by a grant from 
the US Department of Homeland Security through the National 
Institute for Hometown Security.) The survey research was 
conducted utilizing a modified list-assisted Waksberg-Mitofsky 
random-digit dialing procedure for sampling and the population 
surveyed was no institutionalized Kentuckians eighteen years of 
age and older.  The margin of error is 3.3% at the 95% confidence 
interval. The respondents were asked, “Do you have a video security 
system that is used routinely?’’. The results reflected that 55% 
of employed Kentuckians have an operative video surveillance 
system at their workplace. We then asked of those employed, 
“Would you be interested in a video surveillance system at work 
if you knew it could protect an individual’s privacy?’’ The solid 
majority of 60% expressed that they were interested in privacy 
protecting video surveillance. Urban residents, those in higher 
income levels, and those with advanced education attainment 
all were more disposed to privacy protecting video technology. 
Additionally, focus groups of law enforcement, first responders, 
hospitals, and public infrastructure managers have all reflected 
strong interest in privacy protecting video technology.
To mitigate public’s concern on privacy violation, it is thus 
imperative to make privacy protection a priority in developing 
new surveillance technologies. There have been many recent work 
in enhancing privacy protection in surveillance systems. Many of 
them share the common theme of identifying sensitive information 
and applying image processing schemes for obfuscating that 
sensitive information. However, the security flaw overlooked in 
most of these current systems is that they fail to consider the 
security impact of modifying the surveillance videos. There are 
a number of security measures that must be incorporated before 
such modifications can be deployed. Firstly, mechanisms must be 
in place to authenticate modified videos so that no one can falsify a 
different modified video by adding and deleting images of objects 
or individuals. We call this measure privacy data authentication. 
The second measure is that the original video must be preserved 
and can only be retrieved under proper authorization. This is of 
paramount importance to any privacy protection schemes as all 
schemes are selective in the sense that the sensitive content are 
intended to a certain group for a certain purpose. No content should 
be permanently erased. For example, in a corporation, the security 
camera officer may have access to video contents of all visitors 
but not the employees; the chief privacy officer will have access 
to video contents of visitors and all employees except for the 
executive team but the law enforcement, with a proper order from 
the court, will have access to the true original footage. It has been 
postulated that such a static privacy policy would not be sufficient 
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in more sophisticated environments or other sharing applications 
like teleconference where each participant might need to control 
the accessibility capability of each consumer of the content as in  
We call this measure privacy data preservation.
Hiding Privacy Information, we describe the various components 
in our proposed data hiding unit the overall design of the data hiding 
unit and its interaction with the video compression algorithm. 
Our data hiding is integrated with a typical motion-compensated 
DCT video compression algorithm such as H.263. the purple 
area contains the components of the data hiding module while 
the green area contains those of the compression module. There 
are two inputs to this combined unit: the first one is the Privacy 
Protected Video with the sensitive information already redacted. 
The second input is the compressed video bitstreams of the privacy 
information, encrypted based on the approach The goal is to hide 
the second input in the first input in a joint data-hiding compression 
framework. After the motion compensation process, the residue 
of the privacy protected video is converted into the DCT domain. 
The embedding step is introduced between the final step of entropy 
coding and the DCT. This ensures that the decoder gets the same 
reference frame to prevent any drifting errors. The encrypted video 
stream is hidden, using a modified parity embedding scheme, in 
the luminance DCT blocks which occupy the largest portion of 
the bit stream. The positions of embedding are obtained using 
an R-D optimization framework to minimize the distortion and 
rate increase for a target embedding requirement. The distortion 
is based on human visual system and a perceptual mask in DCT 
domain is used to facilitate the calculation. The distortion and 
rate calculations for the R-D block and the embedding techniques 
are explained in the following subsections. Note that while the 
proposed data hiding algorithm is general enough to be used in 
any video codec, the distortion and rate calculations are specific 
to an H.263 code.

III. Reversible Embedding Process
The previous embedding technique, the decoder has no way to 
remove the distortion introduced by the embedding process. In this 
subsection, we explain a reversible embedding algorithm whose 
effect can be reversed on the decoder side after data extraction. 
A key requirement for our application is that the output bit-
stream with hidden data must be decodable with good quality by 
a standard-compliant decoder unaware of the embedding. This 
implies that we need to avoid any error caused by drifting and as 
such, the decoded frame with the hidden data must be used in the 
feedback path in the motion loop. As the motion compensation 
does not respect the DCT block boundary, the effect of hiding 
one bit in a DCT coefficient may spread to different spatial areas 
after many frames. It is an open question on how to make this 
temporal spreading reversible. In our current implementation, 
we focus on making the DCT embedding process reversible and 
prevent temporal spreading by restricting our attention to either 
intracoded frames or intracoded-enhanced frames in a two-layer 
scalable codec.

IV. Reversible Embedding 
The reversible embedding can only be used when there is no 
interdependency between the frames. Though the embedding is 
done in a reversible fashion, the prediction loop used in intercoded 
frames propagate the effect of hidden data to future frames making 
the process irreversible. Hence this experiment is conducted in 
two special encoder structures. In the first structure, each frame 
is coded using intra mode (I frame) only. This setting is similar 

to the M-JPEG standard typically found in many IP cameras. The 
privacy information is also encoded in the same fashion as we 
assume that the system only has access to a codec which has no 
capabilities of temporal prediction. In the second structure, we 
operate the embedding process over the enhanced intra frames 
(EI frames) of a scalable codec. We use the SNR scalability to 
derive the enhancement layers. The encoding performances of 
the two structures at different coding parameters for hall monitor 
and sequence.

V. Conclusions
A new video data hiding framework that makes use of erasure 
correction capability of RA codes and superiority of FZDH. The 
method is also robust to frame manipulation attacks via frame 
synchronization marker. First compared FZDH and QIM as the 
data hiding method of the proposed framework. We observed 
that FZDH is superior to QIM, especially for low embedding 
distortion levels. The framework was tested with MPEG-2, H.264 
compression, scaling and frame-rate conversion attacks. typical 
system parameters are reported for error-free decoding. The results 
indicate that the framework can e successfully utilized in video 
data hiding applications. For instance, Tardos fingerprinting , 
which is a randomized construction of binary fingerprint codes 
that are optimal against collusion attack, can be employed within 
the  proposed framework with the following settings. 
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