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Abstract
We consider the sizing of network buffers in 802.11 based 
networks. Wireless networks face a  number of fundamental issues 
that do not  arise in wired networks. We demonstrate that the 
use of fixed size buffers in 802.11 networks inevitably leads to 
either undesirable channel under-utilization or unnecessary high 
delays. We present two  novel dynamic buffer sizing algorithms 
that achieve high throughput while maintaining low delay across 
a wide range of network conditions. Experimental measurements 
demonstrate the utility of the proposed algorithms in a production 
WLAN and a lab testbed.
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I. Introduction
In communication networks, buffers are used to accommodate 
short-term packet bursts so as  to mitigate packet drops and to 
maintain high link efficiency. Packets are queued if too many 
packets arrive in a sufficiently short interval of time during 
which a network device lacks the capacity to process all of them 
immediately. Buffers play a key role in 802.11e/801.11 wireless 
networks. To illustrate this, we present measurements from the 
production WLAN of the Hamilton Institute, which show that 
the current state of the art which makes use of fixed size buffers, 
can easily lead to poor performance. Compared to sizing buffers 
in wired routers, a number of fundamental new issues  arise 
when considering 802.11-based  networks. Firstly, unlike wired 
networks, wireless transmissions are inherently broadcast in nature 
which leads to the packet service times at different stations in a 
WLAN being strongly coupled. The mean packet service  time at a 
station is an order of magnitude longer when 10 other stations are 
active than when  only a single station is active. Consequently, the 
buffering requirements at each station would also differ, depending 
on the number of other active stations in the WLAN. In addition 
to variations in the mean service time, the distribution of packet 
service times is also strongly dependent on the WLAN offered 
load. TCP is the most popular Internet transport protocol that 
provides reliable end-to-end data delivery. It adjusts its congestion 
window size in response to detected packet loss, mainly due to 
buffer overflow at the bottleneck link in the wired Internet. As IEEE 
802.11 based wireless networking technology gains popularity, 
TCP is very likely to continue to be the dominant transport protocol 
in order to reuse the numerous network applications developed so 
far. In an 802.11-based multi hop wireless network, the underlying 
MAC coordinates the access to the shared wireless channel, and 
provides the link abstraction to upper layers such as TCP. In this 
paper, we seek to gain understanding on how TCP operates in 
such a multi hop wireless network. Two unique characteristics 
of IEEE 802.11 multi hop wireless networks may greatly affect 
TCP performance. First, contention for the access to the shared 
wireless   annul is location-dependent. Packets may be dropped 
due to consistent link-layer contention, resulted from   dden/
exposed terminals . Second, improving channel utilization through 
spatial reuse, i.e., simultaneous scheduling of transmissions that 
do not interfere with each other, is highly desirable. The window 
adaptation mechanism of TCP impacts the degree of spatial reuse. In 

summary, both location-dependent contention and spatial channel 
reuse are highly dependent on the offered load, managed by the 
TCP protocol. In this paper, we study the impact of the location-
dependent link-layer contention and spatial channel reuse on TCP 
performance. We start with several simple network topologies 
and flow patterns to illustrate the effect of multihop wireless 
channel on TCP congestion control and throughput, and have 
got interesting results from our simulations and experiments. First, 
given a specific network topology and flow patterns, there exists a 
TCP window size, say W_, at which its throughput is maximized 
via maximum spatial channel reuse. W_ is a function of the number 
of hops the TCP flow traverses, but remains independent of the 
bandwidth or delay at the “bottleneck” link. Second, current TCP 
protocol does not operate around dW_ but typically grows its 
average window much larger, resulting in throughput decrease due 
to degraded spatial reuse and increased packet loss. We observe 
4% to 21% throughput reduction from the highest throughput in 
our simulated scenarios.
The Wireless Local Area Network (WLAN) technology is defined 
by the IEEE 802.11 family of specifications. There are currently 
four specifications in the family: 802.11, 802.11a, 802.11b, and 
802.11g. All four use the Ethernet protocol and CSMA/CA (carrier 
sense multiple access with collision avoidance instead of CSMA/
CD) for path sharing. 

802.11 -- applies to wireless LANs and provides 1 or 2 Mbps • 
transmission in the 2.4 GHz band using either frequency 
hopping spread spectrum (FHSS) or direct sequence spread 
spectrum (DSSS). 
802.11a -- an extension to 802.11 that applies to wireless • 
LANs and provides up to 54 Mbps in the 5GHz band. 802.11a 
uses an orthogonal frequency division multiplexing (OfDM) 
encoding scheme rather than FHSS or DSSS. The 802.11a 
specification applies to wireless ATM systems and is used 
in access hubs. 
802.11b (also referred to as 802.11 High Rate or Wi-Fi) -- • 
an extension to 802.11 that applies to wireless LANS and 
provides 11 Mbps transmission (with a fallback to 5.5, 2 and 1 
Mbps) in the 2.4 GHz band. 802.11b uses only DSSS. 802.11b 
was a ratification to the original 802.11 standard, allowing 
wireless functionality comparable to Ethernet. 
802.11g -- offers wireless transmission over relatively short • 
distances at 20 - 54 Mbps in the 2.4 GHz band. The 802.11g 
also uses the OfDM encoding scheme.
802.11n - builds upon previous 802.11 standards by adding • 
MIMO (multiple-input multiple-output). IEEE 802.11n offers 
high throughput wireless transmission at 100Mbps – 200 
Mbps. 

The modulation used in 802.11 has historically been Phase-Shift 
Keying (PSK). The modulation method selected for 802.11b is 
known as Complementary Code Keying (CCK), which allows 
higher data speeds and is less susceptible to multipath-propagation 
interference. 802.11a uses a modulation scheme known as 
Orthogonal Frequency-Division Multiplexing (OfDM) that makes 
possible data speeds as high as 54 Mbps, but most commonly, 
communications takes place at 6 Mbps, 12 Mbps, or 24 Mbps.  
Most streaming rate selection and buffer optimization algorithms 
are developed for wired networks and can perform poorly over 
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wireless networks. Wireless MAC layer behavior, such as rate 
adaptation, retransmissions, and medium sharing, can significantly 
degrade the effectiveness of current streaming algorithms. This 
paper presents the Buffer and Rate Optimization for Streaming 
(BROS) algorithm to improve streaming performance. BROS uses 
a bandwidth estimation tool designed specifically for wireless 
networks and models the relationship between buffer size, 
streaming data rate and available bandwidth distribution. BROS 
optimizes the streaming data rate and initial buffer size, resulting 
in a high data rate but with few frame losses and buffer underflow 
events, while still keeping a small initial buffer delay. BROS is 
implemented in the Emulated Streaming (EmuS) client-server 
system and evaluated on an IEEE 802.11 wireless testbed with 
various wireless conditions. The evaluation shows that BROS 
can effectively optimize the streaming rate and initial buffer size 
based on wireless network bandwidth conditions, thus achieving 
better performance than static rate or buffer selection and jitter 
removal buffers.
For short range and low power wireless (less than 10 meters) 
communications among personal devices such as PDA, Bluetooth 
and subsequent IEEE standards (802.15) are taking effects. For 
long range wireless communications in the metropolitan areas, 
WiMax as defined in the IEEE 802.16 is  the standard.

II. WLAN Standard Review
The IEEE 802.11 WLAN standard was first defined in 1997 for 
indoor communication between computers and the mobile devices 
within a range of 150 meters. It consists of physical-layer (PHY) 
and Medium-Access-Channel layer (MAC) specifications (IEEE 
802.11 1999).  The 802.11-complaint devices use the 2.4-GHz 
ISM band for its operation. The PHY layer techniques used in this 
standard are Frequency Hopping Spread Spectrum (FHSS), Direct 
Sequence Sspectrum (DSSS) and  Infrared  (IR) communication. 
The maximum data rate that can be achieved using these techniques 
is 2 Mbps.  The MAC mechanism used is Carrier Sense Multiple 
Access with Collision Avoidance (CSMA/CA). This is achieved 
by physical carrier sensing and virtual carrier sensing techniques. 
With the motivation to increase the data rate of WLANs in the same 
frequency, an enhancement to the PHY specification of 802.11 
was standardized as IEEE 802.11b.  In this standard, the PHY 
layer uses DSSS and achieves a maximum data rate of 11 Mbps 
(IEEE 802.11b 1999). There is no significant change in the MAC 
as compared to the basic 802.11 standard. In 1999, another PHY 
specification for enhancing the data rate of the system was also 
standardized and is called as IEEE 802.11a.  Since the 2.4 GHz 
band is used by microwave ovens,  Bluetooth and other devices, the 
802.11a standard uses 5 GHz for its operation. This standard also 
uses a spectrally efficient transmission scheme called as Orthogonal 
Frequency Division Multiplexing (OfDM).  The maximum data 
rate obtained is 54 Mbps with a rough  bandwidth of 20 MHz (IEEE 
802.11a 1999). In 2003, another PHY specification was arrived 
to collectively provide the PHY features of 802.11b and 802.11a 
in the 2.4GHz. This is standardized as IEEE 802.11g. 
Advantage of 802.11n : Most current embedded devices that 
integrate 802.11 WLAN use the legacy 802.11b or 802.11g 
standards. The data rates offered by these methods have been 
deemed to be sufficient for the relatively small amounts of data 
exchanged by these devices, and indeed, from the point of view of 
the embedded devices, the 802.11b/g data rates easily meet their 
transport requirements. But enterprises are increasingly moving 
towards the deployment of 802.11n  based wireless networks. 
The IEEE 802.11n standard has defined the physical layer and 

MAC layer characteristics to significantly increase  the end-user 
throughput that can be achieved in a given frequency channel. It  
has also defined the means to achieve high throughput over a much 
wider operational range than legacy WLAN. Because of this ‘high 
throughput’ thrust, the 802.11n standard is popularly associated 
with high speed communications between high performance 
computing platforms.
Less know, but equally significant, is that it enables a much 
more efficient use of available spectrum. However, the benefits 
of 802.11n are realized fully only when all nodes on the wireless 
network are capable of communicating using 802.11n .
Third generation wireless networks enable the transmission of real 
time data packets in high speeds generating a need for effective 
control of the network resources. This work studies the problem of 
dynamic control and optimization of the base station’s buffer size 
in wireless networks such as GPRS/UMTS. Based of a Stochastic 
Fluid Model (SFM), this paper derives Infinitesimal Perturbation 
Analysis (IPA) estimators of the gradient of some performance 
measure of interest with respect to a control parameter (buffer 
threshold). Subsequently these estimators are evaluated based on 
data observed from the sample path of the “real” system and are 
used to control the threshold dynamically causing the network to 
work continuously at an optimal or near optimal point.
We consider the sizing of network buffers in 802.11 based networks. 
Wireless networks face a number of fundamental issues that do not 
arise in wired networks. We demonstrate that the use of fixed size 
buffers in 802.11 networks inevitably leads to either undesirable 
channel under-utilization or unnecessary high delays. We present 
two novel dynamic buffer sizing algorithms that achieve high 
throughput while maintaining low delay across a wide range of 
network conditions. Experimental measurements demonstrate the 
utility of the proposed algorithms in a production WLAN and a 
lab test bed.

III. Multi-Hop Communication Channel
Wired networks include fixed nodes and fixed wired communication 
lines. Wireless Ad-Hoc networks have mobile wireless nodes 
(often in the form of hand held devices) and, as suggested, their 
communication medium is wireless. This allows for greater 
network availability and easy network deployment. Each node’s 
transmission range is limited and network communication is 
realized through multi-hop paths. Co-operation and trust along 
these paths is a crucial aspect of the security mechanism and ensures 
successful communication. The shared wireless communication 
medium means that any user can participate in the network. 
This creates access control problems for security mechanisms 
as adversaries are able eavesdrop on communication or launch 
active attacks to alter message data.

Fig. 1:
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Buffers play a key role in 802.11/802.11e wireless networks. 
To illustrate this, we present measurements from the production 
WLAN of the Hamilton Institute, which show that the current 
state of the art which makes use of fixed size buffers, can easily 
lead to poor performance. We recorded RTTs before and after 
one wireless station started to download a 37MByte file from 
a web-site. Before starting the download, we pinged the access 
point (AP) from a laptop 5 times, each time sending 100 ping 
packets. The RTTs reported by the ping program was between 
2.6-3.2 ms. However, after starting This work is supported by Irish 
Research Council for Science, Engineering and Technology and 
Science Foundation Ireland Grant 07/IN.1/I901. the download and 
allowing it to continue for a while (to let the congestion control 
algorithm of TCP probe for the available bandwidth), the RTTs to 
the AP hugely increased to 2900-3400 ms. During the test, normal 
services such as web browsing experienced obvious pauses/lags 
on wireless stations using the network. Closer inspection revealed 
that the buffer occupancy at the AP exceeded 200 packets most of 
the time and reached 250 packets from time to time during the test. 
Note that the increase in measured RTT could be almost entirely 
attributed to the resulting queuing delay at the AP, and indicates 
that a more sophisticated approach to buffer sizing is required.
the form of mobility patterns. An example of these patterns is evident 
in a vehicular Ad-Hoc network where vehicles move along fixed 
paths, or roads, at speeds which have a high probability of being 
within the local speed limit. However, nodes demonstrate random 
mobility within these predictions. Connectivity between nodes is 
sporadic. This is due to the shared, error-prone wireless medium 
and frequent route failures which caused by the unpredictable 
mobility of nodes. Increased mobility can result in the multi-
hop communication paths being broken and network services 
becoming unavailable. Security mechanisms must account for 
the weak connectivity and unavailability. Furthermore, due to 
mobility and sporadic connectivity, these mechanisms must also 
aim to be scalable with the changing network density.

IV. Security Objectives and Services
Securing mobile Ad-Hoc networks requires certain services to be 
met. A security service is a made available by a protocol which 
ensures sufficient security for the system or the data transferred. 
The security objectives for mobile Ad-Hoc networks are similar 
to that of fixed wired networks. The security objects are described 
in six categories, adapted from discussions in:

Authentication1. 
Access Control2. 
Data Confidentiality3. 
Data Integrity4. 
Non-repudiation5. 
Availability Services6. 

V. Key Storage Space
Key storage space measures the total number of keys (or key 
seeds) distributed in the network. In our proposed CBKM, every 
member node only needs to store a key seed. Each cluster head 
has an authentication key, a pair of public/private key, a certificate, 
a deviation angle t, and a key seeds table. Other shared session 
keys are established on demand. Assume there are N nodes and 
H clusters in our test scene. The total key storage space is:
Ntotal= Nmn+Nch
= (N-H)+5H+(N-H)
=2N+3H
where, NMN is the total number of keys stored in the member 

nodes, and NCH is the total number of keys stored in the cluster 
heads. In our proposed scheme, the total number of cluster heads 
is 10% of the network. In SMOCK, each node is distributed with 
(a + b) keys. a is the total number of public keys in the network, 
and b is the number of private keys held by each node. The total 
number of distributed keys in a network with N nodes is N(a 
+ b). we plot the total storage requirements for different sizes 
of Ad-Hoc networks. The x-axis is the total number of mobile 
nodes in the network, and N varies from 100 to 1000. The y-axis 
represents the total number of distributed keys (or key seeds) in 
the network. we can find that the proposed CBKM scheme saves 
much key storage space

VI. Conclusions
The size of network buffers in 802.11 based wireless networks. 
Wireless networks face a number of fundamental issues that do not 
arise in wired networks. We demonstrate that the use of fixed size 
buffers in 802.11 networks inevitably to leads to either undesirable 
channel underutilization or unnecessary high delays.

References
[1] 3GPPTS23.140,“Multimedia messaging service (MMS); 

functional descreption”.
[2] Y. R. Haung,“Determining the optimal buffer size for 

short message transfer in a heterogeneous GPRS/UMTS 
networks”, 

[3] 3GPPTS23.060,“General Packet Radio Service (GPRS); 
service description”.

[4] C. G. Cassandras, Y. Wardi, B. Melamed, G. Sun, C. G. 
Panayiotou,“Perturbation analysis for on-line control and 
optimization of stochastic fluid models”. 

[5] M. M. Markou, C. G. Panayiotou,“Dynamic control and 
optimization of buffer size for short message transfer in 
GPRS/UMTS networks”.

[6] H. Yu, C. G. Cassandras,“Perturbation analysis of feedback-
controlled stochastic flow systems”.

Deevi.Harikrishna, received his M.Tech 
in Computer Science and Engineering 
from Acharya Nagarjuna University, and 
he completed M.Sc (CS) from Acharya 
Nagarjuna University. He is very good 
administrator & coordinator.



IJCST Vol. 3, ISSue 1, Spl. 5, Jan. - MarCh 2012 ISSN : 0976-8491 (Online)  |  ISSN : 2229-4333 (Print)

w w w . i j c s t . c o m874    InternatIonal Journal of Computer SCIenCe and teChnology 

B.Bathemma, doing M.Tech II 
year in Nova college of Engg and 
Technology for Women, Affiliated 
to JNT university Kakinda, located 
at Jupudi (near Ibrahimpatnam) 
Vijayawada. Took  post graduate 
in MSc(Electronics) from Sri 
Venkateswara Unversity during 
the years 2002 to 2004. Work 
experience: 4years in teaching 
–at  Degree level  in Department 
of Electronics, S.V.Arts College, 
Tirupati. Her research work 

includes concepts of  Knowledge & 
Networking with JAVA IEEE Projects.

J.SrinivasaRao received his M.Tech in 
Computer Science and Engineering from 
KLC University in 2008. He is a very 
good administrator & researcher who has 
presented nearly 10 various International 
Journals and also attended for National 
and International Conferences. He 
worked in Prestigious K L University 
in the Department of Computer Science 
and Engineering. He is a good researcher 
who has worked mostly on neural 

networks, network security.


