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Abstract
This paper contains a comparative study about publishing frequent 
keywords, queries, and clicks in search logs. We compare the 
disclosure limitation guarantees and the theoretical and practical 
utility of various approaches. Our comparison includes earlier 
work on anonymity and in distinguishes ability and our proposed 
solution to achieve probabilistic differential privacy in search 
logs. In our comparison, we revealed interesting relationships 
between in distinguish ability and probabilistic differential privacy 
which might be of independent interest. Our results (positive as 
well as negative) can be applied more generally to the problem 
of publishing frequent items or item sets .Our paper concludes 
with a large experimental study using real applications where we 
compare ZEALOUS and previous work that achieves k-anonymity 
in  search log publishing. Our results show that ZEALOUS 
yields comparable utility to k−anonymity while at the same time 
achieving much stronger privacy guarantees.
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I. Introduction
Search engines play a crucial role in the navigation through the 
vastness of the Web. Today’s search engines do not just collect 
and index WebPages, they also collect and mine information about 
their users. They store the queries, clicks, IP-addresses, and other 
information about the interactions with users in what is called a 
search log. Search logs contain valuable information that search 
engines use to tailor their services better to their users’ needs 
They enable the discovery of trends, patand they can be used in 
the development and testing of new algorithms to improve search 
performance and quality. Scientists all around the world would 
like to tap this gold mine for their own research; search engine 
companies, however, do not release them because they contain 
sensitive information about their users, for example searches 
for diseases, lifestyle choices, personal tastes, and political 
affiliations. The only release of a search log happened in 2007 
by AOL, and it went into the annals of tech history as one of 
the great debacles in the search industry.1 AOL published three 
months of search logs of 650,000 users. The only measure to 
protect user privacy was the replacement of user–ids with random 
numbers utterly insufficient protection as the New York Times 
showed by identifying a user from Lilburn, Georgia [4], whose 
search queries not only contained identifying information but also 
sensitive information about her friends’ ailments. The AOL search 
log release shows that simply replacing user–ids with random 
numbers does not prevent information disclosure. Other ad–hoc 
methods have been studied and found to be similarly insufficient, 
such as the removal of names, age, zip codes and other identifiers 
[14] and the replacement of keywords in search queries by random 
numbers [18]. 
The use of data stored in transaction logs of Web search 
engines, Intranets, and Web sites can provide valuable insight 

into understanding the information-searching process of online 
searchers. This understanding can enlighten information system 
design, interface  development, and devising the information 
architecture for content collections. This article presents a review 
and foundation for conducting Web search transaction log analysis. 
A methodology is outlined consisting of three stages, which are 
collection, preparation, and analysis. The three stages of the 
methodology are presented in detail with discussions of goals, 
metrics, and processes at each stage. Critical terms in transaction 
log analysis for Web searching are defined. The strengths and 
limitations of transaction log analysis as a research method are 
presented. An application to log client-side interactions that 
supplements transaction logs is reported on, and the application is 
made available for use by the research community. Suggestions are 
provided on ways to leverage the strengths of, while addressing the 
limitations of, transaction log analysis for Web-searching research. 
Finally, a complete flat text transaction log from a commercial 
search engine is available.
One possible reason is there are limited published works concerning 
how to conduct and employ transaction logs to support the study 
of Web searching, Web search engines, Intranet searching, or 
other Web-searching systems. This article addresses the use of 
transaction log analysis (also referred to as search log analysis) 
for the study of Web-searching and Web search engines in order to 
facilitate their use as a research methodology. A three-stage process 
composed of data collection, preparation, and analysis is presented 
for transaction log analysis. Each stage is addressed in detail and 
a stepwise methodology to conduct transaction log analysis for 
the study of Web searching is presented. A transaction log file is 
supplied as supplementary material to facilitate employment and 
experimentation with the analysis methodology. The strengths 
and shortcomings of transaction log analysis are presented. An 
application is offered that aids in supplementing transaction logs 
as a data collection method.

II. Existing System 
In this section we discuss about the Search Log Algorithm Zealous.
As we mentioned in the introduction, the peculiarity of real time 
on-line problems is that a server is allowed to decide whether to 
serve or not a request, and it can even wait idle. At a first glance, it 
may sound unusual that an algorithm should decide to wait instead 
of serving  ending requests; but consider the following case: the 
server is in the origin, and the only request released so far it is “far 
away” from its current position; therefore it seems not a bad idea 
to “wait a little”, or alternatively to move  “slowly” towards it, to 
see if other requests show up in order to serve all of them together. 
Here the real time of the problem combines with the fact that 
moving a server could damage the quality of the overall service; 
this might not happen if we consider other real time problems like 
scheduling, if we allow jobs to be interrupted (even if we might 
start them again from scratch later). Now, if we concentrate on 
vehicle routing problems, the benefits of waiting could depend 
on the objective function; intuitively, if we want to minimize 
latency it could be more “dangerous” to move the server for an 
isolated request far away, while, if completion time is the objective 
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function, serving a distant request might be less insecure. How can 
we measure, in a real time problem, the importance of waiting, 
or, more precisely, the importance of the opportunity of waiting? 
To do so, we recall from the work of Blom et al. [3] the notion 
of zealous algorithm for on-line routing problems; informally, a 
zealous algorithm is not allowed to wait. Definition 1 (Zealous 
algorithm). The server used by a zealous algorithm, a zealous 
server, should never sit and wait if there are un served requests. If 
there are still un served requests the direction of a zealous server 
changes only if a new request becomes known, or if the server 
is either in the origin or it has just served a request. A zealous 
server is allowed to move only at maximum (i.e. unitary) speed. 
Note that zealous algorithms are a natural and well-defined class 
of algorithms; furthermore they are easy to be analyzed because 
their behavior is restricted; more notably, we can measure the 
importance of waiting by studying how much are penalized, for 
a given problems, the algorithms that are not al- lowed to wait. 
In Table 2, we compare the known competitive results for both 
zealous and non-zealous algorithms;

Table 1: Zealous Versus Non-Zealous Algorithms

III. Proposed Work
In this section we Privacy Preserving Algorithm. In this section, 
we give a brief overview of our Privacy Preserving. we provide 
a broad survey of privacy preserving data-mining methods. We 
provide an overview of the different techniques and how they 
relate to one another. The individual topics will be covered in 
sufficient detail to provide the reader with a good reference point. 
The idea is to provide an overview of the field for a new reader 
from the perspective of the data mining community. However, 
more detailed discussions are deferred to future chapters which 
contain descriptions of different data mining algorithms. A lot 
of implementations of the confidentiality of data and knowledge 
are applied in association rule mining process. According to 
privacy protection technologies, at present, privacy preserving 
association rule mining algorithms commonly can be divided into 
three categories [6]. Heuristic-Based Techniques Heuristic-based 
techniques are to resolve how to select the appropriate data sets for 
data modification. Since the optimal selective data modification 
or sanitization is an NP-Hard problem, heuristics can be used to 
address the complexity issues. The methods of Heuristic-based 
modification include perturbation, which is accomplished by the 

alteration of an attribute value by a new value (i.e., changing a 
1- value to a 0-value, or adding noise), and blocking, which is 
the replacement of an existing attribute value with a “?”. There 
is a basic principle of choosing the transaction or the item of 
item set to be modified that we should reduce the influence of 
the original database as far as possible. Those related works are 
given below.

A. Data Perturbation Based Association
Rule The algorithms can be described as the following one. Let D 
be the source database, R be a set of significant association rules 
that can be mined from D, and let Rh be a set of rules in R.How 
can we transform database D into a database D', the released 
database, so that all rules in R can still be mined from D', except 
for the rules in Rh.
The heuristic proposed for the modification of the data was 
based on data perturbation, and in particular the procedure was 
to change a selected set of 1-values to 0-values, so that the support 
of sensitive rules is lowered in such a way that the utility of the 
released database is kept to some maximum value. Therefore, the 
key question of this algorithm is how to put D into D' with the use 
of heuristic thought. A subsequent work described in [7] extends 
the sanitization of sensitive large item sets to the sanitization of 
sensitive rules. The work in [8] aims at balancing between privacy 
and disclosure of information by trying to minimize the impact on 
sanitized transactions or else to minimize the accidentally hidden 
and ghost rules. The utility in this work is measured as the number 
of non-sensitive rules that were hidden based on the side-effects of 
the data modification process. Wang et al. propose a matrix based 
sanitization approach to hide the sensitive patterns in [9]. It is the 
first paper to involve the consideration of avoiding the Forward-
Inference Attacks [10], which can also be avoided in the sanitized 
database generated by our sanitization process. Oliveira et al. 
propose a novel method to modify databases for hiding sensitive 
patterns in [11]. Multiplying the original database by a sanitization 
matrix yields a sanitized database with private content. The method 
can avoid the question of the Forward-Inference Attacks. 
This paper in [12] describes a technique that uses a queue and 
a random number generator to generate the items so that each 
item has an approximately equal frequency of being added to 
transactions. And the work avoids the question that it is hard for 
[13-14] to utilize existing tools for association rule mining.

B. Data Blocking Based Association
Rule The approach of blocking is implemented by reducing the 
degree of support and confidence of the sensitive association rules. 
That is by replacing certain attributes of some data items with a 
question mark or a true value. In this regard, the minimum support 
and minimum confidence will be altered into a minimum support 
interval and a minimum confidence interval correspondingly. As 
long as the support and/or the confidence of a sensitive rule lies 
below the middle in these two ranges of values, then we expect 
that the confidentiality of data is not violated. Yucel Saygin et al. 
first apply blocking to the association rule confusion, which has 
been presented in [15-16]. 

1. Replacement Based Techniques
After original data is replaced the value of some data with the 
unknown value, the support and confidence of sensitive association 
rules will not be able to determine, which may  be a range of 
arbitrary values. The paper in [17], discusses specific examples 
with the use of an uncertain symbol used in association rule 
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mining, in which case the support and confidence interval are 
used to support and confidence interval to replace. 

2. Anonymity Techniques
Agrawal et al. improve on the distribution reconstruction technique 
presented in [18] by using the Expectation Maximization (EM) 
method. The authors claim that EM is more effective than the 
currently available technique in terms of the level of information 
loss. Finally, they propose novel metrics for the quantication 
and measurement of privacy preserving data mining algorithms. 
The paper in [19] presents a new generalization framework on 
the concept of personalized anonymity in order to perform the 
minimum generalization for satisfying everybody’s requirements, 
the core of personalized anonymity is the concept of personalized 
anonymity. It provides privacy protection of different size for the 
records of data table. The paper in [20] proposes a personalized 
anonymity model on the base of (α,k)-anonymization model in 
order to resolve the problem of privacy self management and 
proposes corresponding anonymity method by using local recoding 
and sensitive attribute generalization. Although these personalized 
generalization approaches are flexible, the definitions of sensitive 
attributes are the same with other approaches. Thus, dynamic 
specifying sensitive information needs be future researched. We 
should choose the algorithm according to the different situation 
that can reduce the influence for the original database as far as 
possible. D_CONF1 algorithm will increase one transaction item 
when it circulates one time. Usually there are much data and 
many association rules while it processing the problem of privacy 
preserving. Frequent using of D_CONF1 algorithm will increase 
the quantity of data and generate some association rules that do 
not exist. It has influenced the accuracy of database. If there are 
some important items that cannot be modified or deleted, D_
CONF1 algorithm is suitable for this situation. The front parts of 
D_CONF2 and D_SUPP are same. D_CONF2 algorithm can only 
select sacrifice item in back-end itemset and D_SUPP algorithm 
can select sacrifice item in whole generated itemset. So if the 
influence for the original database of selecting sacrifice item in 
front-end is smallest we can choose D_CONF2 algorithm. If the 
influence for the original database of selecting sacrifice item in 
back-end is smaller, we can choose algorithm through comparing 
the efficiency, the quantity and importance of selected sacrifice 
item and support of D_CONF2 and D_SUPP algorithm. We should 
analyze the transaction set of the original database and the sensitive 
association rule set to be hidden and find the relation of them. So 
we could select the sensitive transaction and sacrifice item more 
efficient. The modified data will be fewer and the influence for 
the original database will be smaller.

IV. Results
In order to implement the zealous and privacy preserving 
algorithm performance on basis on keywords, query, click and 
query pairs.
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Fig. 1: Results

V. Conclusions 
In this paper we discuss about the zealous and privacy preserving 
algorithm by using search logs both are performance on the basis 
on key words, query, clicks and query pairs, so Zealous algorithm 
performance low than the privacy preserving algorithms This 
paper contains a comparative study about publishing frequent 

keywords, queries, and clicks in search logs. We compare the 
disclosure limitation guarantees and the theoretical and practical 
utility of various approaches. Our comparison includes earlier 
work on anonymity and (δ)indistinguishability and our proposed 
solution to achieve ( δ) probabilistic differential privacy in search 
logs. In our comparison, we revealed interesting relationships 
between indistinguishability and probabilistic differential privacy 
which might be of independent interest. Our results (positive as 
well as negative) can be applied more generally to the problem 
of publishing frequent items or item sets. A topic of future work 
is the development of algorithms that allow to publish useful 
information about infrequent keywords, queries, and clicks in a 
search log. 
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