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Abstract
Anonymous networks allow anyone to visit the public areas of 
the network. Here users access the Internet services through a 
series of routers. This hides the user’s identities and IP address 
from the server. This may be an advantage for the misbehaving 
users to destroy popular websites. To avoid such activities, servers 
may try to block the misbehaving user. But it is not possible in 
case of anonymous networks. Since the servers are not aware of 
the user’s identities or IP address it is not possible to block the 
particular misbehaving user. In such cases servers may block 
the entire network which also affects normal behaving users. To 
overcome this problem, a system is designed in which servers 
can blacklist the misbehaving users without compromising their 
anonymity. The proposed system accurately finds the misbehaving 
users and also maintains the blacklisted users details in the server. 
In this system servers can blacklist users for any reason and also 
the privacy of blacklisted users is maintained.
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I. Introduction
An anonymous network is the network that provides anonymity 
and privacy to the users. Usually user gets connected to the 
target server with user’s identities, IP address or sharing other 
computer information. This information can be used to track the 
user. However, a certain degree of anonymity can be achieved by 
using a proxy server or a VPN server. But in anonymous networks 
some information are hidden such that What to be hidden and from 
whom to be hidden.first we discuss about  What to be hidden.
Sender anonymity – attacker should not be able to identify the 
sender of a particular message. Receiver anonymity – attacker 
should not be able to identify the receiver of a particular message. 
Unlinkability – though the attacker determines the sender and 
receiver, he/she should not be able to determine the association 
i.e. who communicates with whom .second is from whom to be 
hidden. Communication partner,External attackers and Internal 
attackers.Crowds [2] and Tor [3] (Third party Onion Routing) are 
some kinds of anonymous network in which anonymity can be 
achieved by using a series of routers such that each router works 
by redirecting the communication through itself. The user’s IP 
address is then only shared with the entry router while the target 
server only sees the exit router in the network. Fig. 1, shows how 
a tor network performs multilayered encryption through a series 
of routers.

Fig. 1: Working of Tor Network

Thus anonymous networks work by placing a wall between the 
user and the server he/she is visiting. These networks can be used 
to bypass the restrictions and visit sites that might be blocked in a 
specific country, office or institution. Some people only use these 
servers to protect their online identity. Anonymous networks are 
generally useful to internet users who want to ensure that their 
sessions or activities cannot be monitored. For instance, it is used 
to circumvent traffic monitoring by organization which want to 
find out or control which websites employees visit. 

II. Various Issues In The Existing Approaches 
There are many solutions for the problems and difficulties in 
anonymous networks. But each method has some limitations and 
issues. They are as follows:In pseudonym Systems, an individual 
will be known to other users by a pseudonym which is blacklisted 
if a user misbehaves. But this results in pseudonymity for all users 
and weakens the anonymity. Also the users should be prevented 
from sharing their pseudonyms.Group signature  is a method 
by which a member of a group anonymously signs the message 
on behalf of the group. Hers the server sends complaints to the 
Group Manager (GM) if a user misbehaves which lacks scalability.
Traceable signatures traces the signatures signed by a single party 
without opening the signature and revealing the identities of any 
other users. This method does not provide backward unlinkability, 
where the previously issued signatures remain anonymous 
even after the signer’s revocation. Since there is no backward 
unlinkabilty, there will be no subjective blacklisting. Subjective 
blacklisting is the process by which the server can blacklist the 
user for whatever reason the server desires. Dynamic accumulator 
is cryptographic accumulator that allows dynamically adding or 
deleting a value. But here a single revocation operation results 
in a new accumulator and public parameters for the group. Thus 
updating all the values is impractical.In Verifier Local Revocation 
(VLR), the verifier performs local updates but there will be heavy 
computation at the server or the verifier. These approaches do not 
provide revocation auditability by which the users can verify their 
status before accessing the server.

III. Architecture Design Of Proposed System

Fig. 2: Architecture Of Proposed System

The proposed system for blocking misbehaving users involves 
some major steps. They are as follows.
User registers with Pseudonym Manager (PM) by sending user 
id and IP address PM generates pseudonym and sends back to 
the user User sends the received pseudonym and server id to the 
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Security Manager (SM) SM verifies the pseudonym using a key 
shared between the SM and PM If the pseudonym is valid, SM 
sends credentials to the user Before accessing the server, user 
can verify whether he/she is blacklisted or not If the user is not 
blacklisted, connection is established and the user starts accessing 
the server. If misbehave found server sends complaints to the SM 
SM verifies and updates the blacklist database Server disconnects 
the misbehaving user and blocks the user from further access  
to the server.

IV. Design Issues 
The proposed system should be constructed in such a way 
that all the entities in the system should be honest. An entity 
is honest when it’s operations are performed according to the 
system’s specification. An honest entity becomes corrupt when 
it is compromised by an attacker. Once it get compromised then 
the entity will operate under the full control of the attacker and 
starts functioning against the system’s specification. The proposed 
system should also  satisfy the following security properties. They 
are

A. Blacklistability 
This property assures that any honest server can block misbehaving 
users. If an honest server complains that a user misbehaved in 
the current time period, then the complaint will be successful and 
the user will not be able to establish a connection to the server 
successfully for the following time periods.

B. Rate limiting 
This property assures that any honest server can prevent the user 
from the successful connection to it, when user attempts to connect 
to the server more than once within any single time period.

C. Nonframeability 
This property assumes that each user has a single unique identity, 
since it is possible for the user to frame some other identities. So 
any honest server can provide connection to the server only if it is 
proved to be an honest user. According to any honest server, a user 
is honest if he/she has not been blacklisted by the server thus far 
and has not exceeded the rate limit of establishing connections.

D. Anonymity
This property protects the anonymity of honest users such that the 
server cannot know any information about the user.

V. Conclusion and Future Work
A new system is proposed that adds an additional layer of security 
to the anonymous networks. This system is used to block the 
misbehaving users in anonymizing networks. It is  automatically 
finds the misbehaving user and blacklists them without affecting 
their privacy and anonymity.This method is a cryptographic 
construction that provides anonymous authentication, fast 
authentication speeds, subjective blacklisting, backward anonymity 
and revocation auditability. This method is practical, effective and 
efficient to the needs of both users and services.The proposed 
method motivates the need for security in anonymous networks 
and this system will increase the acceptance of anonymous 
networks that is blocked by several services because of users who 
misuse their anonymity. Currently the proposed system has been 
simulated with PM, SM and server on the local network. In future 
this work will be enhanced to work on a remote machine.This 
work can also be extended into a multiple rounds of pseudonym 

construction in which the PM participates in multiple rounds of 
communication with the user. This adds one more layer of security 
to the system.
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