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Abstract
In this project, we present WebIBC, which integrates public key 
cryptography into web applications without any browser plug-
in. The public key of WebIBC is provided by identity based 
cryptography, eliminating the need of public key and certificate 
online retrieval; the private key is supplied by the fragment 
identifier of the URL
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I. Introduction
In this project, we will prove that relations among concepts 
embedded into semantic annotations can be effectively exploited 
to define a trustworthiness strategy for Semantic Web search 
engines. This sort of trustworthiness behaves at an inner level 
that is, it exploits more precise information that can be made 
available within a Web page and can be used in conjunction with 
other established trustworthiness strategies to further improve the 
accuracy of query results. With respect to other trustworthiness 
strategies for the Semantic Web, our approach only relies on the 
knowledge of the user query, the Web pages to be ranked, and 
the underlying ontology. Thus, it allows us to effectively manage 
the search space and to reduce the complexity associated with the 
trustworthiness task.

II. Previous Work
In the last years, with the massive growth of the Web, we assisted 
to an explosion of information accessible to Internet users. 
Nevertheless, at the same time, it has become ever more critical 
for end users to explore this huge repository and find needed 
resources by simply following the hyperlink network. Today, 
search engines constitute the most helpful tools for organizing 
information and extracting knowledge from the Web. However, it is 
not uncommon that even the most renowned search engines return 
result sets including many pages that are definitely useless for the 
user. This is mainly due to the fact that the very basic relevance 
criterions underlying their information retrieval strategies rely 
on the presence of query keywords within the returned pages. 
It is worth observing that statistical algorithms are applied to 
“tune” the result and, more importantly, approaches based on 
the concept of relevance feedback are used in order to maximize 
the satisfaction of user’s needs. Nevertheless, in some cases, this 
does not suffice.

A. System Architecture

Fig. 1: Retrieval of information 

III. Compute Fact Confidence
The inference of website trustworthiness is rather simple, whereas 
that of fact confidence is more complicated. The trustworthiness 
of a website is just the expected confidence of facts it provides. 
For website w, we compute its trustworthiness by calculating the 
average confidence of facts provided by a website. In comparison, 
it is much more difficult to estimate the confidence of a fact. The 
confidence of a fact is determined by the websites providing it and 
other facts about the same object. The simple case is where there 
is no related fact, and f1 is the only fact about object.  Because f1 
is provided by w1 and w2, if f1 is wrong, then both w1 and w2 are 
wrong. We assume that w1 and w2 are independent. In general, if 
a fact f is the only fact about an object, then its confidence can be 
computed as the set of websites providing f. Similarly, we define 
the confidence score of a fact. A very useful property is that the 
confidence score of a fact f is just the sum of the trustworthiness 
scores of websites providing f. 

IV. Computing Influences between Facts
The above process shows how to compute the confidence of a fact 
that is the only fact about an object. However, there are usually 
many different facts about an object such as f1 and f2, and these 
facts influence each other. Suppose that the implication from f2 to 
f1 is very high for example they are very similar. If f2 is provided 
by many trustworthy websites, then f1 is also somehow supported 
by these websites, and f1 should have reasonably high confidence. 
Therefore, we increase the confidence score of f1 according to the 
confidence score of f2, which is the sum of the trustworthiness 
scores of websites providing f2. 

V. Computing Website Trustworthiness
 The above operations calculate website trustworthiness and 
fact confidence. These operations are converting into some 
basic matrix operations, which can be implemented easily and 
performed efficiently. To facilitate our discussions, we use 
vectors to represent the trustworthiness of all websites and the 
confidence of all facts. We define an M by N matrix for inferring 
website trustworthiness from fact confidence and another matrix 
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for the reverse inference. Both the matrices are sparse matrices. 
In general, the website trustworthiness and fact confidence can 
be computed conveniently with matrix operations. It involves 
nonlinear transformations and thus cannot be computed using 
eigenvector computation. On the other hand, TRUTHFINDER 
uses the probabilities of websites being correct and facts being 
true, which cannot be defined as simple summations because the 
probability often needs to be computed in nonlinear ways. That is 
why TRUTHFINDER requires iterative computation to achieve 
convergence. 

VI. Iterative Computation
We can infer the website trustworthiness if we know the fact 
confidence and vice versa.  TRUTHFINDER adopts an iterative 
method to compute the trustworthiness of websites and confidence 
of facts. Initially, it has very little information about the websites 
and the facts. TRUTHFINDER tries to improve its knowledge 
about their trustworthiness and confidence, and it stops when the 
computation reaches a stable state. We choose the initial state in 
which all websites have uniform trustworthiness. From the website 
trustworthiness TRUTHFINDER can infer the confidence of facts, 
which are very meaningful because the facts supported by many 
websites are more likely to be correct. On the other hand, if we 
start from a uniform fact confidence, we cannot infer meaningful 
trustworthiness for websites. Before the iterative computation, we 
also need to calculate the two matrices. In each step of the iterative 
procedure, TRUTHFINDER first uses the website trustworthiness 
to compute the fact confidence and then re-computes the website 
trustworthiness from the fact confidence. Each step only requires 
two matrix operations and conversions. The matrices are stored 
in sparse formats, and the computational cost of multiplying 
such a matrix and a vector is linear with the number of nonzero 
entries in the matrix. TRUTHFINDER stops iterating when it 
reaches a stable state. The stableness is measured by how much 
the trustworthiness of websites changes between iterations.

VII. Results
The concept of this paper is implemented and different results 
are shown below

        (a)

       (b)
Fig. 2: Noise resistance of TRUTHFINDER and VOTING with 
respect to website trustworthiness, (a). Accuracy, (b). Percentage 
of exact match

VII. Performance Analysis
The proposed paper is implemented in Java and Servlets technology 
on a Pentium-III PC with 20 GB hard-disk and 256 MB RAM with 
apache web server. The propose paper’s concepts shows efficient 
results and has been efficiently tested on different Messages.

VIII. Conclusion
In this project, we present WebIBC to protect the client side 
security and privacy of web applications. WebIBC integrates 
identity based cryptosystem into web based applications and is 
totally established by java without any browser plug-ins. We have 
implemented a prototype of WebIBC and performance evaluation 
indicates its effectiveness and efficiency over other systems. The 
security analysis shows that WebIBC is resilient to some known 
attacks using the proposed schemes. The future work of WebIBC 
is to evaluate the feasibility of other schemes on WebIBC.
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